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ABSTRACT: Mobile cloud computing (MCC) is an integration of the concept of cloud computing and mobile
computing. When user is able to access cloud services through mobile phone on the basis of pay as per the use then we
can see there the use of MCC. As users store their data in the cloud security is an important issue. To overcome this
issue the biometric identification method is proposed where eye image is used as biometric input. The image goes
through some image processing steps required to extract its features. This paper proposed an algorithm required for
image processing.
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I. INTRODUCTION
Cloud is a distributed computing which processes data distributed by virtualized manner [14]. When cloud consumer
demands for the resources and computing infrastructure, cloud provides it to the consumers [11].
To provide optimal services for mobile users it is one of major mobile technology trends in the future [11]. Mobile
cloud computing provides the advantages of both mobile computing and cloud computing. for the development of
mobile applications the concept of cloud computing provides new opportunity since it allow the mobile devices to
maintain a layer for user applications and shift the computation and processing overhead to the virtual environment
[12]. Due to the availability of resources and services to access the MCC from anywhere at any time the security issues
overcame. There are some common problems issued by MCC like privacy, personal data management, identity
authentication, and potential attacks. The security issues are the major problems in the mobile cloud computing
environment [2].
To solve such security problems an authentication method is proposed which is called as biometric identification
method where biometric deals with the physical characters of the human body like fingerprint, palm print, retina
scanning etc. In this research the eye image is used as a biometric input. Because it is difficult for unauthorized user to
use someone’s eye image for authentication and every individual has their unique eye feature which cannot be hacked.
II. RELATED WORK
For the secured authentication of user in mobile cloud computing author provide biometric authentication technique
[3]. As a biometric input fingerprint image is used for which mobile phone camera is used as a biometric sensor to
capture fingerprint image. When the captured image matched with the image stored in the database then authentication
is provided to user. In [4] cloud storage identity is proposed based on fingerprint identification and mixed encryption to
establish a secure communication. From web server user can login to the online cloud storage system. To extract
fingerprint template from the database the authentication server provides an ID number to match the input fingerprint
with stored one. This method increases the efficiency of cloud storage authentication and secure data transmission A
retina pattern recognition and automatic person identification algorithm is proposed in [6]. The proposed method uses 3
steps. First is reference point detection, and then identify blood vessel intersection points and finally matching the
intersection points. In preprocessing features of image extracted and then pattern matching is done. In [8] the biometric
recognition system is proposed which is based on palm print features of user. The system uses Orthogonal Line
Features (OLOF) extraction technique. In preprocessing the features of image are extracted and then matching of
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features with registered image is done. An algorithm for biometric key generation from fingerprint is studied by author
in [10]. After studying it has improved it into a new key generation algorithm which is distance based, simpler and
reduces the complexity of operations.
III. PROPOSED ALGORITHM
Following steps of image processing are required to extract features of eye image.
Step 1: Eye image acquisition.
Step 2: Green channel extraction of eye image.
Step 3: Detection of edges of eye image.
Step 4: Hough transformation implementation for line detection of eye image.
Step 5: SURF features extraction.
Step 6: Close image.
1. Eye image acquisition:
Eye image acquisition is done by using webcam of the laptop. User can give only eye image as input or if image of
face is given by user, the algorithm can find and crop particular eye image from the face for further use.
2. Green channel extraction of eye image:
After getting eye image it is converted from RGB to Gray scale image. It is necessary to convert image because in
gray scale image the nerves of eyes can be easily found [6].
3. Detection of edges of eye image:
Edge detection of the eyes is done for getting peak point of the eyes. The canny method is used to detect edges. The
Canny method finds edges by looking for local maxima of the gradient of eye.
4. Hough transformation implementation for line detection of eye image:
It is used to detect peak points of the eye. Hough transformation is line extraction technique used for analysis of
image.
5. SURF features extraction:
When one image is matched with other its features get matched with each other. These features can be intersection
points of nerves of eye, maximum interest points of eyes etc. SURF called as Speeded-Up Robust Features technique is
one of the method used for features extraction of the image. It is a faster method and also it is good at handling image
with blurring or rotation. The SURF method can describes image efficiently to match with other image by finding the
strongest points of interest [18].
IV. RESULTS
Figure 1 shows the frame containing all the options required for image processing. In figure 2 the eye image used is
not very clear. Hence the strongest peak points detected are very few. The image used in figure 3 is clearer. Hence the
strongest points detected by SURF method are more, which are helpful for efficient and good matching of user with the
stored data of eye image in the database. In figure 4 the image used does not contain any eye coordinates. Hence the
error message is generated.
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Figure1: Mainframe for image processing

Figure 3: Result of image processing of more clear eye image

Figure2: Result of image processing of partially clear eye image

Figure 4: Result of image processing of image without eye coordinates

V. CONCLUSION AND FUTURE WORK
After taking results of image processing on eye images with different clarities we can conclude that for better
performance of matching algorithm we have to consider eye images with more clarity. If the image is more enough
clear the features extraction become easy, which can provide good results. With reference to the above image
processing we will use this for matching the eye image of user with the image stored in the database for authentication
purpose while accessing the mobile cloud.
.
Copyright to IJIRCCE

10.15680/ijircce.2015.0304010

2740

ISSN(Online): 2320-9801
ISSN (Print): 2320-9798

International Journal of Innovative Research in Computer
and Communication Engineering
(An ISO 3297: 2007 Certified Organization)

Vol. 3, Issue 4, April 2015

REFERENCES
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.
12.
13.
14.
15.
16.
17.
18.

Nileshree R. Darve, Deepti P. Theng.” Comparison of Biometric and Non-Biometric Security Techniques in Mobile Cloud Computing”,
IEEE Sponsored 2nd International Conference on Electronics and Communication System (ICECS 2015), 213-216, 26-27 Feb.2015.
Mojtaba Alizadeh, Wan Haslina Hassan,” Challenges and Opportunities of Mobile Cloud Computing” 2013 IEEE.
IehabALRassan, HananAlShaher,” Securing Mobile Cloud Using Finger Print Authentication” International Journal of Network Security
& Its Applications (IJNSA), Vol.5, No.6, November 2013.
Guobo Xie and 2Bingying Yao,” Cloud Storage Identity Design Based On Fingerprint Identification” 2013 6th International Conference
on Information Management, Innovation Management and Industrial Engineering.
Azeem Ahmad, Muhammad Mustafa Hassan, Abdul Aziz,” A Multi-Token Authorization Strategy for Secure Mobile Cloud Computing”
2014 2nd IEEE International Conference on Mobile Cloud Computing, Services, and Engineering
Muhammad Nazrul Islam, Md. Amran Siddiqui and Samiron Paul,” An Efficient Retina Pattern Recognition Algorithm (RPRA) towards
Human Identification” .
Preeti Garg, Dr. Vineet Shanna,” An Efficient and Secure Data Storage in Mobile Cloud Computing through RSA and Hash Function”
2014 Internationai Conference on Issues and Challenges in Intelligent Computing Techniques (ICICT)
Nuno Freire Moco, Paulo Lobato Correia, Luis ducal soares,”Smartphone-Based Palmprint Recognition System” 2014 21st International
Conference on Telecommunications (ICT).
A. Tharwat1, Abdelhameed F. Ibrahim2, Hesham A. Ali2 ,” Multimodal Biometric Authentication Algorithm Using Ear and Finger
Knuckle Images “, International Journal of Emerging Technology and Advanced Engineering, February 2012.
R Ranjan, Sanjay Kumar Singh,” Improved and Innovative Key Generation Algorithms for Biometric Cryptosystems” 2013 3rd IEEE
International Advance Computing Conference (IACC)
Rishabh Sharma, Sanjay Kumar, Munesh Chandra Trivedi,” Mobile Cloud Computing: A Needed Shift from Cloud to Mobile Cloud”
2013 5th International Conference on Computational Intelligence and Communication Networks
Dipayan Dev, Krishna Lal Baishnab,” A Review and Research towards Mobile Cloud Computing” 2014 2nd IEEE International
Conference on Mobile Cloud Computing, Services, and Engineering.
Abir Khaldi , Kamel Karoui, Nada Tanabèn and Henda Ben Ghezala,” A secure cloud computing architecture design ” 2014 2nd IEEE
International Conference on Mobile Cloud Computing, Services, and Engineering
Theng, D.; Hande, K.N., "VM Management for Cross-Cloud Computing Environment," Communication Systems and Network
Technologies (CSNT), 2012 International Conference on , vol., no., pp.731,735, 11-13 May 2012
Theng, D., "Efficient Computational Strategy for Cloud Computing Environment," Emerging Research in Computing, Information,
Communication and Applications (ERCICA), 2014 Second International Conference on, vol., no., pp.8,17, 1-2 August 2014
Gourkhede, M.H.; Theng, D.P., "Analysing Security and Privacy Management for Cloud Computing Enviro ment," Communication
Systems and Network Technologies (CSNT), 2014 Fourth International Conference on , vol., no., pp.677,680, 7-9 April 2014
Gourkhede, M.H.; Theng, D.P., "Preserving Privacy and Illegal Content Distribution for Cloud Environment," International Journal of
Computing and Technology (IJCT), 2014, vol., no. 1, issue 3, pp.142,148, May 2014
Herbert Bay a, Andreas Ess a , Tinne Tuytelaars b , and Luc Van Gool,” Speeded-Up Robust Features (SURF)” 10 September 2008.

BIOGRAPHY
Nileshree Ramkrishna Darve is pursuing Master of Engineering (M.E.) in Wireless Communication and Computing
(WCC) department of Computer Science and Engineering (CSE) from G.H. Raisoni College of Engineering, Nagpur,
MS, India. She received Bachelor of Engineering (B.E.) degree in 2013 from JLCCE, Nagpur, MS, India. Her research
interest areas are image processing, mobile cloud computing etc.
Deepti P. Theng received her BE and M. Tech. in Computer Science and Engineering in 2007 and 2012 respectively.
She is currently working as an Assistant Professor in the Department of Computer Science and Engineering. She has
totalled 30 National and International papers published including publications of IEEE, Elsevier, Springer and many
more. She is an active Professional Member of IEEE, SMC, ACM, and CSI. Her research interest includes Parallel and
Distributed Computing, Cloud Computing, High performance Computer Architecture.

Copyright to IJIRCCE

10.15680/ijircce.2015.0304010

2741

