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Abstract

A framework to supply a secure cloud database that will guarantee to prevent security risks and Secret key to pre-process the file. Multi-cloud will be implemented as hybrid cloud. This framework will apply the use of secret sharing algorithm, MAC algorithm, audit protocol for outsourced data to reduce the risks of data intrusion, loss of service availability and ensures data unity. Muti-cloud usage is implemented by distributing data into three different cloud providers. The public Demonstrable Data Ownership (DDO), which is a cryptographic technique for verifying the unity of data without retrieving it at an untrusted server; can be used to realize audit services. Random cover technique is used to achieve a secrecy-Maintaining public inspecting system for cloud data storage security.
 	
KEYWORDS


	Ownership, cryptographic, data intrusion.
	
I. INTRODUCTION


	Cloud computing provides a scalability environment for growing amounts of data and processes that work on various applications and services by means of on-demand self-services. One basic view of this prototype changing is that data are being centralized and outsourced into clouds. This kind of outsourced storage services in clouds have become a new profit development point by providing a comparably low-cost, ascendable, position-independent structure for dealing clients’ data. The cloud storage service (CSS) relieves the burden of storage management and sustainment. However, if such an important service is dangerous to attacks or failures, it would bring irretrievable losses to users since their data or archives are stored into an unsure storage pool outside the enterprises.
	The security risks come from the following reasons: the cloud substructures are much more powerful and authentic than personal calculating devices. However, they are still capable to security threats both from outside and inside the cloud for the benefits of their ownership, there exist various needs for cloud service providers (CSP) to behave unreliably toward the cloud users furthermore, the challenge at a time suffers from the lack of hope on CSP. Their behaviors may not be known by the cloud users, even if this challenge may result from the users’ own wrong operations. It is necessary for cloud service providers to offer an efficient audit service to check the unity and accessibility of the stored data. Conventional cryptology technologies for data unity and availability, based on hash functions and signature strategies cannot work on the outsourced data without a local copy of data. In addition, it is not a realistic solution for data establishment by downloading them due to the worthful transaction, especially for large-size files. The solutions to audit the correctness of the data in a cloud environment can be doubtful and expensive for the cloud users. This is essential to realize public audit ability for CSS, so that data owners may resort to a third party auditor (TPA), who has expertness and capabilities that a common user does not have, for periodically auditing the outsourced data. This audit service is importantly important for digital forensics and data confidence in clouds. To implement public audit ability, the notions of proof of irretrievable and Demonstrable Data Ownership (DDO) have been proposed by some researchers.
	
II. RELATED WORKS


	Yan Zhua – 2012 [10] says that Cloud-based outsourced storage saves the client’s burden for storage management and maintenance by providing a comparably low-cost, ascendable, position-independent platform.The clients has no longer have physical possession of data indicates that they are facing a potentially formidable risk for missing or imperfect data. To avoid the protection risks, audit services are critical to ensure the unity and availability of outsourced data and to achieve digital forensics and credibility on cloud computing. The authors proposed Demonstrable Data Ownership(DDO), which is a cryptographic technique for verifying the integrity of data without retrieving it at an untrusted server, can be used to realize audit services.
	Armbrust – 2010 [1] says that Cloud computing refers to both the applications delivered as services over the Internet and the hardware and systems software in the data centers that provide those services. The services themselves have long been referred to as Software as a Service (SaaS).Some vendors use terms such as IaaS (Infrastructure as a Service) and PaaS (Platform as a Service) to describe their products, but we eschew these because accepted definitions for them still vary widely. The line between “low-level” infrastructure and a higher-level “platform” is not crisp. We believe the two are more alike than different, and we consider them together. The data center hardware and software is what we will call a cloud. When a cloud is made available in a pay-as-user- go manner to the general public, we call it a public cloud; the service being sold is utility computing. The author use the term private cloudto refer to internal data centers of a business or other organization, not made available to the general public.
	Ateniese – 2007 [2] says a model was created for Demonstrable Data Ownership(DDO) that allows a client that has stored data at an untrusted server to verify that the server possesses the original data without retrieving it. The model generates probabilistic proofs of possession by sampling random sets of blocks from the server, which drastically dilutes I/O prices. The client maintains a constant amount of metadata to verify the proof. The challenge/response rule carries a small, constant amount of data, which decrease network communication. Thus, the DDO model for remote data checking supports large data sets in widely-distributed storage systems.
	
III. THE PROPOSED SCHEMES


	As data owners no longer physically possess the storage of their data, traditional cryptographic primitives for the purpose of data security protection cannot be directly adopted. In particular, simply downloading the data for its integrity verification is not a practical solution due to the high cost of input/output (I/O) and transmission across the network. Besides, it is often insufficient to detect data corruption only when accessing the data, as it does not give correctness assurance for un accessed data and might be too late to recover the data loss or damage. Considering the large size of the outsourced data and the owner’s constrained resource capability, the tasks of auditing the data correctness in a cloud environment can be formidable and expensive for data owners.
	1. The public Demonstrable Data Ownership(DDO),which is a cryptographic technique for verifying the integrity of data without retrieving it at an untrusted server; can be used to realize audit services.
	2. Random mask technique is used to achieve a privacy-preserving public auditing system for cloud data storage security to support efficient handling of multiple auditing tasks, we further explore the technique of bilinear aggregate signature to extend our main result into a multi-user setting.
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3.1 Data Owner (DO)


	Has a large amount of data to be stored. First owner can register in to application and then login. After Login the Owner Main Page is viewed, owner can browse the files in the extension (.txt,.java,.htm,.html,.xml) as a multiselection. Then owner can upload the file to server. Before uploading the file to server upload to TPA. TPA is generate an MAC address and security code for the files individually and sends back to Owner.
	
3.2 Cloud Service Provider (CSP)


	Provides data storage service and have enough storage spaces and computation resources. The Data will be stored in the form of Owner Name, IP Address, Port number, file path, MAC Address and security code. In Cloud Server There is a possibility for deleting the owner data without the owner knowledge.
	
3.3 Third Party Auditor (TPA)


	Have capabilities to manage or monitor outsourced data under the delegation of data owner. If the file is deleted in Cloud Server information will be passed to TPA without the knowledge of Cloud Server. Mentioning this particular file is deleted or corrupted. Keeping this information TPA uploads a deleted copy of file to Cloud Server. Now Data Owner is worry free.
	
3.4 Granted Applications (GA)


	The Data user after logging in to application can enter the owner name and port and request a file. If this request is accepted then owner is granted permission to access the files. Then list of files of the particular owner will be displayed with MAC and security code. Then Data user can enter the file name and security code and make a request to cloud server. The cloud Server verifies the MAC and then stores the files in the user’s computer.
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IV. SYSTEM IMPLEMENTATION


	The project isimplemented with JAVA, Swing (JFC) as front end and the connectivity JDBC is used to connect the back end MS Access, the tool used for implementation is My Eclipse.The Data Owner after the registration can browse the files in the extension (.txt,.java,.htm,.html,.xml) and can also perform multi selection. Then the owner can upload the file to server. Before uploading the file to server the file is uploading to TPA. TPA will generate a MAC address and security code for the files individually and sends back to Owner. The data will be stored in the form of Owner Name, IP Address, port number, file path, MAC Address and security code in the Cloud Server. The cloud server lists out the details present in the data owner module and the user request and response module.
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	Have capabilities to manage or monitor outsourced data under the delegation of data owner. If the file is deleted in Cloud Server information will be passed to TPA without the knowledge of Cloud Server. Mentioning this particular file is deleted or corrupted. Keeping this information TPA uploads a deleted copy of file to Cloud Server. Now Data Owner is worry free. The TPA uploads a deleted copy of file to Cloud Server. If the request is accepted then owner is granted permission to access the files. Then list of files of the particular owner will be displayed with MAC and security code.
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	Then Data user can enter the file name and security code and make a request to cloud server. The cloud Server verifies the MAC and then stores the files in the user’s computer. The user can now view the files in his folder created for him in his own PC.The requested file name and security code given by the user is successfully verified by the cloud server.
	
V. CONCLUSION


	The construction of an efficient audit service for data integrity in clouds. In this audit service, the third party auditor, known as an agent of data owners, can issue a periodic verification to monitor the change of outsourced data by providing an optimized schedule. As data and information will be shared with a third party, cloud computing users want to avoid an untrusted cloud provider protects private and important information from attackers or malicious insiders. The migration from a single cloud to a multi-cloudenvironment and the use of special Audit protocolfor key generation is examined. It also overcomes the security issues, data availability failure, data integration and data intrusion. It is clear that although the use of cloud computing has rapidly increased; cloud computing security is still considered the major issue in the cloud computing environment. The purpose of this work is to survey the recent research on single clouds and multi-clouds to address the security risks and solutions.
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