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ABSTRACT: Here proposed an adaptive encryption based privacy improvement for fingerprint recognition. During
enrollment, two fingerprints are captured from two different fingers and then extract the minutiae positions from one
fingerprint, the orientation from the other fingerprint, and the reference points from both fingerprints. Based on this
extracted information a combined minutiae template is generated and stored in a database after performing RSA encryption.
In the authentication, the system requires two query fingerprints from the same two fingers which are used in the
enrollment. Here uses FV2002 DB_1 database. A two-stage fingerprint matching process with decision tree classifier is
proposed for matching the two query fingerprints against a combined minutiae template. Because of this, it is difficult for
the attacker to hack the database and retrieve the fingerprints. By using decision tree classifier the accuracy can be
improved with low error rate is expected.
KEYWORDS: Combination, fingerprint, minutiae, privacy, RSA, protection.
I. INTRODUCTION
Fingerprints are one of many forms of biometrics used to identify individuals and verify their identity. Protecting the
privacy of the fingerprint becomes an important issue. Traditional encryption is not sufficient for fingerprint privacy
protection. In recent years, significant efforts have been put into developing specific protection techniques for fingerprint.
It has so many applications like Banking Security - ATM security, card transaction, Physical Access Control (e.g.
Airport), Information System Security, National ID Systems, Passport control (INSPASS), Prisoner, prison visitors, inmate
control, Voting, Identification of Criminals, Identification of missing children, Secure E-Commerce (Still under
research)etc. So protection of fingerprint database is a serious issue. Most of the existing techniques make use of the key for
the fingerprint privacy protection, which creates the inconvenience. They may also be vulnerable when both the key and the
protected fingerprint are stolen.
II. LITERATURE REVIEW
The works in [10]–[12] combine two different fingerprints into a single new identity either in the feature level [10] or in
the image level [11], [12]. In [10], the concept of combining two different fingerprints into a new identity is first proposed,
where the new identity is created by combining the minutiae positions extracted from the two fingerprints. Fig 1.1 shows
the various minutiae points int the fingerprint. The original minutiae positions of each fingerprint can be protected in the
new identity. However, it is easy for the attacker to identify such a new identity because it contains many more minutiae
positions than that of an original fingerprint.
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In [11], [12], the authors first propose to combine two different fingerprints in the image level. First of all, each
fingerprint is decomposed into the continuous component and the spiral component based on the fingerprint FM-AM model
[14]. After some alignment, the continuous component of one fingerprint is combined with the spiral component of the
other fingerprint, so as to create a new virtual identity which is termed as a mixed fingerprint.

Fig.1.1 Minutiae feaatures

In this paper, propose an adaptive system for protecting fingerprint privacy by combining two different
fingerprints into a new identity and assuring more security by using RSA encryption. During the enrollment, the system
captures two fingerprints from two different fingers and then it is combined to form a new from the two fingerprints. In
such a template, the minutiae positions are extracted from one fingerprint, while the minutiae directions depend on the
orientation of the other fingerprint and some coding strategies. The template will be stored in a database for the
authentication which requires two query fingerprints.
A two-stage fingerprint matching process is used for matching the two query fingerprints against a combined
minutiae template. By using the combined minutiae template, the complete minutiae feature of a single fingerprint will not
be compromised when the database is stolen. But in [1] it is said that in case the combined minutiae templates are stolen,
the attacker can use them to attack other traditional systems which store the original fingerprints. He can reconstruct a
fingerprint image from a stolen combined minutiae template and make a fake finger based on the reconstructed fingerprint.
By scanning the fake finger, the attacker may be able to break into other traditional systems. Similarly, if a combined
fingerprint or a mixed fingerprint is stolen, the attacker can directly make a fake finger from the fingerprints and launch the
attack. Using this proposed method this disadvantage can be removed by providing more security using RSA.
III. THE PROPOSED FINGERPRINT PRIVACY PROTECTION SYSTEM
In the enrollment phase, the system captures two fingerprints from two different fingers, say fingerprints A and B. from
fingers and, respectively. Fig 2 shows the proposed system. First extract the minutiae positions from fingerprint and the
orientation from fingerprint using some existing techniques [16], [17]. Then, by using proposed coding strategies, a
combined minutiae template is generated based on the minutiae positions, the orientation and the reference points detected
from both fingerprints. Finally, the combined minutiae template is stored in a database after encryption using RSA. In the
authentication phase, two query fingerprints are required from the same two fingers, say fingerprints A’ and B’ from fingers
A and B. As in the enrollment, extract the minutiae positions from fingerprint A’ and the orientation from fingerprint B’.
Reference points are detected from both query fingerprints. This extracted information will be matched against the
corresponding template stored in the database by using a two-stage fingerprint matching. The authentication will be
successful if the matching score is over a predefined threshold. Before all steps the pre- processing steps are done such as
normalization, contrast enhancement, masking, filtering etc. Thus more clear ridges can be obtained.
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Fig. 3.1 Proposed fingerprint privacy protection system.

A. Reference point detection
The reference points detection process is motivated by Nilsson et al. [18], who first propose to use complex filters for
singular point detection. Fig3 shows the extracted minutiae points of two fingerprints. Given a fingerprint, the main steps of
the reference points detection are summarized as follows:
1) Compute the orientation from the fingerprint using the orientation estimation algorithm proposed in [17].
2) Calculate a certainty map of reference points [18]
3) Calculate an improved certainty map [19]
4) Locate a reference point satisfying the two criterions:
(i)the amplitude of the point is a local maximum, and
(ii) the local maximum should be over a fixed threshold .
5) Repeat step 4) until all reference points are located.
6) If no reference point is found for the fingerprint in steps 4) and 5) (e.g., an arch fingerprint), locate a reference point
with the maximum certainty value in the whole fingerprint.

Fig. 3.2. Minutiae points of selected two fingerprints are extracted.
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B. Combined Minutiae Template Generation
A combined minutiae template is generated by minutiae position alignment and minutiae direction assignment. The
alignment is performed by translating and rotating each minutiae point. Each aligned minutiae position is assigned with a
direction.

Fig. 3.3. Combining features of two fingerprints

C. Two-Stage Fingerprint Matching
Given the minutiae positions of fingerprint, the orientation of fingerprint and the reference points of the two query
fingerprints. In order to match the stored in the database, here uses a two-stage fingerprint matching process including
query minutiae determination and matching score calculation.
1) Query Minutiae Determination: The query minutiae determination is a very important step during the fingerprint
matching. In order to simplify the description of our algorithm, first the local features are extracted for a minutiae
point. In [1] Euclidean distance matching is used for matching. Here I am supposed to use decision tree classifier
for getting better result with low error rate. I think that it should give low FAR rate than the existing method.
2)

Matching Score Calculation: Here a matching score is calculated and if it is under a threshold value then that
person will be authenticated to that particular system.

Fig. 3.4 Computing similarity score of an unauthorized person
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D. Fingerprint reconstruction
After generating a combined minutiae template it is reconstructed to a new fingerprint so that the attackers cannot
identify the technique used.
E. Protecting the database
If a combined fingerprint or a mixed fingerprint is stolen, the attacker can directly make a fake finger from the
fingerprints and launch the attack. The database will be protected by using encryption technique. I propose to use RSA
encryption method to protect the combined fingerprint images in the database. As it is a public key cryptographic technique
the attacker can’t easily attack the system. Thus more security can be ensured.
IV. DECISION TREE APPROACH
A new approach is implementing for getting more accuracy ie, Decision Tree Classification. It is implementing
during two stage fingerprint matching at the authentication step. Decision trees are powerful and popular tools for
classification and prediction. Decision trees classify instances or examples by starting at the root of the tree and moving
through it until a leaf node. Decision tree performs classification without much computation. Also it can handle continuous
and categorical variables.
Here decision trees can be generated according to the distance between minutiae points. The leaf nodes will be
generated based on the distance selected as root node. Thus we will get a more accurate decision that is whether the user is
an authenticated person or not. By using this here expects low error rate with more accuracy. For this comparison of both
approaches will be performed. Thus we can find that the proposed method is better.
V. EXPECTED RESULTS
I am expecting more accuracy with low error rate than the existing method. So the FAR will be very less. Also the
attacker cannot attack the database in any means. So it will be more protecting system for the fingerprint database.
VI. CONCLUSION
A novel system for fingerprint privacy protection by combining two fingerprints into a new identity can be implemented
with very less error rate. It ensures more security to the database and all fingerprints in the authenticated system.
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