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ABSTRACT: Wireless sensor network consists of small sensing devices which collaborate with each other to gather
process and communicate over wireless channel information about some physical phenomena. These are selforganizing, highly robust and energy efficient network that can be excellent sentinels for monitoring underground
mining, wildlife and various physical infrastructures such as buildings, pipelines and bridges. This paper explores the
resource depletion attacks which will permanently disable network by draining nodes battery power. The concept
PLGPa protocol was used to overcome the security issues in the existing. Using PLGPa, the data which is transferred
will be hacked by the attacker. Hence, we are proposing RSA algorithm which is asymmetric in nature as well as
alternate path. The proposed algorithm will consume less energy and the path established from source to destination
will be secured.
KEYWORDS: Deniel Of Service, Sensor Networks, Wireless networks, Ad Hoc Networks, Routing Protocols,
Security requirements, Network layer attacks.
I. INTRODUCTION
Wireless Ad-hoc network is a decentralized network which is a collection of wireless mobile [4] nodes that selfconfigure to form a network without the aid of any established infrastructure. The nodes are equipped with wireless
transceiver. Therefore, each node doesn’t only plays the role of an end system, but also acts as a router, that sends
packets to desired nodes. Ad-hoc networks [2] are vulnerable to DOS attacks which lead to the resource depletion.
MANET routing protocols are designed to focus on the efficiency and performance of the network [1]. Ad hoc [5]
network are wireless network with no fixed infrastructure in which nodes depend on each other to keep the networked
connected. Topology based routing protocols use the information about links for packet forwarding. Position based
routing protocols use node’s geographical position to make routing decisions. Dynamic Source Routing (DSR) protocol
is the most widely used protocol. As the sensor networks are generally used in sensing sensitive information their
efficiency is of major concern. Their performance depends upon three tasks of sensing, data gathering and routing of
the information to the sink. Vampire attacks are the form of attacks on consumption of life from the network through
they do not disrupt immediately availability, they work overtime to disable the network entirely .
II. LITERATURE SURVEY
Detection mechanisms that have been proposed so far can be grouped into two broad categories.
1) Proactive detection schemes are schemes that need to constantly detect or monitor nearby nodes. In these
schemes, regardless of the existence of malicious nodes, the overhead of detection is constantly created, and
the resource used for detection is constantly wasted. However, one of the advantages of these types of schemes
is that it can help in preventing or avoiding an attack in its initial stage.
2) Reactive detection schemes are those that trigger only when the destination node detects a significant drop in
the packet delivery ratio. Many existing protocols are used namely DSR, AODV, OLSR.
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DSR protocol [1] is a reactive protocol which means it is a on-demand protocol. It is based on the concept of source
routing i.e., the source will specifies the entire route to be taken by the packet during transmission from source to
destination instead of the next hop. If the source node does not have the route then it floods the network with a Route
Request (RREQ). Any node which has a path to the destination can reply with the Route Reply (RREP) to the source.
This reply contains the entire path which is recorded in the source. The existing secure sensor network routing protocol
by Parno et al. was used for the security purpose. But this protocol was consuming more energy due to attacks such as
stretch attack and carousel attack. It also leads to low security level. To overcome this we are proposing RSA algorithm
with alternate path. RSA algorithm is a security algorithm and it consumes less energy in the network during
transmission of packets from source to destination. In the existing we used PLGP with attestations. It leads to less
security.
III. PROPOSED WORK
In the proposed, we are using the security [9] algorithm called RSA which is asymmetric in nature. Symmetric
means it consists of two keys i.e., Public key and Private Key. The public key is known to all but the Private Key will
be known only to the destination. The RSA [10] consists of three steps such as Key generation, Encryption and
Decryption. At the source the key is generated and this information will be encrypted after the generation. This
encrypted information is then passed on to the other nodes. When the attacker attacks the node, he will not be able to
decrypt the information sent. Finally, the information or encrypted information will reach the destination and the
destination will decrypt that with the help of private key. If ever there is an attacker attacking the node then that node
will be discarded using distance formula so that it will choose an alternate path. We are enhancing this approach in NS2[3].
Preventing Vampire Attacks Using PLGPa: Vampire Attacks problem can be overcome using PLGPa protocol. In
the existing, PLGP protocol is used. The proposed algorithm called RSA will provide security and transfer the packets
to the destination. The proposed algorithm will ensure the security by using the encryption from source to sink
IV. SIMULATION RESULTS
The simulation studies involve the network topology where we consist of 38 nodes in the network which is mobile in
nature as shown in the Figure 1. We are performing simulation using NS-2. After the nodes are deployed in the network
they start broadcasting the presence with the neighbouring nodes as shown in Figure 2. When all nodes finish
broadcasting the source node start sending the RREQ and finally when sink node receives it, it will reply back by
sending RREP by establishing the shortest path as shown in Figure 3. The source node starts sending the encrypted data
through the shortest path. The attackers come in to the picture and start attacking the nodes as shown in the Figure 4.
The source node will wait for acknowledgement and when it does not receive it understands that some nodes have been
attacked and will send data using alternate path or route. Hence we calculate energy consumption as shown in the
Figure 5 and end-end delay as shown in the Figure 6 using this simulation and finally obtain graphs. We calculate how
much energy is consumed and compare it with the existing as well as the proposed one then the graph is obtained.

Figure 1: Deployment of nodes
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Figure 3: RREP message and RREP messages

Figure 4: Attacker attacking the nodes

Fig.5: Energy consumption

Fig. 6: End-to-End delay comparison

V. CONCLUSION AND FUTURE WORK
The simulation results showed that the proposed algorithm performs better with the total transmission energy metric
than the maximum number of hops metric. The proposed algorithm provides energy efficient path for data transmission
and maximizes the lifetime of entire network. Security is the most important feature for deployment in Ad hoc network.
The misbehavior of the nodes will cause severe damage to the whole network. In order to overcome the security issues
we are using the RSA algorithm as well as alternate path. The main goal of using these is to improve the security as
well as the performance of the network.
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