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Abstract:Elliptic curve digital signature algorithm (ECDSA) is well established digital signature scheme based on the 

discrete logarithms problems. On the other hand, many cryptosystem has been designed using the Pell Equation. We 

apply the idea of ECDSA on the solution space of Pell equation to design a digital signature scheme. In this paper we 

compare the security of our signatures scheme to DSA and ECDSA. Our scheme is as secure as conventional DSA. We 

show that the signatures scheme based on Pell equation is more efficient than its analogue to elliptic curve i.e. ECDSA. 
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I. INTRODUCTION 

In 1985, ElGamal [6] proposed a public key cryptosystem and a digital signature scheme based on the difficulty of 

solving the Discrete Logarithm Problem in the multiplicative group of an appropriate finite field. In 1991, the National 

Institute of Standards and Technology of USA proposed the Digital Signature Algorithm (DSA) which is an efficient 

variant of the ElGamal digital signature scheme [14, 17].  The security of DSA is based on discrete logarithms problem.  

 The Elliptic Curve Digital Signature Algorithm (ECDSA) is being proposed as an ANSI standard. Unlike the 

normal discrete logarithm problem (DLP) and the integer factorization problem (IFP), the elliptic curve discrete 

logarithm problem (ECDLP) has no sub exponential-time algorithm. For this reason, the strength-per-key-bit is 

substantially greater in an algorithm that uses elliptic curves. An original ECDSA was proposed in 1992 by Vanstone 

[18], and its three variants were given in [21, 4]. These signature schemes are basically the analogues of the 

corresponding ElGamal digital signature schemes [16]. Many variants of ECDSA have been given in [20].  

 The Pell Equation has existence since a very ancient time in number theory [3]. It has a number of applications 

in mathematics [7, 19]. In Algebra, it can be used to find regulator of group [2, 11]. Pell Equation has infinite solution 

and its solution space forms a cyclic group under appropriate group operation. On the basis of this group, many variants 

of cryptosystem have been designed [19, 5, 15, 8]. In [5] author proposed fast RSA type scheme based on Pell equation 

in which encryption speed is 1.5 times faster than then standard RSA and the decryption in 2 times faster. In [15] 

author defined a new operation on the solution space of Pell Equation and proposed three RSA type cryptosystems. In 

[8] author proposed a PKC whose security is based on DLP. To the best of our knowledge no signature scheme is found 

in the literature over the Pell's equation. So, our motivation to this article is to construct a digital signature scheme over 

Pell's equation. 

 

II. PRELIMINARIES  

 

In this section we brief the Pell's equation and Elliptic Curve. 

 

A. Pell Equation: 

Suppose 𝐷𝜖𝑍+ is a square free integer. The Diophantine equation    

𝑥2 −  𝐷 𝑦2 = 1            ... (2.1.1) 

is called Pell Equation. The equation has infinite solutions in the real field. The solution of this equation can be found 

by continued fraction method [19]. By Lagrange theorem [19], once the fundamental solution of Pell Equation is 

known, one can find its all solutions. Hence, the solution space of (2.1.1) forms a cyclic group, in fact an infinite 

cyclic group.   

Now consider equation (2.1.1) under modulo system. Let p be a positive prime number. Consider 
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𝑥2 −  𝐷 𝑦2 = 1 𝑚𝑜𝑑 𝑝       … (2.1.2) 

The solution space of (2.1.2) forms a finite cyclic group denote as 𝐶  𝐷, 𝑝 ⊂ 𝐺𝐹  𝑝 × 𝐺𝐹 (𝑝) 

This group has order 𝑝 −  
𝐷

𝑝
  [13]. This group is either isomorphic to the multiplicative group in GF(p) or to the 

multiplicative subgroup of order p+1in GF(p
2
). Let (xp, yp) denotes the generator of this group. We represented it as P.  

Suppose  𝑥1 , 𝑦1  ,  𝑥2 , 𝑦2 ∈ 𝐶 (𝐷, 𝑝)  then we define '+' operation as follows: 

  𝑥1, 𝑦1  +  𝑥2 , 𝑦2 = (𝑥1𝑥2 + 𝑦1 𝑦2  𝐷 𝑚𝑜𝑑 𝑝, 𝑥1𝑦2 + 𝑥2𝑦1 𝑚𝑜𝑑 𝑝)   ... (2.1.3) 

It can also be represented as  

 𝑥1, 𝑦1  +  𝑥2 , 𝑦2 =  𝑥1 +  𝐷𝑦1 (𝑥2 +  𝐷𝑦2) 

In fact, any of (x, y) can be written in the form  𝑥𝑝 +  𝐷𝑦𝑝 
𝑡  

for some 𝑡 ∈ 𝑍and vice versa. This illustration follows 

by Lagrange Theorem. 

The operation ′ + ′ is called “addition of points on C(D,p)”. The identity element of the group is (1, 0). The inverse of 

(x, y) is (x, -y). So  

  𝑥1, 𝑦1  −   𝑥2 , 𝑦2 =  𝑥1 , 𝑦1  +   𝑥2 ,−𝑦2  
Again, for any integer, k ϵ Z,. 𝑘.𝐴 denotes k times addition of A to itself where A=(x, y) is any point in C(D,p), i.e. 

𝑘.𝐴 = (𝑥 +  𝐷 𝑦)𝑘  . 
 

B. Elliptic Curve 

An elliptic curve E over is defined by an equation of the form 

    𝑦2  =  𝑥3  +  𝑎𝑥 +  𝑏,                          … (2.2.1) 

where 𝑎, 𝑏 ∈ 𝑍𝑝
∗  and 4𝑎3 + 27𝑏2 ≠ 0  𝑚𝑜𝑑 𝑝 , together with a special point O called the point at infinity. The set 

E( 𝑍𝑝  ) consists of all points  𝑥, 𝑦 ∈ 𝑍𝑝 × 𝑍𝑝  , which satisfy the defining equation (2.2.1), together with O. 

Let 𝑃,𝑄  be in E, let l be the line connecting 𝑃  and 𝑄  (tangent line if 𝑃 =  𝑄 ), and let 𝑇  be the third point of 

intersection of l with E. If l` is the line connecting 𝑇 and O, then 𝑃 + 𝑄 is the point such that l intersects E at 𝑇 and 

𝑃 + 𝑄. This composition law makes E into an Abelian group with identity element O. The addition operation is 

defined as below. 

 

C. Addition law of Elliptic Curve E(a, b) over Fp 

The elliptic curve Ep(a, b) forms an Abelian group under the certain conditions. 

(a)  O is the identity element with respect to addition, 

(b)   If  𝑥1 , 𝑦1  ∈ 𝐸𝑝  (𝑎, 𝑏)   then -(x, y) =  (x, -y). 

(c)  If and Q=  𝑥2  , 𝑦2 ∈ 𝐸𝑝  (𝑎, 𝑏)  and Q ¹ -P, then 

 𝑥1 , 𝑦1  +  𝑥2 , 𝑦2 =    𝑥3  , 𝑦3 . 
Where 𝑥3 =  𝜆2 − 𝑥1 − 𝑥2and 

𝑦3 =  𝜆 𝑥1 − 𝑥2 −  𝑦1 

and          𝜆 =
𝑦2−𝑦1

𝑥2−𝑥1
 if 𝑄 ≠ 𝑃 

𝜆 =
3𝑥1

2+𝑎

2 𝑦1
 if 𝑄 = 𝑃. 

 

III. DIGITAL SIGNATURE ALGORITHM 

 

The DSA was proposed in August 1991 by the U.S. National Institute of Standards and Technology (NIST) and 

became a U.S. Federal Information Processing Standard (FIPS 186) in 1993. It was the first digital signature scheme 

accepted as legally binding by a government [17]. The protocol of DSA is as below. 

 

A. Key Generation: 

Let p be a  𝐿 − bit prime such that the discrete log problem inℤ𝑝 is intractable, where  𝐿 ≡ 0mod 64 and512 ≤ 𝐿 ≤

1024and let q be a 160 bit prime that divides p-1. Let𝛼 ∈ ℤ𝑝
∗ be a 𝑞𝑡ℎroot of 1 modulo p. Let ℘ = {0,1}∗and𝐴 = ℤ𝑞

∗ ×

ℤ𝑞
∗ and define 

   𝐾 = {(𝑝, 𝑞,𝛼, 𝑎,𝛽):𝛽 ≡ 𝛼𝑎𝑚𝑜𝑑𝑝}, 
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where 0 ≤ 𝑎 ≤ 𝑞 − 1. The values𝑝, 𝑞,𝛼,𝛽are the public key and 𝛼 is private key. 

 

B. Signature Generation: 

For K=(𝑝, 𝑞,𝛼,𝛽)and for (secret) random number k, 1 ≤ 𝑘 ≤ 𝑞 − 1, define 

𝑠𝑖𝑔𝑘(𝑥, 𝑘) = (𝛾, 𝛿) 

where 

𝛾 =  𝛼𝑘𝑚𝑜𝑑𝑝  𝑚𝑜𝑑 𝑞 
and 

𝛿 =  𝑆𝐻𝐴 − 1 𝑥 + 𝛼𝛾 𝑘−1𝑚𝑜𝑑𝑞 

(If𝛾 = 0or𝛿 = 0,a new random value of k should be chosen.) 

 

C. Signature Verification: 

For𝑥 ∈  0.1 ∗and𝛾, 𝛿 ∈ ℤ𝑞
∗ ,verification is done by performing the following computations: 

𝑒1 = 𝑆𝐻𝐴 − 1 𝑥 𝛿−1  𝑚𝑜𝑑 𝑞 

𝑒2 = 𝛾𝛿−1 𝑚𝑜𝑑  𝑞 

𝑣𝑒𝑟𝑘 𝑥,  𝛾, 𝛿  = 𝑡𝑟𝑢𝑒 

⇔  𝛼𝑒1𝛽𝑒2  𝑚𝑜𝑑 𝑝  𝑚𝑜𝑑 𝑞 = 𝛾 

 Since 𝛾 and 𝛿 are each integer is less than q, DSA signatures are 320 bits in length. The security of the DSA relies on 

two distinct but related discrete logarithm problems. This algorithm has a sub exponential running time. More 

precisely, the running time of the algorithm is 𝑂  exp   𝑐 + 𝑜 1   ln𝑝 1 3  1nln𝑝 2 3   . 

 

IV. PROPOSED SCHEME 

 

A. Key Generation: 

Domain parameter of our scheme consists of a suitably chosen Pell equation for appropriate D. Let p be an odd prime 

such that DLP in Pell's equation is intractable, q such that 𝑞| 𝑝 − 1 and 𝑃 be the generator of solution space of Pell 

equation. We chose 𝑑 ∈ ℤ𝑝  Then, 𝐷, p, 𝑃, d.P is public key and 𝑑 is private key. 

 

B. Signature Generation 

Suppose we have massage 𝑚 to be sign. Firstly we use a collision resistant hash function, let it be 𝐻 .  We also 

choose𝑘 ∈ ℤ𝑞
∗ . 

The signature of m is (r, s)where 

𝑘.𝑃 = (𝑢, 𝑣) 

𝑟 = 𝑢𝑚𝑜𝑑𝑞  

𝑠 = 𝑘−1 𝐻 𝑚 + 𝑑𝑟 𝑚𝑜𝑑𝑞 

  

C.  Signature Verification: 

To verify signature (r, s) on m, receiver Computes: 

𝑤 = 𝑠−1  𝑚𝑜𝑑 𝑞 

𝑖 = 𝑤𝐻 𝑚   𝑚𝑜𝑑 𝑞 

𝑗 = 𝑤𝑟  𝑚𝑜𝑑 𝑞 

and (𝑢,𝑣) = 𝑖.𝑃 + 𝑗. (𝑑.𝑃) 

if 𝑢 𝑚𝑜𝑑 𝑞 = 𝑟, 
Thus, signature is verified. 

 

D. Correctness: 

From above; 

𝑖 = 𝑠−1𝐻 𝑚   𝑚𝑜𝑑  𝑞 

𝑗 = 𝑠−1𝑟    𝑚𝑜𝑑  𝑞 

if 𝑃 =  (𝑥𝑝 , 𝑦𝑝) then 
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𝑖.𝑃 + 𝑗.  𝑑.𝑃 =  𝑥𝑝 +  𝐷𝑦𝑝 
𝑖
 𝑥𝑝 +   𝐷 𝑦𝑝 

𝑗𝑑

 

=  𝑥𝑝 +  𝐷𝑦𝑝 
𝑖+𝑗𝑑

 

=  𝑥𝑝 +  𝐷𝑦𝑝 
𝑠−1𝐻 𝑚 +𝑠−1𝑟𝑑

 

=  𝑥𝑝 +  𝐷𝑦𝑝 
𝑠−1 𝐻 𝑚 +𝑑𝑟  

 

=  𝑥𝑝 +  𝐷𝑦𝑝 
𝑘

= 𝑘.𝑃 

This implies that      

𝑢  𝑚𝑜𝑑 𝑞 =  𝑟 

Hence correctness proved. 

 

E. Security 

Security of proposed signature scheme depends on the problem to find the integer d for givend.P, where 𝑃 is a point on 

Pell's equation. We call this problem the Discrete Logarithm Problem for Pell's equation. That is the security of this 

system depends on the Discrete Logarithm Problem (DLP) for Pell's Equation. If P = (x, y) and 𝑑.𝑃 = (𝑥𝑑 , 𝑦𝑑 )then by 

the addition operation defined in Pell's equation we have, (𝑥 +  𝐷𝑦)𝑑 = (𝑥𝑑 +  𝐷𝑦𝑑). Hence, determining d from (x, 

y) and(𝑥𝑑 , 𝑦𝑑) is the Discrete Logarithm Problem in GF(p) or 𝐺𝐹(𝑃2). The best known algorithm for solving DLP in 

GF(p) or 𝐺𝐹 𝑃2 have a sub-exponential running time [8], and hence, the DLP for Pell's equation has same order of 

difficulty as conventional DLP. 

 

F. Efficiency 

First we note that for any d.P can be computed inO(log d) time by square and multiply techniques. Since solving the 

DLP for Pell's equation has the same order of difficulty as the conventional DLP, the key-length can be chosen as in the 

original DSA. The only difference is that we have to encrypt two message blocks at once since the message 𝑚 is 

inℤ𝑝 × ℤ𝑝 . Due to this we can sign 2log p message at a time. If we want to sign a message of length 2 log p bits, then 

our scheme become two times faster than the standard DSA. Otherwise, the overall efficiency (time to perform 

operations, key- lengths) has the same order as the original DSA.   

If we compare the addition operation defined in Elliptic curve and Pell's equation, we see that, the addition operation 

defined in Elliptic curve is more complicated than the operation defined in Pell's equation. One addition in Elliptic 

curve requires one inversion and two multiplication where as in Pell's equation requires five multiplication. Since one 

inversion is computationally equivalent to six multiplication. Due to this point of view we can see that proposed 

scheme over Pell Equation is more efficient then ECDSA. 

 

V. CONCLUSION  

 

In this article we proposed a digital signatures scheme based on Pell's equation. The proposed scheme is as secure 

as standard DSA. We have shown that the proposed scheme is two times faster than standard DSA if 2 log p bits are 

signed at a time and also the proposed scheme is more efficient than the standard ECDSA. 
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