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Abstract: In this paper we show a model of e-mailing system using polynomials over non-commutative Division semiring for internet communication. It is the
model of a real-life secure mailing system. In this model, a sender can send a secret message even to a unacquainted person in an anonymous way. The users of
this model are assumed to be may or may not be the members of a closed organization.
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INTRODUCTION

Human beings have long hoped to have a technique to
communicate with a distant partner anonymously but later on
distinctive and must be secure. We may be able to realize this
hope by using stegnography.

Modern steganography has a relatively short history because
people did not pay much attention to this skill until Internet
security became a social concern. Most people did not know
what stegnography was because they did not have any means
to know the meaning. Even today ordinary dictionaries do not
contain the word “stegnography.” Books on stegnography are
still very few [1], [2]. The most important feature of this
stegnography is that it has a very large data hiding capacity
[3], [4]. It normally embeds 50% or more of a container image
file with information without increasing its size. Stegnography
can be applied to variety of information systems. Some key is
used in these systems when it embeds/extracts secret data. One
natural application is a secret mailing system [7] that uses a
symmetric key. Another application pays attention to the
nature of stegnography whereby the external data (e.g., visible
image data) and the internal data (any hidden information)
cannot be separated by any means. We will term this nature as
an “inseparability” of the two forms of data. For more details
[5,6,8,9,10,11,12].

In the present paper we will show our basic model of e-
mailing system using polynomials over non-commutative
division semiring. The structure of the present paper is as
follows. In Section 1.1, we will make a short discussion on the
problem of an encrypted mailing system. Section 2.1 describes
the scheme of the e-mailing system using polynomials over
non-cummutative division semiring.

PROBLEMS OF AN ENCRYPTED MAILING SYSTEM

There are two types of cryptography scheme: Symmetric key
schemes and asymmetric key schemes.
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In a symmetric system a message sender and receiver use a
same encryption/decryption key. In this scheme, however, the
sender and the receiver must negotiate on what key they are
going to use before they start communication. Such a
negotiation must be absolutely secret. They usually use some
second channel (e.g., fax or phone). However, the second
channels may not be very secure. There is another problem in
this situation in that if the sender is not acquainted with the
receiver, it is difficult to start the key-negotiation in secret.
Furthermore, the more secure the key system is, the more
inconvenient the system usage is. An asymmetric system uses
a public key and a private key system. The public key is open
to the public, and it is used for message encoding when a
sender is sending a message to the key owner.

MATERIAL AND METHODS

A Model of e-mailing system using polynomials over non-
commutative division semirings

We do not intend to develop a new “message reader-and-
sender” or “message composer”, but we are developing three
system components that make e-mailing system  using
polynomials over non-commutative division semirings
(EPNCDS) A message sender inserts (actually, embeds) a
secret message in an envelope using steganography and sends
it as an e-mail attachment. The receiver receives the attached
envelope and opens it to receive the message. An “envelope”
in this system is actually an image file that is a container,
vessel, cover, or dummy data in the terminology of
steganography. This system can solve all the problems
mentioned above.

The following items are the conditions we have set forth in
designing the system.

1.The name of the message sender may or may not be
anonymous, as depends upon their wish.

2.The message is hidden in the envelope and only the
designated receiver can open it.
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3.Sender can send a secret message even to an unaccustomed
person.
4.1t is easy to use for both sender and receiver.

BACKGROUND OF PUBLIC KEY INFRASTRUCTURE
AND PROPOSALS BASED ON COMMUTATIVE
RINGS

There is no doubt that the Internet is affecting every aspect of
our lives; the most significant changes are occurring in private
and public sector organizations that are transforming their
conventional operating models to Internet based service
models, known as eBusiness, eCommerce, and eGovernment.
Public Key Infrastructure (PKI) is probably one of the most
important items in the arsenal of security measures that can be
brought to bear against the aforementioned growing risks and
threats. The design of reliable Public Key Infrastructure
presents a compendium challenging problems that have
fascinated researchers in computer science, electrical
engineering and mathematics alike for the past few decades
and are sure to continue to do so.

BUILDING BLOCKS FOR PROPOSED SCHEME

INTEGRAL CO-EFFICIENT RING POLYNOMIALS:
Suppose that R is a ring with (R,+,0)and (R,®,1) as its
additive abelian group and multiple non-abelian semigroup,

respectively. Let us proceed to define positive integral co-
efficient ring Polynomials. Suppose that

f(xX)=a,+ax+..+a,x"eZ [x] is given positive

integral coefficient polynomial. We can assign this polynomial
by using an element r in R and finally obtain

f(r)= i(d,«)ri =(a,)+(a)r+...+(a)r"

DIVISION SEMIRING

An element r of a semiring R, is a “unit” if and only if there
exists an element 7' rl of R satisfying

rer'=1=r'er

The element 7' is called the inverse of r in R. If such an
inverse "' exists for a unit r, it must be unique.We will
normally denote the inverse of r by r Itis straightforward
to see that , if r & r! units of R, then

re (1”1)71 = (l’1)71 o' &m particular (rfl)fl =r.

we will denote the set of all units of R, by U(R).This set is
non-empty, since it contains “1” & is not all of R, since it does
not contain ‘0’. we have just noted that U(R) is a submonoid
of (R, ¢), which is infact a group. If U(R) = R/{0}, Then R, is
a division semiring.

Note:
1. A commutative division semiring is called a semifield.
2. A Semiring R is Zerosumfree semiring if and only

fr'+r=0=r'=r=0

POLYNOMIALS ON DIVISION SEMIRING

Let (R, +, *) be a non-commutative division semiring. Let us
consider positive integral co-efficient polynomials with
semiring assignment as follows. At first, the notion of scale

multiplication over R is already on hand. For k € Z, &
re R Then(k)r=r+r+r+... +r+r (k times ) Fork =0, it

is natural to define (k) r=0
Property 1.

(a)r" o (b)r" =(ab)er™™" =(b)r" e (a)r"

which is an element in R. (Details see section 3.4 ) Further, if we reg@rr@l’b’ mne Z,Y re R

ras a variable in R, then f () can be looked as

Remark: Note that in general (a)r * (b)s # (b)s * (a)r when r # s,

polynomial about r. The set of all this kind of polynomials, taking axate the multiplication in R is non-commutative.
1l f(x)€ Z_,[x],can be looked the extension of Z_, with r,denotdow, Let us proceed to define positive integral coefficient

by Z_,[r] . Wecall it the set of 1- ary positive integral

coefficient R — Polynomials.
SEMIRING

A semiring R is a non-empty set,on which the operations of
Addition and multiplication have been defined such that the
Following conditions are satisfied

(i) (R,+)is a commutative monoid with identity element “0”
@ii). (R, ®) is a monoid with identity element 1.
(iii).Multiplication distributes over addition from either Side
(iv). 0Oer=reQforallrinR

Note:
1. A Semiring without zero divisors is called Entire semiring.
2. A Semiring R is Zerosumfree semiring if and only

it r'+r=0=>r'=r=0
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semiring polynomials. Suppose that
2
f=a,+ax+.a,x +.+ax"eZ|x]

is given positive integral coefficient polynomial. We can
assign this polynomial by using an element r in R & finally ,
we obtain

fx)=a,+ar+.ar’+..+ar"eR

Simiilarly
f(x)=by+bx+bx"+...+b x" € R

for some 1 = m . Then we have the following

Theorem: £ (r).h(r) = h(r).f (r)for f(r), h(r) € R
Remark: If r & s are two different variables in R, then
f(r) *h(s) # h(s) *f(r) in general.

RESULTS AND DISCUSSION

PROPOSED SCHEME

Our scheme contains the following main steps.
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Initial setup:

Suppose that (S, +, @) is the non commutative division
semiring & is the underlying work fundamental infrastructure
in which PSD is intractable on the noncommutative group

(S, ®). Choose two small integers m n [1Z.

Let H:S—>M =M,(z,) be a cryptographic hash

function which maps S to the message space M. Then, the
public parameters of the system would be the tuple
<S,mn,M,H>

Key Generation:

EPNCDS |
to EPNCDS
selects two random elements p,q € S and a random
polynomial f(x)e Z_y[x] suchthat f(p)(#0)e S and
then takes f(p) as her private key, computes
y=f(p)"qf(p)" and publishes her public key
(p.q.y)eS".

wants to sign and send a message M

for verification. First EPNCDS

second first

EPNCDS

performs the following simultaneously.

first
1. EPNCDS , selects randomly another polynomial
h(x)e Z_j[x]such that h(p)€ S Then,
EPNCDS ;,, defines salt as
We denote by
fp)", f(p) : EPNCDS,, ’s long term
private key pair;
f(»)"qf (p)"=X, :EPNCDS, ’slong term
public key ;

: EPNCDS,__,,, ’s long term
private keypair;
: EPNCDS,___,,, s long term
public key.

g(p)".g(p)

g(p)"qg(p)' =X,

Following the above mentioned notations, we describe the
EPNCDS below. The protocol works in the following steps.

EPNCDS EPNCDS

first second

Wp)'q(p)'=Y, —  K,=g(p)"f(p)"qaf (p)'g(p)

Y, =g(p)"f(p)"qf (p)
g(p)'w(p)" gw(p)"
g(p)" f(p)"af ()" g(p)"

-_—

1.EPNCDS,,,
f(p)", f(p)' computesh(p)"qh(p)" =Y, .1t Y, =1

choose
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(Identity braid), EPNCDS
restarts h(p)” and h(p)", EPNCDS
h(h(p)" gh(p)") o EPNCDS
EPNCDS

terminates the protocol and
first then sends
firg SEDS it tO

second *

2. Upon receiving h(p)" gh(p)", EPNCDS
randomly chooses w(p)",w(p)", computes
K,=g(p)" f(p)"qf (p)"g(p)" .and
Y,=g(p)" f(p)"af (p)" g(p)"'W(p)" g p)" g(p)"
F)"af (p)"g(p)' '

second

3 f(p)"g(p)"qg(p)" f(p)" or
gp)" f(p)"af (p)" g(p)" w(p) qw(p) g(p)"

f(»)"qf(p)'gp) =1
EPNCDS

w(p)" and w(p)". otherwise EPNCDS__, , sends it to
EPNCDS

firse terminates the protocol and restarts with new

first *

4.Up on receiving

gp)" f(p)"af (p)" g(p)'qg(p)' g(p)" f(p)"af (P)" g(p)",

EPNCDS,,, computes K, =f(p)"2(p)"ae(p) f(p)' =K,
and the shared key

KEY, =h(p)" f(p)"g(p) "qg(p)" f(p)"
gp)" f(p)"af (p)'&(p)' qgp)' g(p)" f(p)"af (p)" .
gy f(p)"g(p)"ag(p)" f(p)"h(p)"

5. EPNCDS,,.,,, also computes the shared key
KEY, =w(p)"h(p)" qh(p)"w(p)" .

6. In each step 4 and 5, if
h(p)" f(p) ™" &(p)"ag(p) " f(p)" 8(p)"

fp)"af () g(p)' g p) g(p)" f(p)"af (p)'

gp) f(p)"eg(p)"ag(p)” f(p)" h(p)"

orw(p)"h(p)" gh(p)"w(p)" isT, then the protocol run is
terminated with failure.

7. After regular protocol running, EPNCDS , ~and

EPNCDS,_,_,; share the secret K = KEY = KEY, .
Customization of an EPNCDS for a member EPNCDS_ﬁm
takes place in the following way. EPNCDS ;| and

EPNCDS

first agree to generate a key

second

20
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=KEY

second

(K =KEY

first

). Then EPNCDS

his name (MAME:;...) and e-mail address (g — mailg ;).

types in

first

Key is secretly hidden (according to a steganographic method
or some other method) in EPNCDS

This Key is eventually transferred to a message sender’s
MI;erong in an invisible way. NAMEs;..and & — mailg; o,

first envelope (Efirs: ).

are printed out on the envelope surface when
EPNCDS firyy PrOAuCES Efipse by using EFripsr. Key is also
set to E0s - for the initialization. NAMEg ;... and

e — mailg;;; are also inserted (actually, embedded)
automatically by Mg, any time EPNCDS firt

message (MESSAGEx; ) in envelope (Ezgcong ). The

inserts

Ay sma

embedded VAMEg; ;and # — mails;;; are extracted by a

message receiver (EPNCDS__ ) by EQzecong.

COMPONENT OF THE SYSTEM

EPNCDS is a steganography application .It makes use of the
inseparability of the external and internal data. The system can
be implemented differently according to different
programmers or different specifications. Different EPNCDS’
are incompatible in operation with others.

An EPNCDS consists of the three following components.

1. Envelope Producer (EP)

2. Message Inserter (MI)

3. Envelope Opener (EO)

In this scheme we have two communicating parties first and

second. We denote first’s EPNCDS as EPNCDS firy S0, it 8
described as EPNCDSﬁm = EPﬁrst , Mlﬁm , EOﬁm )

EFipzr is a component that produces M. ’s envelope
Efirse . Efirse is the envelope (actually,an image file) which is
used by all, when they send a secret message to

EPNCDS ;. EGfjrer is produced from an original

image E0. EPNCDS ;|
preference. Efjrz: has both the name and e-mail address of

EPNCDS,,,

and address are “printed” on image Ef;rz ). It will be placed at

can select it according to his

on the envelope surface (actually, the name

downloadable site, so that anyone can get it freely and use it
any time.

Or someone may ask EPNCDS ;| to send it directly to
him/her. Mz is the component to insert (i.e., embed

according to the steganographic scheme) EPNCDSﬁm s
message into another member’s (e.g., EPNCDS
envelope (Ezzcong ) when EPNCDS first

message (MESSAGEgop) to AIMMS .o, 5. One important
function of Mg is that it detects a key (KEV;epqn4) that has

5
second ) $

is sending a secret

been hidden in the envelope (Ezz;zna ), and uses it when
inserting a message (MESSAGE ;0 ) in Egergng . EQfprsr is a
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component that opens (extracts) Ey;rs:’s “message inserted”

: (MESSACE, ..,

TE TEESLLN first

envelop Ex;-

received from someone as an e-mail attachment. The sender
(EPNCDS,,. ) of the secret message (MESSAGE,zzona )

is not known until EPNCDS

Eﬂfirst .

first OPEDS the envelope by using

HOW TO WORKS

When some member (EPNCDS___ ) wants to send a secret

message ( MESSAGE;...,s ) to another member

( EPNCDS
EPNCDS gets (e.g.,
EPNCDS,,,,, s envelope (Efirs), and uses it to insert his
message ( MESSAGE,..;ng ) by using MIgrons . When
EPNCDS,_,_,, tries to insert a message, EPNCDSﬁ.m s
key is transferred to MI ...z automatically in an invisible
manner, and is actually used. EPNCDS
Efirer MESSAGE . nq directly, or ask someone else to send

itto EPNCDS

EPNCDS_,_,,, can be anonymous because no sender’s
information  is seen  on  Ep MESSAGE, . ;ng.
MESSAGE;ccong is hidden, and only EPNCDS |
it by opening the envelope. It is not a problem for

EPNCDS,__, ., and EPNCDS

second

first ),whether they are acquainted or not,

downloads) the

second

firse €aN send

Jirge @ an e-mail attachment.

can S€€

sirg 10 be acquainted or not

because EPNCDS_  , can get anyone’s envelope from

downloadable site. EPNCDS is a very easy-to-use system
because users are not bothered by any key handling.
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