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Abstract: The basic aim of key exchange is that two people who can only communicate via an insecure channel want to find a common secret
key without any attack. In this paper we show a model of key-agreement protocol using polynomials over non-commutative division semiring
for network security. It is proved that the proposed protocol meets several security attributes under the assumption that the polynomials over the

non- commutative division semiring.
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INTRODUCTION

The Key exchange problems are of central interest in
security world. The basic aim is that two people who can
only communicate via an insecure channel want to find a
common secret key without any attack.

In this paper, we elaborated the process for well secured and
assured for sanctity of correctness about the sender’s and
receiver’s identity, as key agreement protocol under the
polynomial over the non- commutative division semiring
(KPNCD).

In recent years have emerged as suitable settings
for cryptographic protocols [4, 5, 6, and 7]. In order to
enrich Cryptography, there have been many attempts to
develop alternative PKC based on different kinds of
problems. Historically, some attempts were made for a
Cryptographic Primitives construction using more complex
algebraic systems instead of traditional finite cyclic groups
or finite fields during the last decade. The originator in this
trend was [10], where a proposition to use non-
commutative groups and semigroups in session key
agreement protocol is presented. Some realization of key
agreement protocol using [10] methodology with
application of the semigroup action level could be found in
[3]. Some concrete construction of commutative sub-
semigroup is proposed there.

Here we use polynomial to suggest a new key
agreement scheme. If sender and receiver both are in
separate physically, they must trust a transmission medium
to prevent the disclosure of the secret key being
communicated. Anyone who intercepts the key in transit
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can later read, modify, and forge all messages encrypted
using that key. The generation of such keys is called key
agreement; and all cryptosystems must deal with key
agreement issues. Because all keys in a symmetric
cryptosystem must remain secret, secret-key cryptography
often has difficulty providing secure key agreement,
especially in open systems with a large number of users.

The concept of key agreement was introduced in
1976 by W. Diffie and M. Hellman [11]. In their seminal
scheme each person gets a pair of keys, one called the public
key and the other called the private key. Each person's
public key is published while the private key is kept secret.
The need for the sender and receiver to share secret
information is thus eliminated; all communications involve
only public keys, and no private key is ever transmitted or
shared.
This paper is organized as follows: We present a brief
introduction of public key infrastructure and proposals based
on commutative rings in section 2. In section 3, we define
the proposed key agreement protocol mention its desirable
attributes. In section 4, the security consideration is
mentioned. Finally ends with conclusion.

PRELIMINARY INFRASTRUCTURE BASED ON
NON-COMMUTATIVE RINGS

There is no doubt that the internetworked communication is
affecting every aspect of our lives; the most significant
changes are occurring in private and public sector
organizations that are transforming their conventional
operating models to Internet based service models, known
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as eBusiness, eCommerce, and eGovernment. Public Key
Infrastructure (PKI) is probably one of the most important
items in the arsenal of security measures that can be brought
to bear against the aforementioned growing risks and
threats. The design of reliable Public Key Infrastructure
presents a compendium challenging problems that have
fascinated researchers in computer science, electrical
engineering and mathematics alike for the past few decades
and are sure to continue to do so.

Proposed Key-Agreement Protocol

a) Integral Co-Efficient Ring Polynomials

Suppose that R is a ring with (R,+,0) and (R,*,1) as its
additive abelian group and multiple non-abelian semigroup,
respectively. Let us proceed to define positive integral co-
efficient ring Polynomials. Suppose that f(x) =a, +
ax+. ... +a,x™ € Zy,[x] is given positive integral
coefficient polynomial. We can assign this polynomial by
using an element r in R and finally obtain f(r) =
R @)t = (ay) + (@apr ... +(ay)r®, which is an element
in R. Further, if we regard r as a variable in R, then f(r)
can be looked as polynomial about . The set of all this kind
of polynomials, taking over all f(x) € Z5,[x], can be
looked the extension of Z., with r, denoted by Z.,[r]. We
call it the set of 1- ary positive integral coefficient R —
Polynomials.

b) Semiring

A semiring R is a non-empty set, on which the operations of
Addition and multiplication have been defined such that the
Following conditions are satisfied.

(i) (R, +) is a commutative monoid with identity element
“0”.

(i) (R,*) is a monoid with identity element 1.

(iii) Multiplication distributes over addition from either
Side.

(ivyOer = reQforall rinR.

Note:

1. A Semiring without zero divisors is called Entire
semiring.

2. A Semiring R is Zerosumfree semiring if and only if
r*+r=0=rt=r=0

¢) Division Semiring

An element r of a semiring R, is a “unit” if and only if there
exists an element r* of R satisfying

re rl =1 =r1er Theelementr!is called the inverse of
rin R. If such an inverse r* exists for a unit r, it must be
unique. We will normally denote the inverse of r by r1. Itis
straightforward to see that, if r and r* units of R, then

re ()™ = (1)t er~1 &Inparticular (r)~t =r.

We will denote the set of all units of R, by U(R). This set is
non-empty, since it contains “1” & is not all of R, since it
does not contain ‘0’. We have just noted that U(R) is a
submonoid of (R,e), which is infact a group. If U(R) =
R/{0}, Then R, is a division semiring.
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Note:

1. A commutative division semiring is called a semifield.
2. A Semiring R is Zerosumfree semiring if and only if
rr+r=0=rl=r=0.

d) Polynomials on Division Semiring

Let (R, +,+) be a non-commutative division semiring. Let us
consider positive integral co-efficient polynomials with
semiring assignment as follows. At first, the notion of scale
multiplication over R is already on hand. For k € Z,, &r €
R, Then (K)r =r+7r+7r+....+ 71+ r(k times)for k =
0, it is natural to define (k) = 0.

Property 1.

(@r™e (B)r® = (ab) e ™" = (b)r" e (aA)r™V a,b,mn
eZVreR.

Remark: Note that in general (a)r ¢ (b)s # (b)s « (@)r
when r # s, since the multiplication in R is non-
commutative.

Now, Let us proceed to define positive integral coefficient
semiring polynomials. Suppose that f(x) = a, + a; +
ax?+. ... +a,x" € Z,,[x] is given positive integral
coefficient polynomial. We can assign this polynomial by
using an element r in R & finally, we obtain f(x) = a, +
a,r+a,r?+....4+a, " €R

Similarly,
f(x) = by + byx + byx?+..... +b,,x™ € R for some
n = m. Then we have the following

Theorem:

f@).h(r) = h(r).f(r) for f(r),h(r) €R

Remark: If r & s are two different variables in R, then
f() « h(s) # h(s) » f(r) in general.

PROPOSED SCHEME
Our scheme contains the following main steps.

Initial setup:

Suppose that (S, +,¢) is the non commutative division
semiring & is the underlying work fundamental
infrastructure in which PSD is intractable on the
noncommutative group (S,*). Choose two small
integersm,n € Z.

Key generation:

Sender (A) wants to sign and send a message M to Receiver
(B) for verification. First, Sender selects two random
elements p, g € S and a random polynomial f(x) €

Z+o[x] such that f(p)(# 0) € S and then takes f(p) as her
private key, computes y = f(p)™qf (p)™ and publishes her

public key (p,q,y) € S™.
Sender performs the following simultaneously.

1. Sender(A) selects randomly another polynomial
h(x) € Zyy[x] such that h(p) € S Then, Sender
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defines salt as:
We denote by

f . A’s long term private key pair;
g) . B’s long term private key pair;
f)gf(p)t=vY, : A’s long term public key;
g®ggp)t =Y, : B’s long term public key;

Following the above mentioned notations, we describe the
key-agreement scheme below. The protocol works in the
following steps.

Sender (4)
h()gh(p) =X, —>»

Receiver (B)
Ky =g®)Yog®)™!

X, = Kyw(®@)X,w(p)~t(Kp)™"
<—

1. Sender choose f(p), computes h(p)gh(p)~?t = X, If

X, = I(Identity), Sender terminates the protocol and
restarts h(p) and h(p)~*, Sender then sends it to Receiver.
2. Upon receiving h(p)qh(p)~* = X,, Receiver randomly
chooses w(p), w(p)~1, computes

Ky, = g(p)Yog()~" and X, = Kyw(p)X,w(p) ™ (K,) ™"
3.1 Ky, = g(p)Yag ()" or

Xp = Kpw(p)X,w(p) 1 (K,)t = I, Reciever terminates
the protocol and restarts with new w(p) and w(p) 1.
Otherwise Receiver sends it to Sender.

4.Upon receiving X, = Kyw(p)X,w(p)~1(K,)™1, Sender
computes K, = f(p)Ypf(p)™" = Ky,

and the shared key Key, = h(p)K, X, K;*h(p)~*.

5. Receiver also computes the shared key Key,, =
w(@)X,w(p)™'.

6. Ineach step 4 and 5, if h(p)K,X,K; h(p)~* or
w(p)X,w(p)~? is I, then the protocol run is terminated with
failure.

7. After regular protocol running, Sender and Reciever share
the secret K = Key, = Key,,.

SECURITY CONSIDERATION

Here we show that our protocol meets the following
desirable attributes under the assumption that the
polynomial over the non- commutative division semiring.

Known-Key Security:

If Aand B execute the regular protocol run, they
clearly share their unique session key K, because
Keya = h(p)KaXbKa_lh(p)_l-

Key, = h(p)K K,w(®)X,w(p) ™ (K,) 'K h(p) ™.

= h()K K,w(p)h()qh(p)~'wp)~ (K,) " K; h(p) ™"
=w(@)h(p)gh(p)~'wp)~.

=w(@)X,wp)™

= Key,,

(Perfect) forward secrecy:

During the computation of the session key K for each entity,
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an adversary who captured their private keys h(p) or w(p)
should extract K, and K, from the information X, and X,
to know the previous or next session keys between them.
However, this is the polynomial problem. Hence, under the
assumption that the polynomial is computationally
infeasible, KPNCD meets the forward secrecy requirement.

KEY-COMPROMISE IMPERSONATION: Suppose A's
long-term private key, f(p), is disclosed. Now an adversary
who knows this value can clearly impersonate A. Is it
possible for the adversary impersonates B to A without
knowing the B's long-term private key, g(p)? For the
success of the impersonation, the adversary must know A's
ephemeral key h(p) at least. So, also in this case, the
adversary should extract h(p) from A’s ephemeral public
value X, = h(p)gh(p)~*. This also contradicts that
polynomial is hard.

Unknown key-share:

Suppose an adversary E now try to make sender(A)
believe that the session key is shared with reciever(B),
while reciever(B) believes that the session key is shared
with E. To launch the unknown key-share attack, the
adversary E should set his public key certified even though
he does not know his correct private key. For this, E makes
it by utility the public values (Y,) and (Y3). With some
simple calculations, we see that the unknown key-share
attack fails.

Key control:

As the same argument in the above, the key-control is
clearly impossible for the third party. The only possibility of
key-control attack may be brought out by the participant of
the protocol B. But for the entity B, to make the party, A
generate the session key K(Key,). which is pre -selected
value by B, for example B should solve the following
K = w(p)X,w(p)~t. But this again falls into the problem
of polynomial.

CONCLUSION

Our key agreement protocols have quality for being a useful
part of secure e-gaming and e-gambling protocols. In fact,
our approach are a guarantee that no player misbehaviors or
deviates from the protocols, because they agreed at one
point. In this paper, we have presented a key agreement
protocol that allows both players to agree at a bitstring based
on the polynomials over the non- commutative division
semiring.
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