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Abstract: In this paper, we have developed a block cipher, which involves a pair of keys, XOR operation, mixing and 

substitution. All these additional features are expected to strengthen the cipher as the plaintext undergoes several transformations 

which are causing confusion and diffusion. From the avalanche effect and the cryptanalysis carried out in this investigation, we 

have noticed that this cipher is a strong one, and it can be utilized effectively for the transmission of information in a secured 

manner.    
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INTRODUCTION 

 

In a recent investigation [1], we have devoted our attention to the 

study of a modern advanced Hill cipher involving a pair of keys. 

In this, we have introduced modular arithmetic addition operation, 

mixing and substitution in each round of the iteration process. The 

basic equations governing this cipher are 

C = (AP +B) mod N,   (1.1) 

and 

P = (A (C- B) ) mod N,   (1.2) 

where P is a plaintext matrix, A and B are square matrices of 

size n, N a positive integer, chosen appropriately, and C is the 

corresponding ciphertext matrix. In this analysis, matrices A 

and B are  involutory matrices, which include the pair of keys 

K and L respectively.  

       Here it is to be noted that an involutory matrix is a matrix 

whose arithmetic inverse is the same as the matrix itself. The 

equations that are required for obtaining A are given by  

 

A-1= A,     (1.3) 

 

(A A-1) mod N = I,    (1.4) 

     

 

 A2 mod N = I,    (1.5) 

 

     [A11 A12

A
21

A
22
] ,    (1.6) 

A11=K,      (1.7) 

A22  = - K,     (1.8) 

 

A12=[d(I- K)] mod N,    (1.9) 

A21=[�(I+ K)] mod N,    (1.10) 

where (d�) mod N =1,    (1.11) 

 

where A-1 is the arithmetic inverse of A, I the identity matrix, 

d a chosen positive integer and � is determined from (1.11).  

Similar equations can be obtained for obtaining B (see [1]). 

In order to have a detailed discussion concerned to the 

relations for obtaining an involutory matrix, we refer to [2]. 

       In the present paper our objective is to develop a variant 

of the modern advanced Hill cipher, discussed in [1], by 

replacing the addition operation with XOR operation. The 

relations governing the block cipher that we are going to 

develop in this analysis are 

 

 C = (AP     B) mod N,   (1.12)  

 and 

 

P = (A(C    B)) mod N.   (1.13) 

 

       In this analysis also we have included the iteration 

process, the functions mix() and substitute() in each round of 

the iteration. All these features together with the XOR 

operation are expected to strengthen the cipher significantly. 

       Let us now put forth the plan of the paper. In section 2, we 

have introduced the development of the cipher, and presented 

the flowcharts and algorithms for encryption and decryption. 

In section 3, we have illustrated the cipher and mentioned the 

avalanche effect. Section 4 is devoted to cryptanalysis.  Finally 

in section 5, we have discussed the computations and drawn 

conclusions.   

 

 

A= 
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DEVELOPMENT OF THE CIPHER 

 

In the development of this cipher, the plaintext P, the pair of 

keys K and L (basing upon which the involutory matrices A 

and B are found), and the ciphertext C are given by the 

relations 

P = [Pij],   i= 1 to n , j=1 to n,            (2.1) 

K = [Kij],   i=1 to n/2, j=1 to n/2,          (2.2) 

L = [Lij],   i=1 to n/2, j=1 to n/2,          (2.3) 

C = [Cij],   i=1 to n, j=1 to n.                (2.4) 

       Here n is an even positive integer and each element of P, 

K, L and C are decimal numbers, lying in [0, 255], as we have 

made use of EBCDIC code. 

       On using the keys K and L, and taking N=256, the 

involutory matrices A and B can readily be found by using the 

relations, mentioned in section 1 (see (1.3) to (1.11)). 

      As we have already pointed out in section 1, the relations 

governing the encryption and the decryption are (1.12) and 

(1.13). In what follows, we present the flowcharts and the 

algorithms.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

    Algorithm for Encryption 

  

1. Read n,P,K,L,r,d,e 

2. A = involute(K,d) 

B = involute(L,e) 

3. Construct matrices E, S 

4. for i = 1 to r 

{ 

P = (A P  B) mod 256 

P= mix(P) 

P=substitute(P,E,S) 

} 

     C = P 

5. Write( C ) 

 

Algorithm for Decryption 

 

1.   Read n,C,K,L,r,d,e 

2.   A = involute(K,d) 

      B = involute (L,e) 

3.   Construct matrices E,S 

4.  for i= 1 to r 

      { 

        C = Isubstitute(C,E,S) 

        C = Imix(C) 

        C= ( A (C  B))mod 256   

 

       } 

        P = C 

 5.  Write (P) 

 

       In this analysis, we have denoted the number of rounds as 

r, and it is taken as 16. The d and e are positive integers which 

are chosen in finding the involutory matrices A and B. The 

function involute() is used for obtaining the involutory matrix. 

      The functions mix() and substitute() used in the encryption 

algorithm can be mentioned as follows: 

      At each stage of the iteration process, the matrix P is of 

size nxn. It can be written in the form of four binary strings, 

wherein each string has 2n2 binary bits as shown below: 

 

.t....tttt

,s....ssss

,r....rrrr

,q....qqqq

2n4321

2n4321

2n4321

2n4321

2

2

2

2  

     On mixing these strings, we get a single string given by 

....tsrq......tsrqtsrqtsrqtsrq
2n2n2n2n4444333322221111 2222

 

      On taking 8 bits at a time, the above string, containing 8n2 

binary bits can be written in the form of a square matrix of size 

n. 

       Let us now develop the process of substitution. We know 

that the EBCDIC code, requires the numbers 0-255 for the 

representation of the characters. These numbers can be written 

in the form of a matrix E given by  

 

E ( i , j) = 16(i-1)+(j-1),  i=1 to 16 and j=1 to 16. (2.5) 

     

     Let us now see the development of the substitution table 

consisting of 16 rows and 16 columns. In order to achieve 

this one, let us firstly fill up the first two columns of the table 

with the elements of the keys K and L in order. Then rest of 

the table is filled with the remaining elements of E, in order 

in a row wise manner, excluding the numbers contained in K 

and L. This process yields the substitution table. This table 

can be represented in the form of a substitution matrix 

denoted by S(i,j). 

 

For a detailed discussion of the process of substitution, we 

refer to [1]. 
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It may be noted here that the functions Imix() and 

Isubstitute(), used in the decryption algorithm, are obtained 

by reversing the processes of mix() and substitute().  

 

ILLUSTRATION OF THE CIPHER 

 

Consider the plaintext given below: 

 

“Hello X! I am waiting for your email. I have already 

completed my B. Tech. examinations very well. My father is 

compelling me to do IAS, and to become a collector in this 

country. It is unfortunate! When are you completing your PhD 

program? I would like to come to you and finish there my MS. 

What about our marriage? I am waiting for your reply.” 

      (3.1) 

Let us now consider the first sixty four characters of the 

plaintext given by (3.1). Thus we have 

“Hello X! I am waiting for your email. I have already 

completed m”         (3.2) 

 

On using the EBCDIC code, (3.2) can be written in the form 

 

    

�
�
�
�
�
�
�
�
�
�
�
�

�

�

�
�
�
�
�
�
�
�
�
�
�
�

�

�

14864132133163133147151

14815013164168132129133

15314712964133165129136

642016475147137129148

1336415316415016864153

15013464135149137163137

129166641481296420164

7923164150147147133200   

 

Let us choose the keys K and L in the form  

     

                     

�
�
�
�
�

�

�

�
�
�
�
�

�

�

9225545239

75209199248

1119979135

1672712469  .   

 

             and 

 

                      

�
�
�
�
�

�

�

�
�
�
�
�

�

�

8118914659

174127156

12254109223

14719113215 .    

   

       Let us now construct the involutory matrices A and B by 

adopting the process mentioned in section 1 ( see (1.3) - 

(1.11). In obtaining A and B, we have taken d= 99 and e=189 

respectively. Thus we get 
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�
�
�
�
�
�
�
�

�

�

16412111763181475

1814757824913477168

1451571771211331112141

8922913218723723384130

207991531479225545239

255144112475209199248

191832142031119979135

107143121801672712469   

 

     and 
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�
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�
�
�
�
�
�
�
�
�
�

�

�

17567110197186125087

8212925520070128149152

2442147332522146203

1092371434114315197184

240119541138118914659

13825067168174127156

36122689312254109223

121249147214719113215   

 

     As we have mentioned in section 2, the substitution matrix 

S can be written in terms of  Table 1. 

     On using (3.3), (3.4), and (3.5), and the encryption 

algorithm (which uses the substitution process), we get  
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�
�
�
�
�
�

�

�

�
�
�
�
�
�
�
�
�
�
�
�

�

�

70176907468115144126

1371021021573223119884

411521922615418414340

27535625119964153208

23314594701083812152

185241195114223223157128

18075112115643015202

1921019209245212049   

     

 

      On adopting the decryption algorithm, with the required 

inputs, it can be readily verified that we get back the original 

plaintext given by (3.3). 

 

      Let us now examine the avalanche effect, which gives an 

idea about the quality of the cipher.  

To this end, in the plaintext (3.2), we replace the 18th 

character ‘t’ by ’s‘,. As the EBCDIC codes of ‘t ’ and ‘s ’ are 

163 and 162, they differ by one bit in their binary form. Now, 

on using the modified plaintext along with (3.4) and (3.5), and 

applying the encryption algorithm, we have the ciphertext C in 

the form  

 

 

 

 

 

(3.3) 

(3.4) 

(3.5) 

P = 

K = 

L = 

A = 
(3.6) 

B = (3.7) 

(3.8) 
C = 
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�
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�

�

9489131187119138131223

255199145230214132111162

34267613413813518039

511527206104189175189

3163631731916917233

571800761589316793

21972141117148235242235

1446723219550203189      

     

 

      On converting (3.8) and (3.9), in to their binary form, and 

comparing the corresponding strings, we notice that the two 

ciphertexts differ by 271 bits (out of 512 bits). This shows that 

the strength of the cipher is expected to be up to the mark. 

 

        Let us now focus our attention on one bit change in one 

of the keys, say key K. To achieve this one we change the  2nd 

row 1st column element of the key K, given by (3.4), from  135 

to 134.  On using the original plaintext (3.3), the modified key 

K, keeping the other key L intact, and using the encryption 

algorithm, we get  
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�

�

234222172091212820225

21413428831372321881

225137155504713434111

12621970317218221334

149539872199224233186

2411501581652019342122

12497385265644892

861362201221412314964
 

 

       Now on comparing (3.8) and (3.10) in their binary form, 

we find that they differ by 278 bits (out of 512 bits). This also 

shows that the strength of the cipher is considerable. 

In what follows, let us now consider the cryptanalysis, which 

exhibits more firmly about the strength of the cipher. 

 

     

 

 

 

 

 

 

 

 

 

(3.9) C = 

(3.10) 

C = 

69 215 0 2 3 4 5 6 7 8 9 10 11 13 14 15 

124 113 16 17 18 20 21 22 23 24 25 26 28 29 30 31 

27 19 32 33 34 35 36 37 38 39 40 41 42 43 44 46 

167 147 47 48 49 50 51 52 53 54 55 57 58 60 61 62 

135 223 63 64 65 66 67 68 70 71 72 73 74 76 77 78 

79 109 80 82 83 84 85 86 87 88 89 90 91 93 94 95 

99 254 96 97 98 100 101 102 103 104 105 106 107 108 110 112 

111 12 114 115 116 117 118 119 120 121 122 123 125 126 128 129 

248 56 130 131 132 133 134 136 137 138 139 140 141 142 143 144 

199 1 145 148 149 150 151 152 153 154 155 156 157 158 159 160 

209 127 161 162 163 164 165 166 168 169 170 171 172 173 175 176 

75 174 177 178 179 180 181 182 183 184 185 186 187 188 190 191 

239 59 192 193 194 195 196 197 198 200 201 202 203 204 205 206 

45 146 207 208 210 211 212 213 214 216 217 218 219 220 221 222 

255 189 224 225 226 227 228 229 230 231 232 233 234 235 236 237 

92 81 238 240 241 242 243 244 245 246 247 249 250 251 252 253 

 

Table 1: Substitution Table. 
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CRYPTANALYSIS 

 

The different types of cryptanalytic attacks which are 

generally considered in the literature of Cryptography are 

 

1. Ciphertext only attack (Brute force attack),   

2.  Known plaintext attack, 

3) Chosen plaintext attack, and   

4) Chosen ciphertext attack. 

 

The key matrices K and L, involved in this analysis, 

contain 16 decimal numbers each. The constants d and e, 

which are chosen at our will in the construction of the 

involutory matrices A and B, are two more decimal numbers. 

In view of these facts, the total length of the keys is 34 

decimal numbers, that is 272 binary bits. Hence the size of the 

key space is  

 

2272 = (210 )27 . 2
� (103 )27 . 2  =1081.6 . 

  

       If the time required for obtaining the plaintext with one 

value of the key in the key space is 10-7 seconds, then the time 

required for the execution of the cipher with all the possible 

keys in the key space is  

 

10
81 .6

× 10
− 7

365× 24× 60× 60
= 3. 171× 10

66 .6
years  

 

      As this number is very large, we can firmly say that this 

cipher cannot be broken by the brute force attack. 

      Let us now consider the known plaintext attack.  In this we 

know as many pairs of the plaintext and the ciphertext as we 

desire. In the development of this cipher as we have an 

iterative process, which involves a pair of keys, functions 

mix() and substitute(), and XOR operation, at the end of the 

iteration process, the relation between the plaintext and the 

ciphertext can be viewed as shown below  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

C =� (M((A� (M((……. � (M((A � (M((AP  B) mod 256)) 

 B ) mod 256)) ……..) mod256))  B) mod256))  

      (4.1) 

       

      In writing (4.1), the function mix() and the function 

substitute() are represented as M and � for simplicity and 

elegance. Here we notice that the equation (4.1) cannot be 

written in the form 

 

C = F(A,B, M,�) P    (4.2) 

 

where F is a function, depending upon K,L,M and �. This 

amounts to that we cannot find a direct relation between C and 

P as we could do in the case of the classical Hill cipher. Thus 

this cipher cannot be broken by the known plaintext attack. 

      The last two cases of cryptanalysis, namely chosen 

plaintext attack and chosen ciphertext attack are very 

complicated, and hence we leave them at the present stage.  

     In the light of the above discussion we conclude that this 

cipher is a strong one. 

 

 COMPUTATIONS AND CONCLUSIONS 

 

In this investigation, we have developed a block cipher, called 

modern advanced Hill cipher, which includes a pair of keys, 

XOR operation and functions mix() and substitute(). In this 

cipher the computations are carried out by writing programs 

for encryption and decryption in Java.  

     The plaintext (3.1) is divided into 6 blocks, wherein each 

block is containing 64 characters.  Nevertheless, as the last 

block is containing only 26 characters, it is supplemented with 

38 blank characters so that it becomes a complete block. On 

using the encryption algorithm the ciphertext corresponding to 

the entire plaintext (3.1) is obtained in the form 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

5939173184181225215314423056419912599155

333771221602301289916012921524541154117

1635320721220023820218014722411227394131190

254138198934052122980592211531431791377

8722390301672471711791047621483167166245232

79171072093219152452051011048821171122232

70641071201731601752272029213413744137133106

311313715318858199971601025622724917810239

772462277121672201339419423619747152213199

17415413714514296218331261489757311127175

502381192445175611866184651182222131279

1965811188191180261912371064418819110522768

35877122119111914497341462168779105165

1772726104243651481353413025389148108219

135107111251181591601841012947496324152139

681322432438886160103212244154171272132944

14624824365189206170207088110115181239222

281051880532454112238895114112217179195

2522046713411455231114128189612097215213

152138166695107162772889711052036244130

701769074681151441261371021021573223119884

41152192261541841434027535625119964153208

23314594701083812152185241195114223223157128

180751121156430152021921019209245212049
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     The avalanche effect and the cryptanalysis, considered in 

sections 3 and 4, clearly indicate that the cipher is a strong one 

and it cannot be broken by any cryptanalytic attack. This 

generalization of the advanced Hill cipher is markedly an 

interesting one, and it can be applied comfortably for the 

transmission of information in a secured manner. 
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