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ABSTRACT: A reliable medical image management must ensure proper safeguarding of the medical images while
maintaining high dependability. Safeguarding the medical information of the patients is a major concern in all hospitals
Also one should be able to verify that information belongs to the correct patient and is issued from the right source.
Digital watermarking is a technique popularly used to protect the confidentiality of medical information particularly
images. In this paper we propose a novel blend of Digital Wavelet Transform (DWT) and Singular Value
Decomposition (SVD) for watermarking the medical images. SVD is applied to the approximate and vertical
coefficients of the wavelet transform in order to improve medical image protection in terms of peak signal to noise
ratio(PSNR), Mean Square Error(MSE) and Normalized Cross-correlation(NC) between original and watermarked
images.

KEYWORDS: Discrete Wavelet Transform, Singular Value Decomposition, Watermarking, Peak signal to noise
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I. INTRODUCTION

The evolution of medical information systems has been supported by advances in information technology. Easier
access to internet has evolved into new challenges regarding security of sensitive medical information [3,6]. DWT has
been widely used in many fields, including image processing.The high spreading of broadband networks and new
developments in digital technology has made ownership protection and authentication of digital data since it makes
possible to identify the author of an image by embedding secret information to the host image. Robust watermarks are
designed to resist any modifications and are designed for the copyright protection. Frequency (transform) domain
methods are based on using some invertible transformations like discrete cosine transform (DCT), discrete Fourier
transform (DFT), discrete wavelet transform (DWT). Watermarking is a robust method for hiding information on
multimedia files. Digital watermarking is a process to embed some information called watermark into different kinds of
media called Cover Work. It is used to protect the copyrights and restores the ownership. In spatial domain techniques,
the watermark is applied in the pixel domain.[4]. In Frequency domain the watermark is embedded into transformed
coefficients of image giving more robust images against watermarking attacks [2]Digital watermark is a perceptually
invisible pattern embedded in a digital image. The watermark can carry information about the owner of the image or
the recipient the image itself or some additional information with the image (image caption embedding). Typically,
watermarking the original image is needed for watermark extraction techniques. In oblivious techniques, the watermark
can be extracted from the watermarked or attacked image without access to the original image.

II.LITERATURE SURVEY

Giakoumi et al have proposed a health data management system using wavelet- based multiple watermarking
scheme.The robustness of the method is enhanced through a form of hybrid coding, which includes repetitive
embedding of watermarks. Multiple other studies have demonstrated the effectiveness of wavelets in watermarking[4, 7
]. Use of SVD is shown to give resilience to attacks such as signal processing operations (such as lossy compression,
filtering etc) and common geometric transformations (such as cropping, scaling, translation and rotation etc) [5, 9]. A
reliable watermark extraction scheme is developed for the extraction of watermark from distorted image. Modification
in all frequencies allows the development of a watermarking scheme that is robust to a wide range of attacks[8].
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In this study we have considered medical images of three popular categories namely Computed Tomography (CT),
Magnetic Resonance Image (MRI) [1] and Positron Emission Tomography(PET). An optimal watermarking technique
based on SVD and DWT domain for grey-scale images is evolved based on the performance parameters namely peak
signal to noise ratio(PSNR), Mean Square Error(MSE) and Normalized Cross-correlation(NC) . The algorithm embeds
the watermark by modifying the singular values of the host image with multiple scaling factors.

Paper is organized as follows: Section 3 discusses about the proposed methodology. Section 4 deals with the
algorithms for watermarking and extraction as well as the performance parameters considered. A discussion of the
experimental results is done in Section 5. Section 6 discusses the conclusion and the future work.

111.PROPOSED METHODOLOGY

The medical images considered are CT, MRI and PET images. Initially the watermark is embedded in the image by
setting an initial value of scaling factor a. The original image is reconstructed by extraction of the watermark. Optimum
value of scaling factor is found by iteration of the above and tabulating the results to obtain desirable values of PSNR,
MSE and NC
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Figl: Block diagram of the proposed methodology

Embedding of a watermark is made by modifications of the transform coefficients, accordingly to the watermark or its
spectrum. The inverse transform is applied to obtain the marked image. The image is decomposed into four sub-bands
namely LL,LH,HL,HH.

Watermarking is being done by embedding the watermark in the first and second level DWT sub-bands of the host
image, followed by the application on the selected DWT sub bands. A hybrid DWT-SVD-based watermarking scheme
is developed that requires less computation effort yielding better performance. A sequence Haar wavelet is of rescaled
"square-shaped" functions which together form a wavelet family or basis.
The Haar wavelet's mother wavelet function w(t) can be described as

1 0=t<1/2

Pt)y={ -1 1/2<t <1,
0 otherwise. 1)

Its scaling function ¢(£) can be described as
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. 1 0<t <1,
o(t) = 0 otherwise.
' ' (2)

Singular Value Decomposition (SVD)

Singular VValue Decomposition is a matrix factorization technique having many applications in image processing.

SVD is based on a theorem from linear algebra which says that a rectangular matrix A can be broken down into the
product of three matrices - an orthogonal matrix U, a diagonal

matrix S, and the transpose of an orthogonal matrix V . The theorem is presented as:

A =USV " where U'U = I, V TV = I; the columns of U are orthonormal eigenvectors of AA" , the columns of V are
orthonormal eigenvectors of A'A, and S is a diagonal matrix containing the square roots of eigen values from U or V in
descending order.

An illustration:

3)
1

11 (4)
The eigen values of AATare A =10, =12
eigenvectors are defined by the equation AV =17,

[111 111] El] =4 E;] (5)

*1 = ~*F1fora=10

*1 = ¥z for A =12
The first column is when A=12 and the second column is when A=10

1 1
i ©)

After normalizinlg the matrix is

AT = [111_

_|vz'V2

U=171 -1

2" 42 )
Similarly the matrix for V is obtained from ATA

rl 2 17
Ve 45 430
1 1 1

V=l—= = —
WB 43«30
1 0 -5
L6 4 30-

(8)
The matrix S are the square root of the eigen values of A placed in the descending order.
s—[Viz o o
0 410 o0 9)

The diagonal elements in S are the singular values of A.

The SVD of an image is computed to obtain two orthogonal matrices U, V and a diagonal matrix the watermark W is
added to the matrix S. Then, a new SVD process is performed on the new matrix S+kW to get Uw, Sw and VVw, where
k is the scale factor that controls the strength of the watermark embedded to the original image. Then, the watermarked
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image Fw is obtained by multiplying the matrices U, Sw, and V 7. The steps of watermark embedding are summarized

as follows:
1) The SVD is performed on the original image (F matrix).

F=USV' (10)
2)The watermark (W matrix) is added to the SVs of the original image (S matrix).
3)The SVD is performed on the D matrix.

D = UwSwV" (12)

4)The watermarked image (Fw matrix) is obtained using the
modified SVs (Sw matrix).
Fw = USwV ' (13)

IV.PROPOSED ALGORITHM

The medical images considered are CT, MRI and PET images. Initially the watermark is embedded in the image by
setting an initial value of scaling factor a. The original image is reconstructed by extraction of the watermark. Optimum
value of scaling factor is found by iteration of the above and tabulating the results to obtain desirable values of PSNR,
MSE and NC.

3.1 Algorithm to embed watermark into cover image:

1)Read the cover image & watermark image.

2)Apply DWT to cover image to obtain approximation, horizontal, vertical, diagonal DWT coefficients i.e. cal, chl,
cvl, cdl (LL, HL, LH, HH)

3)Calculate the approximate DWT coefficient by adding the watermark image as in equation

Cal (i,j)=cal(i,j)+(o*watermark) (14)

Where Cal & cal are the modified & original approximation coefficients and a is a scaling value as set to10.
4)Apply SVD to the decomposed sub-bands(LL)

5)Find Inverse DWT

6)Increment a, apply SVD and inverse DWT.

3.2 Algorithm for Watermark Extraction:

1) Apply two-dimensional DWT, to obtain the first level —decomposition of the watermarked cover image i.e. clal,
clhl, clvi, cldl

2) Extract the watermark from vertical & approximation DWT coefficient as per the equation WN= (SN-S)/ a; where
0=10

3)Apply two-dimensional DWT, to obtain the first level decomposition of the watermarked image. LL1, HL1, LH1,
HH1.

3.3 Performance parameters:

The peak signal-to-noise ratio (PSNR) is used to measure the quality of reconstructed images. PSNR is the ratio
between the maximum possible power of a signal and the power of corrupting noise that affects the fidelity of its
representation. Because many signals have a very wide dynamic range, PSNR is usually expressed in terms of
the logarithmic decibel scale. PSNR is most easily defined via the mean square error (MSE). Given a noise-
free mxn monochrome image | and its noisy approximation K

MSE is defined as:

m—1nmo—3%L

1 i
MSE = — Z ign[m, D — KG. D12 159

o

The PSNR is defined as:
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PSNR = 101 [H%[]

NE = 0B |~
| MSE (16)

MAX?

PSNR = 20log,p |—
+M3E (17)
PSNR = 20log;, (MAX,) — 10log,, (MSE) (18)

Here, MAX; is the maximum possible pixel value of the image=255.
Cross-correlation is a measure of similarity of the two waveforms as a function of a time-lag applied to one of them.
For continuous functions ‘f* and “‘g’, the cross-correlation is defined as:

(FegllD) = [ f= gl + Tdt (19)

Where f* denotes the complex conjugates of ‘f” and’r’ is the time lag.

V.RESULTS

Types status of images
) of Original Image Watermarked Reconstructed
Image Image Image

s
MRI
CT
PET

Fig 2: Watermarked and reconstructed medical images.

Fig 2. shows the sample original, watermarked and reconstructed images of the 3 categories of medical images
considered. Then peak signal to noise ratio(PSNR), mean square error(MSE), and normalized cross-correlation (NC) of
the extracted image are calculated.
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Table 1: MRI images

MRI images
Scaling factor | PSNR  in | MSE NC
35.12 0.00076 | 0.0174
74.68 0.0022 0.0192
10 71.14 0.0050 0.0209
11 67.96 0.0104 0.0227
12 65.70 0.0175 0.0244
14 62.06 0.0280 0.0280

Then peak signal to noise ratio(PSNR), mean square error(MSE), and normalized cross-correlation (NC) of the
extracted image for MRI image is shown in Table 1

Table 2: CT images

CT images
Scaling factor | PSNR  in | MSE NC

8 3?91 0.0017 0.0115

71.97 0.0041 0.0127
10 68.71 0.0087 0.0140
11 66.07 0.0160 0.0153
12 65.94 0.0165 0.0294
14 61.31 0.0480 0.0191

peak signal to noise ratio(PSNR), mean square error(MSE), and normalized cross-correlation (NC) of the extracted
image for CT images is shown in Table 2 and Table 3 shows the PSNR,MSE and NC for PET images.

Table 3: PET images

PETimages
Scaling factor | PSNR  in | MSE NC

8 3?91 0.0017 0.0115

71.97 0.0041 0.0127
10 68.71 0.0087 0.0140
11 66.07 0.0160 0.0153
12 65.94 0.0165 0.0294
14 61.31 0.0480 0.0191

The proposed work has been implemented using Matlab R2013a.The medical images considered are MRI, CT and PET
obtained from the database “MRI Images”. The images have been watermarked using a text message. The extraction is
done by decomposing the original image using Haar wavelets and embedding the SVD coefficients in the Approximate
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and Vertical components of the decomposed image. Fig 2 shows the sample original, watermarked and reconstructed
images of the 3 categories of medical images considered. Then peak signal to noise ratio(PSNR), mean square
error(MSE), and normalized cross-correlation (NC) of the extracted image are calculated and tabulated as shown in
Tables 1, 2 and 3. On experimentation the scaling factors below 8 and above 14 were found to give unrealistic PSNR
values of 0 or infinity. Hence the scaling factor range is fixed in the range of 8 to 14. From Tables 1, 2 and 3, it can be
observed that PSNR values are in the range of 62 to 80 dB while the MSE is in the range of 0.0015 to 0.048. With
increasing values of scaling factor the PSNR is seen to reduce while MSE if found to increase as shown in the
tables1,2,and 3.From the tabulation, optimum value for scaling factor is noted to be 10 which gives an average PSNR
of 70 dB and MSE of 0.006. The results shows a good combination of PSNR(above 70dB) and MSE(below 0.0055).
This justifies our selection of optimum scaling factor.

VI.CONCLUSION AND FUTURE WORK

The watermarking can be used to provide proof of the authenticity of medical images that is to say that the medical
information of one patient has been issued from the right source.the watermark has been inserted with out interfering
with the documents usefulness. The proposed methodology uses DWT +SVD techniques to calculate PSNR and MSE
for different medical images .SVD is very aptly used with DWT. It has been tested for different images and
PSNR,MSE,NC are calculated for each image.

This work contributes in utilizing SVD generous properties that are unexploited in image processing. This paper also
introduces new trends and challenges in using SVD in image processing applications.. This paper opens many tracks
for future work in using SVD as an imperative tool in signal processing.
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