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ABSTRACT: Recent works has shown that several anonymization techniques, like generalization and bucketization,
have been designed for privacy preserving microdata publishing. Generalization loses considerable amount of
information, especially for high-dimensional data. Bucketization does not prevent membership disclosure and is not
applicable for data that do not have a clear separation between quasi-identifying attributes and sensitive attributes. In
this paper, we present a new slicing technique, which partitions the data both horizontally and vertically and preserves
better data utility than generalization and can be used for membership disclosure protection. Another important
advantage of the slicing technique is that it can handle high-dimensional data. The new slicing technique can be used
for attribute disclosure protection and an efficient algorithm is developed for computing the sliced data that obey the ¢-
diversity requirement. Our experiments confirm that the new slicing technique preserves better utility than
generalization and is more effective than bucketization in workloads involving the sensitive attribute and also
demonstrate that it can be used to prevent membership disclosure
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|. INTRODUCTION

The technology that convert clear text into a non-human readable form is called data anonymization.In recent years
data anonymization technique for privacy-preserving data publishing of micro-data has received a lot of attention.
Micro-data contains information about an individual entity, such as a person, a household or an organization. Multiple
microdata anonymization techniques have been suggested and the most popular anonymization techniques are
Generalization [1,2] for k-anonymity [10]and Bucketization. [3, 4, 5].In each record a number of attributes can be
categorized as 1) Identifiers that can uniquely identify an individual, such as Name or Social Security Number.2) some
attributes may be Sensitive Attributes (SAs) such as disease and salary and 3) some attributes are Quasi-ldentifiers (QI)
such as zipcode, age, and sex which may be from publicly available database, whose values, when taken together, can
potentially identify an individual. Data anonymization enables the transfer of information across a boundary, such as
between two departments within an agency or between two agencies, while reducing the risk of unintended disclosure.
Two widely studied data anonymization technique are generalization and bucketization. The main difference between
them is that bucketization does not generalize the QI attributes. Generalization transforms the QI-values in each bucket
into “less specific but semantically consistent” values so that tuples in the same bucket cannot be distinguished by their
QI values. In bucketization, the SAs are separated from the QIs by randomly permuting the SA values in each bucket.
The anonymized data consist of a set of buckets with permuted sensitive attribute values. Slicing [6] overcomes the
limitations of generalization and bucketization and preserves better utility while protecting against privacy threats.
Slicing illustrate how to prevent attribute disclosure and membership disclosure and preserves better data utility than
generalization and is more effective than bucketization in workloads involving the sensitive attribute.
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1. EXISTING METHODS

ANONYMIZATION TECHNIQUES

Data Anonymization is a process of converting the text data into a non-human readable format. Data
anonymization technique for privacy-preserving data publishing has received a lot of attention in recent years. Detailed
data (also called as micro-data) contains information about a person, a household or an organization. Most popular
anonymization techniques are Generalization and Bucketization. [7] There are number of attributes in each record which
can be categorized as 1) Identifiers such as Name or Social Security Number are the attributes that can be uniquely
identify the individuals. 2) some attributes may be Sensitive Attributes(SAs) such as disease and salary and 3) some
may be Quasi-ldentifiers (QI) such as zip code, age, and sex whose values, when taken together, can potentially
identify an individual.
In both generalization and bucketization, one first removes identifiers from the data and then partitions tuples into
buckets. In bucketization, one separates the SAs from the QIs by randomly permuting the SA values in each bucket.
The anonymized data consists of a set of buckets with permuted sensitive attribute values.

A. Generalization

Generalization transforms the QI-values in each bucket into less specific but semantically consistent values so
that tuples in the same bucket cannot be distinguished by their QI values. Three types of encoding schemes have been
proposed for generalization:

e  Global Recording,

e Regional Recording

e Local Recording.
Global recoding has the property that multiple occurrences of the same value are always replaced by the same
generalized value. Regional record is also called multi-dimensional recoding (the Mondrian algorithm) which partitions
the domain space into non- intersect regions and data points in the same region are represented by the region they are
in. Local recoding does not have the above constraints and allows different occurrences of the same value to be
generalized differently.
For example, the month of birth can be replaced by the year of birth which occurs in more records, so that the
identification of a specific individual is more difficult. Generalization maintains the correctness of the data at the record
level but results in less specific information.

B. Bucketization
Bucketization [8,9] is the process of partitioning tuples in the table into buckets and then separates the quasi
identifiers with the sensitive attribute by randomly permuting the sensitive attribute values in each bucket. The

anonymized data consists of a set of buckets with randomly picked sensitive attribute values. Bucketization has been
used for anonymizing high dimensional data. But their approach assumes a clear separation between QIs and SAs.
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C. Slicing

Slicing partitions the data set both vertically and horizontally. Vertical partitioning is done by grouping
attributes into columns based on the correlations among the attributes. Each column contains a subset of attributes that
are highly correlated. Horizontal partitioning is done by grouping tuples into buckets. Finally, within each bucket,
values in each column are randomly permutated to differentiate between columns. Slicing preserves utility because it
groups highly correlated attributes together, and preserves the correlations between such attributes. Slicing protects
privacy because it breaks the associations between uncorrelated attributes, which are infrequent but they are
identifiable. For an example if the data set contains QIs and one SA, bucketization has to break their correlation;
slicing, on the other hand, can group some QI attributes with the SA, preserving attribute correlations with the sensitive
attribute.

1. EXISTING SLICING ALGORITHM

Here the algorithm calculates the sliced table T that involves of ¢ columns and gratifies the privacy requisite of
- diversity. This algorithm involves of three steps: attribute partitioning column generalization and tuple partitioning.
The three phases are

A. Attribute Partitioning:

In this algorithm attributes are divided such that largely related attributes are in the same column. This is better
for utility as well as privacy. With respect to data utility, clustering highly related attributes conserves the relations
among those attributes. With respect to privacy, the association of not related attributes shows more identification risks
than that of the association of high related attributes since the association of unrelated attribute values is very less
common and therefore more identifiable. Thus, it is good to split the associations among uncorrelated attributes to
guard privacy. In this step, they have calculated the relations among pairs of attributes and then group attributes on the
basis of their correlations.

B. Column Generalization:

Records are generalized to satisfy certain minimum frequency required. They have emphasized that column
generalization is not a vital step in their algorithm.
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C. Tuple Partitioning:
In the tuple partitioning steps, records are divided into buckets. They have changed Mondrian algorithm for
tuple partition. Not like Mondrian k-anonymity, no other generalization can be related to the records; they have used of
the Mondrian for the reason of dividing tuples into buckets.

D. Membership Disclosure Protection:

Here first inspect how a challenger can conclude membership data from container/storage. Since container
liberates the QI values in their real form and more individuals can be solely determined using the QI values, the
challenger can easily settle the membership of single individual in the real data by inspecting the regularity of the QI
values in the binned information. Precisely, if the regularity is 0, the challenger knows for certain that the individual is
not in information. If the regularity is higher than 0, the challenger knows with good assurance that the individual is in
the information, since this similar records must fit to that unique as nearly no further individual has the identical values

of QI

E. Sliced Data:

The important advantage of slicing is its ability to handle high-dimensional data. By partitioning attributes into
columns, slicing reduces the dimensionality of the data. Each column of the table can be viewed as a sub-table with a
lower dimensionality. Slicing is also different from the approach of publishing multiple independent sub tables in that
these subtables are linked by the buckets in slicing

Age,sex Zipcode disease
(21,M) (56704,Sinus)
(21,F) (56705, Cancer.)
(32,F) (56704, Bronchitis.)
(51,F) (56705,sinus)
(53,F) (56704,Sinus)
(59, M) (56705, Cancer.)
(59, M) (56704,Bronchitis.)
(63,M) (56705,sinus)

Table IV -Sliced Table

IV. PROPOSED WORK

In this paper, a robust slicing technique called r-slicing for privacy- preserving data publishing of medical
data store is presented. There are several advantages of Slicing when compared with generalization and
bucketization. Better data utility than generalization is preserved and there is more attribute correlations with the
SAs than bucketization. High-dimensional data and data without a clear separation of QIs and SAs can also be
handled.

Slicing, effectively prevents attribute disclosure, based on the privacy requirement of I-diversity [ 11].A
notion called I-diverse r-slicing, is introduced which ensures that the attacker cannot learn the sensitive value of
any individual at any cost and the privacy is preserved. We can recover the original data even though the
attacker modifies the published original table.

We develop an efficient and robust algorithm for computing the sliced table satisfying the I-diversity. The
algorithm partitions the attributes into columns, then column generalization is applied, and partitions tuples into
buckets. Highly correlated attributes are in the same column; this preserves the correlations between such attributes.
The associations between uncorrelated attributes are broken; this provides better privacy as the associations between
such attributes are less- frequent and potentially identifying.
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We describe the membership disclosure and explain how r-slicing prevents membership disclosure. A
bucket of size k can potentially match kc tuples where c is the number of columns. Because only k of the kc tuples
are actually in the original data, the existence of the other kc — k tuples hides the membership information of
tuples in the original data.

r-Slicing partitions the dataset both vertically and horizontally and perform minimization and masking of QI’s .Vertical
partitioning is done by grouping attributes into columns based on the correlations among the attributes. Each column
contains a subset ofattributes that are highly correlated. Horizontal partitioning is done by grouping
tuples into buckets. Within each bucket, values in each column are randomly permutated. This break the association
cross columns, but to preserve the association within each column. This reduces the dimensionality of the data and
preserves better utility than generalization and bucketization.

r-Slicing groups highly correlated attributes together, and preserves the correlations between such
attributes and protects privacy as it breaks the associations between uncorrelated attributes, that are infrequent and
hence identifying. When the dataset contains QIs and one SA, bucketization has to break their correlation; r-
slicing, on the other hand, can group and minimizes some QI attributes with the SA, preserving attribute
correlations with the sensitive attribute.

r-Slicing has improved data utility than generalization ands slicing . Additional important benefit of r-slicing
is that it can manage data with greater dimension. An effective algorithm is developed for calculating the r - sliced
data complyingwith the {- diversity requisite. r-Slicing provides enhanced utility than generalization and
slicing and is more efficient than binning in terms of the sensitive attribute. r-Slicing can completely stops
membership exposure.

A. r-Slicing Algorithms:

A robust and enhanced r-slicing algorithm to obtain ¢-diverse slicing is introduced. For a given a micro data
table T and two factors c¢ and ¢, the algorithm calculates the sliced table that involves of ¢ columns  and
gratifies  the  privacy requisite  of ¢- diversity. Our algorithm involves of five steps: attribute
partitioning, column generalization and tuple partitioning, multibased generalization, minimizing and masking
generalization. First three steps are similar according to the existing slicing technique. Last two steps are

Multibased Generalization

This is a generalized table where each attribute value is replaced with the multiset of values in the bucket. If
the bucket size is large for the Qls then sub-buckets will be formed within each bucket and some of the values will be
replaced by closest value for reducing the space complexity.

Minimizing and Masking Generalization
Further, the sliced table can be minimized by omitting QIs for reducing the dimensionality of the data and
masking the generalized QI with SA for providing maximum privacy and minimum utility.

V. SIMULATION WORKS/RESULTS

We have simulated our system using JSP, javascript and XHTL and MS-Access for data storage. We have used
the following modules in our implementation part. The details of each module for this system are as follows:

Copyright to IJIRCCE WWW.ijircce.com 19



IITRCCE ISSN(OnI_ine): 2320-9801
ISSN (Print): 2320-9798

International Journal of Innovative Research in Computer and Communication Engineering
(An I1SO 3297: 2007 Certified Organization) Vol.2, Special Issue 2, May 2014

International Conference On Advances in Computer & Communication Engineering (ACCE - 2014)
on 21°' & 22" April 2014, Organized by
Department of CSE & ISE, Vemana Institute of Technology, Bengaluru, India

Sticing Techniques ALL PATIENT DETAILS Slicing Techniques THE GENERALIZED TABLE
o L = ey N s 127 o £ |sy@emai.com 1234367890 delti
The Generalized Teble 100 | manjurath | A+ pro  |mesmanfu@emailcom (9535856233 Nadu 05061979 31 | RNe =
2 — 102| rajesh | AB- | fue |rojesh2012@gmailcom  [9535866270\Bangelore| > 1:30|  roae
101] sog | Br | dsp [syslog tech@yehoo.com [9535866270bangabore| 12T 17 | vma 2
1995 12| abhi A+ | dysp |abhi@emai com 1536578 |mandva 130| jama
i i o ¢ 1245 . One Atribute per =
Ine Aot 0| Wieh | A3 | B ek DUQuikiGe.  DRMIMER g I B Sl 11| sydog | B+ | dysp |syslog tech@yahoo.com [9535866270/bangalore |12 130]  vasg
Colum slicng
P— 12-12-
103 1z A+ dysp  [xyz@gmail com 9335866270/ bangalore 1950 62 sde The Sliced Table 107| soma A+ dysp [soma 2000@gmailcom 982302298 7|bangalore 1 1-30 | ashokr
104 | sashidaar B+ bron [sashidher 2012 @gmal con]9333866270|Bangal 112911 35 van 18| rajesh AB+ flue  |rajesh.2012@gmail.com  [9535866270|Bangalore| 12001 1-30| rnag
rslicec Tzble — e To11- -
Fre 10| mkesh | Be | Fhe |mkeh@gmalcom  [9523022087[bangalore 11:911 5| vm 08| | Br | dwp jlul@eual com 4546824878 banglaore | 1ggq | 130 rafin:
Dat Recovery FERTH 19] A |gastists [rai 2012 @gmail com 535866270 Bangalore| ‘f&éf’ 130 roag
106| puaddc | AB+ | pro pudik@omaleom  |9S3SSEOpmngdsre| T 63| rm . 2 b
- T = 3 @ mamet %
107 som | A+ | dwp |soma2000@gmalecm  [9823022987|bangdore| 1T 17 | ashok
k| I
Fig. 1:Original Table Fig. 2:Generalized TablE
Sticing Technigues THE BUCKETIZED TABLE
¥ Patent Detits Sticing Tckniques
We observe that this multiset-hased generalization is equivalent to a frivial slicing scheme where each column ¢
Origing] Tahle I exactly one attribute,
T 1l w 0 f );\'@gmil.com 1234367890/ delhi 1' 1 1 ofishe hecause hoth approaches preserve the exact values in each attribute but break the association between them w
Ins Generalzed Table 2013 Ciiginl Table ane bucket,
Bucktetized Table i 3 i st 12-12- ; The Generalized Table
10| rajesh | AB- | fhue |rajesh 2012 @email com (9333866270 Bangalore 201 1| rnag
Wi Based 2 Buchelzed Table
Generalizafion . . . 10-12- il . THE MULTISET BASED GENERALIZED TABLE
12 abhi A | dysp |abhi@gna com 78 |mandva | ] 5| jaymay
One Atibute per g e 7 5 s
Column licng AL 1012 o heile e lge fad isease
. 101] syslog B+ dysp {syslog_tech@yahoo com  |9333866270}bangalore 1008 17| voap e 15:1 12:1 28:2|mae? female] 47 Wi
i = 101 181 00 Jnde el e
Ths Sliced Table 107] soma A+ | dysp [soma2000@gmailcom (9823022987 bangalore l'-',- 17 | ashokn B ] 331 451 38:1|mae:] femele]| 47 drsp
1993 Esliced Table 0:0 0:0 50:1 |male:0 female:]|36018:0 36C019:1|flne
Lliced Table [PED
; AB+ iesh 2012 emal 51586627 SR 1
Mackers 18] rajesh | AB flue  frajesh. 2012 @gmall com  |9333866270|Bangalore 01 18| rnag
Fig. 3: Bucketized Table Fig. 4:Multi based Genaralization Table

LML DLICLY IABLE

Slicing Technigues
Slicing Techniques

'Y Patient Detail: &
fengle) (13456 V'Sliced Table
nonalTable (11 male ) (560010 ue) Otainal Table
The Generalized Table (47905 dysp) The Generalized Table
Bu Tale (560029 dvsp) Bucktelized Table Hge|
Muli Based ( 560029.dysp) L (12300
G ot = 560* flus
aneralization (560010.flue) One Atiribute per 5 (4-9. = 0
One Atiribute per (47903 dysp) Column slicing 15 |¢ fysp)
Column slicing 7 = 17 |(560*.dysp)
25 (560011 gastrists) 15 fosin)
. Tne Siicea Table ¢
(28 female ) (47906.dysp) 479" dvop)
The Sliced Table = T csliceaTable I
(28 ,female ) (47905.dysp) 25 |(560* gastristis)
Ataskers (31 male) (560020,pro) e 28 [erdrn)
Data Resoiery (31 Male) (560011, gast) 31 (560 pro)
(31 Male) (560011, pro) 32 (560" fiue)
B T
(32 Male ) (360011, ue) LOCr )
(33 female ) (47302.dvsp)
(35 male) (360018 Fhue)
Fig. 5:Sliced Table Fig.6 r-Sliced Table

Copyright to IJIRCCE WWW.ijircce.com 20



N eccel ISSN(Online): 2320-9801
ISSN (Print): 2320-9798

International Journal of Innovative Research in Computer and Communication Engineering
(An I1SO 3297: 2007 Certified Organization) Vol.2, Special Issue 2, May 2014

International Conference On Advances in Computer & Communication Engineering (ACCE - 2014)
on 21°' & 22" April 2014, Organized by
Department of CSE & ISE, Vemana Institute of Technology, Bengaluru, India

V1. CONCLUSION

This paper presents a new approach called r-slicing to preserve the privacy of medical data store. r-slicing overcomes
the limitation of generalization, bucketization,and slicing. Our experiment shows that r-slicing preserves better data
utility than the existing algorithms.
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