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Abstract— In recent years of wireless access
communication, the internet and other computer
communication technologies are radically changing the
ways of communication and information exchanging
source. However, along with speed, efficiency and cost-
saving benefits of the digital revolution, there exists a new
challenge for the security and privacy of communication
of information. Hence cryptographic algorithms are
efficient tool for encryption. In this paper a new color
image encryption algorithm is proposed by combining
Lorentz and Rossler attractor with multi-key concept for
conservative chaotic system. Also, the pixel values of the
plain image are modified randomly using confusion and
diffusion process to strengthen the image security. The
resultant encrypted image is compared with various
results obtained using single and multi key algorithms.
The proposed algorithms is also analyzed under different
critical attacks and the results show that the proposed
system has a better efficiency, image confidentiality, high
encryption and decryption speed.

Keywords— Encryption, Lorentz, Rossler attractor, Multi-
key, Confusion, Diffusion.

I. INTRODUCTION

Today, the internet is a decentralized network of
networks. Anyone can connect to the internet and can
share any type of information in the form of data, image,
videos, etc, even if it is potentially detrimental to the
unsuspecting recipient. This places a large burden on each
and every organization that has internet connectivity to be
responsible to ensure security. Thus Cryptography is the
strongest tool for implementing security services.
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Cryptography is also used in complicated protocols that
help to achieve different security services, thus called as
security protocols. Hence a cryptographically-based
mechanism becomes the building blocks of computer
security. One of the mechanisms is encryption technique.

Many different encryption algorithms have been projected
in recent years as possible solutions for the protection of
digital images. But some of these methods became week
against certain type of attacks and criteria. At hand, there
are many image encryption techniques such as Tangram
algorithm [1], Arnold map [2], Baker’s transformation [3],
affine transformation [4]. In some of this technique, the
secret key and the algorithm cannot be efficiently
separated. Hence, this does not satisfy the necessity of
modern cryptographic mechanism and prone to various
attacks. In present years, the image encryption based on
the chaotic dynamics system has been proliferated to
overcome above disadvantages. Zhu et al [5] proposed a
digital encryption technique using chaotic system based
on third order level, the elevated level of security is the
quality of higher order chaotic system. But they confused
the encrypted image with the original image by shuffling
the pixel position and changing the RGB levels of every
pixel content. Kwok and Tang introduce a speedy chaotic
based image encryption system with the structure of
stream-cipher [6]. On the other hand, the inadequate key
spaces are the foremost limitation of this technique with
chaotic system.

In Marco Gortz had shown some conventional steam
ciphers which could exhibit chaotic behaviors [7]. But due
to the conventional cryptology, chaotic cryptography was
made a better candidate than many traditional ciphers for
multimedia data encryption [8]. The dissipative chaotic
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systems are most widely used for chaotic encryption. But
the encryption based on the dissipative chaotic system [9]
and conventional encryption technique has a security
problem. A fractal structure which can help to predict the
dynamic behavior of the chaotic carrier wave, thereby we
can get a useful signal which concealed [10, 11].AS far as
we attentive, there are two ideas in the literature review
using the Lorentz’s attractor on the basis of cryptography
method. The primary one was proposed, but it is very
effortless and breakable [12, 13]. In second one, Lorentz’s
attractor is used to efficiently generate pseudo random
numbers on the basis of logistic map based ciphers [14,
15]. Thus the techniques used in this proposed system
have its characteristics like sensitivity, integrity and high
security. The rest of this paper is organized as follows:
Section 2 the analysis of the domain is made. Section 3
deals with the system features. Section 4 gives the
working principles of the system and finally in section 5
the experimental results are given.

Il. OVERVIEW OF CHAOS CRYPTOGRAPHY

Over the past decade, there has been a tremendous interest
are shown in studying the behavior and characteristics of
chaotic system. Chaotic systems are characterized by
sensitive dependence on initial conditions and similarity
to random behavior.

Cryptographic

Chaotic System Algorithms

Phase space: Set of real Phase space: Finite set of

numbers integers numbers
Iteration Rounds
Parameters Key

Sensitivity to a change in

L. o Confusion and Diffusion
initial conditions

Weak security and
Performance

High security and
Performance

Table 1: Similarities and Difference between Chaotic Systems and
Cryptographic system

Chaos has a very potential application on numerous
practical blocks of a digital communication system such
as compression, encryption and modulation. There are
some similarities and differences between chaotic system
and cryptographic algorithms which are shown in table 1.
Thus the two major principles which make the
cryptographic system strong is the confusion and
diffusion process. Diffusion emphasis spreading out of
single plaintext digits over ciphers text digits. So the
original statistical structure is hided. In confusion process
transformation is used to complicate the statistical
structure of plain text. Hence chaos system uses
cryptography to enhance the security.

11l. PROPOSED ENCRYPTION SCHEME BASED ON LORENTZ,
CHEN AND ROSSLER ATTRACTOR

The proposed image encryption technique based on
Lorentz, Chen and Rossler chaotic attractors.
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A. Lorentz Chaotic System

Lorentz chaotic system is a classical high dimensional
chaotic system. This system is taken since its chaotic state
is indubitable. The encrypted sequence produced by this
system has three main advantages. First the structure of
the system is more complex, hence it is difficult to
forecast the chaotic sequences. Secondly, the real value
terms of three system variables can be used separately or
can be put together [16, 17]. Thirdly all the three initial
conditions and control parameters can make secret key
thereby allowing the secret key space of the algorithm
greater than the low dimensional chaotic system. The
dynamic equations of Lorentz system is given by

dx/dt = ¢ (y-x)
dy/dt= rx-zx-y
dz/dt = xy —bz Q

B. Rossler System
Otto Rossler came up with a series of prototype system of
ordinary differential equation in three dimensional spaces
[18]. The Rossler equation is given in equation (2). This
system is minimal for continuous chaos system.

dx/dt=-y-z
dy/dt= x + ay
dz/dt = bx —cz + xz (2)

C. Chen System
Chen found alternate traditional chaotic attractor in a easy
three-dimensional independent system. Chen's systems not
fit in to this general Lorenz system.

dx /dt=a(y — x)
dy/dt=(c—a)x—xz+cy
dz/dt=xy—bz 3)

D. Pre-Processing Method
The pretreatment or pre-processing is done by getting the
rid of the integral part as real values, so that the value
domain of x, y, z became as the real unified sequence
value. By this way, the decimal point is moved backward
for strengthening the system parameter and initial value.

() = 10"x(i) — round(10" x(i)) @)

E. Encryption and Decryption Module

First the secrete key for the image frame is generated
chaotically. Fig. 1, the initial condition and the control
parameter also serve to generate secrete key for the
chaotic sequence. Since the chaotic sequence is
unpredictable in the long run, the sequence obtained can
be very well utilized to create unique key for the input
image frame, thereby raising the level of security.

The value generated is added to anyone of the
parameters of Lorentz, Rossler, or swig on variables and
on parameter values. Finally confusion and diffusion
process is done to increase the level of security. Chen
chaotic system. This procedure did have a large Thus an
encrypted image is obtained. Similarly the decryption fig.
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2 process is also done by reversing the process of
encryption. Thus the original image is encrypted and
decrypted in a high secure fashion.

The multiple stages of combined confusion and diffusion
process produces a complex cipher image which is
unpredictable and unbreakable. The confusion process can
be done either by pixel by pixel approach or block by
block approach.

Original color Encrypted
Image Image
Confusion ’=# Diffusion ‘

f

f

Pre-Processing method
Chaotic signal Chaotic signal
{Lorentz, Chen, (Lorentz, Chen,
Eosslern) Eossler)
128 hit Key 128 bit key
(16 byte) (16 byta)
Fig 1: Encryption Process
Encrypted Reconstructed
Image Image
‘ Diffusion l::‘L Confusion ‘

i f

Pre-Processing method

] ]

Chaotic sighal Chaotic sighal
{Lorentz, Chen, (Lorentz, Chen,

Eosslen) Eaossler)
128 bit Key 126 bit Key
(16 byte) {16 byte)

Fig 2: Decryption Process
The encryption and decryption process are carried out
with single key and multi key chaotic system. In order to
produce complex cipher image it is necessary to encrypt
with multikey concept. The resultant image is unbreakable
to any attacks.

IV. SIMULATION RESULTS AND DISCUSSION

In this paper, an empirical color image of size (256x256)
is taken and shown that the proposed method has the
efficient encryption performance and results in high
security. Fig. 3 shows the original image and its RBG
level histograms. The chaotic encryption system is well
suited for grayscale and colour images. The encryption
process can be done in two ways, using single key and
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multikey process. Single key encryption process also
produces complex cipher image but it is easily breakable.

Similarlily multikey image encryption proves to be secure
for real time communications. The two stages of
confusion and diffusion process are more attractable
features of the proposed work. Many chaotic systems are
available and each having its own desirable features. In
the proposed work Lorentz, Rossler and Chen chaotic
attractor are used for encryption and decryption phases. A
16 byte external key is used.

o T X e
Fig 4 Encrypted Color image and its histogram using single key chaotic
system
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Now compare the characteristics of fig. 3 with fig. 4 and
fig. 5, we can observe that the encrypted color image
observed to be meaningful when compared to original
image. The decryption steps are the opposite of the
encryption process, therefore the decrypted image is
observed with a clear and absolute without any distortion
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or loss. Fig. 6 shows the decrypted color image along with
is RBG histogram images.

In encryption phase, the colour image is split into red, blu
and green frames. Each frames are separately encrypted
with two phases, confusion and diffusion. Finally the
encrypted red, blue and green frames are decrypted

individually and concatenated to produce the original
decrypted image. The proposed work proves to be more
secure for real time applications. The confusion process
can also be done by block by block approach in order to
reduce the encryption time.

Fig 6 Decrypted Color image and its RGB frame

V. SECURITY ANALYSIS
A good encryption system needs to own outstanding
sensitivity and sufficiently large key space in order to
resist intruders to decrypt the original information even
after large amount of time and resources. The chaotic
system obtained by using Lorentz, Chen and Rossler
attractor is highly sensitive to the initial values and for the
parameters. It also increases the security against brute-
force attack. An optimized image encryption should be
sensitive for both the secret generated key. The transform
of a single bit in the key should produce a completely
different encryption image. Efficient key sensitivity is
needed for secure image cryptosystem, which means that
the encrypted image cannot be decrypted correctly even
there is a small difference between the encryption and
decryption keys.

VI. CONCLUSION

In this paper, a new approach for image encryption using
Lorentz, Chen and Rossler attractor is proposed and its
security and performance are examined in detail. The
experimental outcome shows that the proposed algorithm
yields high  security better efficiency, image
confidentiality, high encryption and decryption speed. The
concept of multi-key is also proposed where the frame is
encrypted by a unique key in place of changing the key
for the particular frame. The key management is also
inbuilt in the way the key generate. In addition it is found
that the Key Space and Key Sensitivity are very high.
This adopted demonstrate a very good potential in the real
time application of digital color image encryption.
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