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Abstract : To increase the payload capacity of the hidden secret information and to provide an imperceptible stego-
image for human vision, an enhanced steganographic method using multidirectional block based pixel-value
differencing is proposed in this paper.To enhance the hiding payload capacity in image an steganographic method based
on three-pixel block differences by Lin and Hseuh referring to only one direction but in the proposed method multi
directional edges are considered and effectively adopted to design the scheme of multi directional block based PVD.As
we know our human vision is sensitive to slight changes in the smooth regions, while it can tolerate more severe
changes in the edge regions, in proposed method more secret data is embedded in those busy regions.In addition, to
reduce the quality distortion of stego-image brought from setting larger embedding capacity, an optimal approach of
selecting the reference point and adaptive rules are presented. This approach can be apply to gray as well as colored
image also.Experimental results show that the proposed scheme can provide higher embedding capacity and give
protection from dual statistical stego-analysis.Besides, the embedded confidential data can be extracted from stego-
images without the need of original images.
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1. INTRODUCTION

The Internet allows users to exchange information without the limitations of time and location. Unauthorized persons
can easily obtain secret data if appropriate precautions are not taken.Although encrypting a message before transmitting
it on the Internet may provide a safe way for secret communication, encryption systems, such as data encryption
standard DES and RSA, encrypt a message by transforming it into a meaningless form, which may alert
interceptors.Data hiding is a technique that imperceptibly hides secret data into cover media, such as digital images,
videos, audios, etc. The cover medium is only slightly modified, so these changes do not arouse suspicion in potential
interceptors who might then notice the secret data. an ideal steganography scheme, to keep the stego-image from
drawing attention from the opponent, should maintain an imperceptible stego-image quality. That is to say, if there are
more similarities between the cover image and the stego-image, it will be harder for an attacker to find out that the
stego-image.For the past decade, many steganographic techniques for still images have been presented. A simple and
well known approach is directly hiding secret data into the least-significant bit (LSB) of each pixel in an image has
important secret data hidden inside it (Wu and Hwang, 2007). This way, the secret data is more likely to travel from the
sender to the receiver safe and sound. Fridrich et al. [3,4] compressed the least significant bit (LSB) plane to obtain
extra space for embedding secret data. Celik et al. [9] improved Fridrich et al.”s scheme and proposed the generalized-
LSB (G-LSB) scheme by compressing the quantization residuals of pixels to obtain extra space for embedding a
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message. In the above two schemes, the payload capacity is highly related to the compressed results. Tian [5] used a
technique of expanding the difference between two neighboring pixels to find redundant space for embedding a
message. In his scheme, a large location map is required to determine whether a pair of pixels embeds a message.
Alattar [6] used the difference expansion of a vector to obtain more embedding space. The pixel-value differencing
(PVD) method proposed by Wu and Tsai [7] can successfully provide both high embedding capacity and outstanding
imperceptibility for the stego-image.Wang and Huang[8] modify the basic PVD method and suggest that the remainder
of the two consecutive pixels can be computed by using the modulus operation, and then secret data can be embedded
into the two pixels by modifying their remainder.Mandal and Das[14] proposed an approach in which PVD method is
used and check whether the pixel value exceeds the range on embedding. Positions where the pixel exceeds boundary
has been marked and a delicate handle is used to keep the value within the range.Exploiting Tian's scheme of
difference expansion, Chang and Lu [10] calculated the difference between a pixel and the mean value of its
neighboring pixels to embed a message. Although the hiding ability was improved, a large location map was still
required in both Alattar’s and Chang and Lus schemes. Ni et al. [11] proposed a novel reversible data hiding algorithm
based on shifting an image histogram. The maximum point of the histogram is selected to embed a message. When
embedding a message into the image, the pixel value at the maximum point is altered by 1 or left unchanged if the
message bit is “1” or “0”, respectively. However, few images contain a large number of pixels with equal pixel values,
so the embedding capacity of Ni et al.”s algorithm is small. Chih-Chiang Lee and Yen-Ping Chu[13] proposed a scheme
which is built upon is block-based centralized difference expansion. In the proposed scheme, the original cover image is
partitioned into a series of non-overlapping blocks, and the payload of each block depends on its block size and the
image complexity. A new method is employed to compute the image complexity of each image block, and all the
blocks are classified into four levels according to their block complexity values, and finally different amounts of data
are assigned to image blocks at different complexity levels.Ching-Chiuan Lin and Nien-Lin Hsueh[12] proposed a
novel steganographic scheme based on three-pixel block differences in which it embeds a message into a cover image
using the two differences between the first and the second pixel as well as between the second and the third pixel in a
three-pixel block and in the cover image, an absolute difference between a pair of pixels is selected to embed the
message if the number of pixel pairs with the difference in the image is the largest. To embed a bit “1” or “0”, the
selected difference is increased by 1 or left unchanged, respectively.However this scheme does not provide high
payload capacity of image and the qulity of stego image is not good enough.

In this paper we modify and enhance Ching-Chiuan Lin and Nien-Lin Hsueh's algorithm where data hiding
take place on the basis of taking difference between three pixel to only one direction,we considered multi directional
edges and effectively adopted to design the scheme of multi directional block based PVD. Also, to reduce the quality
distortion of the stego-image brought from setting larger embedding capacity, an optimal approach of selecting the
reference point and adaptive rules are presented.This can maintain the stego-image at an acceptable and satisfied
quality. The rest of this paper is organized as follows. Section 2 reviews the PVD method and Ching-Chiuan Lin , Nien-
Lin Hsueh's method. In Section 3, the proposed construction scheme is presented. Experimental results are illustrated
and discussed in Section 4, prior to Conclusions in Section 5.

II(A) Review Of The Ching-Chiuan Lin and Nien-Lin Hsueh's method

In this scheme, a three-pixel block in an image contains two absolute differences—the difference between pixels one
and two, and the difference between pixels two and three. Such a difference is called block difference. For
simplicity,difference and block difference are interchangeable.

An image is divided into non-overlapping three-pixel blocks, where the maximum and minimum allowable
pixel values are 255 and 0, respectively. Let g(d) be the number of pixel pairs with absolute difference equal to d,
where 0< d < 253 and pixel pairs in the block which contains a pixel value equal to 0 or 255 are not considered when
calculating g(d). Before embedding a message, the proposed scheme selects a pair of differences M and m such that
g(M)>g(M) and g(m) < g(m_) for all 0< M, m_<253. Let (biy, bi,, bi,) denote a block i with pixel values equal to bi0,
bil, and bi2, and max(bi, bi;, bi,) and min(bi,, bi;, bi,) denote the maximum and minimum pixel values in the block,
respectively. First, blocks satisfying the following two conditions are selected:
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(1) 1 < biy, bi;, bi,<254;
(2) min(biy, bi;, bi)=1 or max(biy, bi;, bi,)=254. For each selected block i, the sender performs the following actions:
(1) increase dig by 1 if M + 1< dig< m — 1, and increase
dil by 1 if M + 1<di\<m — 1, where diy = |biy — bi,| and
din=lbii—bi2l;
2) embed a message into block i if dio=M or dii=M; (3) after performing actions (1) and (2), record the index of block i
as overhead information if min(bio, bi1, bi2)=0 or max(bio, bi1, bi2) = 255.
For example, if M = 1 and m = 20, then blocks (2, 1, 2),
(253, 254, 240), and (246, 243, 254) are selected in this step. The resulting blocks will be: (2, 0, 2) if it embeds two bits
“117, (253, 254, 239) if it embeds a bit “0”, and (246, 242, 254). Note that the results of block (246, 243, 254) are not
determined by the embedded message, since it cannot embed a message. On the other hand, blocks (0, 3, 5) and (3, 4, 6)
are not selected in this step. In this example, the index of resulting block (2, 0, 2) will be recorded as overhead
information.Note that block (2, 0, 2) embeds two bits “11” and only the central pixel is modified by 1. Then, the sender
scans the image again and performs the following actions for each block i with 2< biy, bi;, bi,< 253:
(1) increase diy by 1 if M+1< diy< m—1, and increase di; by 1 ift M + 1< dix<m — 1;
(2) embed the overhead information and the residual message into block i if dip = M or di; = M. In the above example,
block (3, 4, 6) will become (3, 4, 7) if it embeds a bit “0”. Obviously, the resulting blocks (2, 0, 2), (253, 254, 239), and
(246, 242, 254) are not considered.

Given M and m, for each block i with 1< biy, bi;, biy< 254, the receiver performs the following actions:
(1) extract the overhead information or a message if dip € {M,M + 1} or dil € {M,M +1}; (2) decrease diy by 1 if M
+2< diy<m, and decrease dil by 1 if M + 2< di;<m. Then, the receiver extracts the remaining message and recovers
original blocks from the blocks with block indexes recorded in the overhead information extracted in the above
extraction process.

II(B) Review Of The Pvd Method

In the original PVD method [7], a gray-valued cover image is partitioned into non-overlapping blocks
composed with two consecutive pixels, p; and p;,;. From each block, a difference value d; can be calculated by
subtracting p; from p;,;. The set of all difference values ought to range from —255 to 255. Therefore, d; ranges from O to
255. Thus, the block with a small value d; locates in the smooth area, whereas a block with a large value d; is considered
as a block with sharp edges. According to the properties of human vision, eyes can tolerate more changes in sharp-edge
blocks than in smooth blocks. That is, more data can be embedded into the edge areas than into smooth areas.
Therefore, in the PVD method, the first step is to design a range table with n contiguous ranges ( R, where k=1, 2,...,n
) and the table range is from 0 to 255. The lower and upper boundary of R, are denoted by [, and ux, respectively, then

Ry E[lk” uk].The width wy of R, is calculated by w; = u; — [, +1 and w; decides how many bits can be hidden in two
consecutive pixels. Since R, is designed as a variable, the original range table is required to extract the embedded secret
data based on the consideration of security.

The embedding algorithm is described as follows:

1.Calculate the difference value d; between two consecutive pixels p; and p;,; for each block in the cover image. The
value is given by d;- pi1. pi.

2.Using |dil to locate a suitable Ry in the designed range table, that is to compute j=min(ui-|d;l)where uy >Id;l for all
1<k<n.Then R; is the located range.

3.Compute the amount of secret data bits 7 that can be embedded in each pajr of two consecutive pixels by R; The value
t can be estimated from the width w; of R; this can be defined by t= l logyw;l.
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4. Read t bits from the binary secret data and transform the bit sequence into a decimal value b . For instance, if bit
sequence=110, then the converted value b =6 .

5. Calculate the new difference value d;” given by di" =/; + b if d>0 and d/' = — (/; + b),if d; < 0 to replace the original
difference d; .

6. Modify the valpes of p; and p;,; by the following formula:
(pi, pis1” )=(pi - m/ZJ, pi+1+[Dm/2 )

Where m=d; -d;.Until now, to embed the secret data into the pixel pair ( p;" pis;" ) is done by changing the values of p;
and Pi+1-

Repeat Step 1-6 until all secret data are embedded into the cover image, then the stego-image is
obtained. During the phase of secret extraction, the original designed range table is required. In the beginning, the same
method in the embedding phase is used to partition the stego-image into pixel pairs (blocks). Then the difference value
d;" for each pair of two consecutive pixels p’; and p’i,; in the stego-image is calculated. Next, is used to locate the
suitable R; in Step 2 during the d;"'embedding phase. Therefore, b" is obtained by subtracting /; from d;” If the stego
image is not alterjtd, b" is equal to b . Finally, b" is transformed from a decimal value into a binary sequence with ¢ bits,
where t= L log,w;l.

III. THE PROPOSED METHOD

In the Ching-Chiuan Lin and Nien-Lin Hsueh's method three horizontal and consecutive pixels can only represent a
vertical edge, but the edge can have different directions. This motivates us to improve the method based on three-pixel
block differences by considering three directions.

A. The Block Creation procedure

Normally, the edges in an image are roughly classified into vertical, horizontal, and two kinds of diagonal directions.
Motivated from the classical PVD method and one proposed by Ching-Chiuan Lin and Nien-Lin Hsueh, using pixel
pairs on one directional edge can work efficiently for information hiding. This should accomplish more efficiency while
considering four directions from four two-pixel pairs. This can be implemented by dividing the image into 2x2 blocks
and one example block is shown in Fig. 1. However, since the changing of pixel values for the fourth pixel pair affects
the first and the second pairs, the fourth pair is useless and has to be discarded. Therefore, we propose that three pairs
are used to embed the secret data. Before introducing the proposed algorithm, the block creation procedure is to
partition the cover image into non-overlapping 2x2 blocks with 4 pixels.

$ 1st Pixel Pair *

Piyy Py
- W\

3rd Pixel Pair —\
"y

4th Pixel Pair
= (Discarded)

r 2nd Pixel Pair 1

p(:r.}'+1)‘ p(x+1.;-+1)
-_-_-_-—-—-___

Figurel.An example of four pixel pairs.
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B.The Multidirectional Block Based Pixel Value Differencing Scheme

As shown in Fig.1 each 2x2 block includes four pixels of piy) Pty ) Pexy+1) a0d Pxe1y+1) Where x and y are
the pixel location in the image. Let p(x y be the starting point, then three pixel pairs can be found by grouping pcx. y
with the right, the lower, and the lower right neighboring pixels. Those three pairs are named by P, , P;, and P, where
Po—( Pixy). Poxely s Pi=( Pixy), Poxy+1)) and P2_( Pixy) Pixely+1)) TESPeCtively.

When using the proposed Multidirectional Block Based Pixel Value Differencing Scheme to
embed the secret data, each pair has it's modified P;'and a new difference value d/for i = 0,1,2 . Here, the detailed
embedding algorithm is left to be described in Section 3.D. Now, the new pixel values in each pair are different from
their original ones. That is, we have three different values for the starting point py named pg (y), P1 xy) and P2 xy)
from P, , P;, and P, , respectively. However, only one value for p; , ,, can exist after finishing the embedding
procedures. Therefore, one of p’ix.y) is selected as the reference point to offset the other two pixel values. That is, two
pixel values of one pair are used to adjust the other two pairs and construct a new 2x2 block. Suppose that the reference
point is p; .,y ~, then the other two difference values, dy’and d,, can be proven unchanged after the adjustment given
by

doxy) =P oexrLy) — P oy
=P oLy ~P oy T (Picy =P 1xy)
=(P oxs+ly) — P O(X,y)) —(P oy — P 1txy)

doxy) =P 20ckly+l) = P 200y
=P oty ~ P2y (P isy =P iy
=(P 2ttty = P 1xy) —(P 260 = P 1xy)
Note that the embedded secret data are unaffected because of those three difference values are unaltered

C.Optimal Selection Rules for the Reference Point

Selecting different reference points results in varied Distort on to the stego-image. Here, we propose an
optimal selection approach to achieve minimum Mean- Square-Error (MSE). Suppose that m; =d/'— d; , d; and d’; are the
difference values of pixel pair i before and after embedding procedures. The rules that can exactly determine one
optimal reference pair without really estimating MSE are introduced as follows.

1) If all values of mi are great than 1 or smaller than -1,
the optimal pixel pair ioprimal is the pair with the greatest Iml . For example, if m;_{- 8, - 4, - 3}, i €{0,1, 2}, then ioprima

=0.

2) If all mihave the same sign and only one m; €{0,1, -1}, then the optimal pixel pair iopima is selected from the other
two pairs with the smallest m . For example, if, m; ={4,3,1} i€{0,1, 2}, then ioptimar =1.

3) If only one m; has a different sign from the other two pairs, the optimal pixel pair iopima is selected from the other
two pairs with the smallest m . For example, if m; ={7, - 4,3}, i €{0,1, 2} , then ioprimar=2.

4) If only one m; €{0,1, -1} and the other two m; has different signs, the optimal pixel pair iopimas is the pair with m;
€{0,1, -1}. For example,if m; = {0, -4, 2},i€{0,1, 2} , then ioprima=0.

5) If there exists more than one pair with m; €{0,1, -1}, the optimal pixel pair iopima can be selected as any one pair
with m; €{0,1, -1}. For example, if m; ={4,0,0}, i €{0,1, 2} then ioprima=1 or 2.
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By those selection rules described above, we can skip the calculation steps of MSE estimation to
obtain the optimal reference pairs. Thus, the total computational complexity can be greatly reduced.

D. The Embedding Algorithm

The details of data hiding steps are described as follows.
1) Calculate four difference values dixy for four pixel pairs in each block given by

doxy=Px+1y) = Pexy
dixy=Pxy+1) - Py
Aoy =Pxstyen) = Py
d3xy)=Pexstye1) = Pocyen)

2) Using ldiwyl (i =0,...,3) to locate a suitable R« in the designed range table, that is to compute j=min,(uy.j-Id; )
where uy,j >Id; )| for all 1<k <n. Then the located range can be represented by R ;..

3) Compute the amount of secret data bits 7 that can be em?edded in each pair by R;;. The value 7 can be estimated
from the width w;; of R ;, this can be defined by = Llog,w ;;

4) Read t;bits from the binary secret data and transform the bit sequence into a decimal value b ;.

5) Calculate the new difference value d ., given by d'i =l;j+ bi if dixy) 20 or &'; =-(ljj+ bi ) if dj ) <0 to replace the
original difference d ix .

6) Modify the values of pr.and p.+1 by the following formula:

(pn\’ pn+l\) = (pn' [ m/2 ]’ Pn+1+lm/2j)

where p, and p,,; represent two pixels in P;and m=d,' — d, .Until now, to embed the secret data into the pixel pair (p, ,
Pns1 ) is done by changing the values of p ,and p,,;.

7)Using the selection rules to choose the optimal reference point p’;,) with minimum MSE, then this selected point is
used to offset the other two pixel pairs.

8) Now, the new block constructed from all pixel pairs and embedded with secret data is generated.

E. The Extraction Algorithm

To retrieve the embedded secret data from the stegoimage,the extraction algorithm is described in the following steps.
1) Partition the stego-image into 2x2 pixel blocks, and the partition order is the same as that in the embedding stage.
2) Calculate the difference values d;" ) separately for each block in the stego-image given by

@ oy =Pixs1y) - Py

416y @ Py - Py

d 2y =Pix1y+1) - Prxy)
d\3(x,y)=P(x+1,y+1) - P(x,y+1)
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3) Id%ixy)l s used to locate the suitable R , ; as introduced in Step 2 of the embedding phase. At the same time, the
amount of embedding bits 7/, where fi= Llog, w,] is obtained.

4) After R ; ;is located, [ ;;is subtracted from the selected Id*y )| and b°; is obtained. If the stego- image is not altered,
is equal to bi. Finally,b"; is converted from a decimal value into a binary sequence with ¢ bits where #i = Llog, w, 1 . Note
that the ¢ ; bit stream is only one part of the secret data before embedding.

IV. EXPERIMENTAL RESULTS

To demonstrate the accomplished performance of our proposed approach in capacity and security for hiding secret data
in the stego-image, In our experiments, eight gray cover images ““Lena™ ,"*Peppers ™ “Boat™, “Airplane”,”Baboon™",
”Tank”, ”Couple” and “Elaine”, were used, each with size 512 x512 to compare the proposed approach with the

existing methods.
A. Capacity and PSNR

The secret binary data taken from the whole text of abstract part of this papers which is aproximately 1,271 bytes. We

set the designed range table with the width in the set of Wk={8,8,16,32,64,128}.The size of all cover images is
512x512 . Here, PSNR value is utilized to evaluate the invisibility of the stego-images.Table-I shows the experimental
results of perfomance of the proposed method that demonstrate the proposed method enhances the data payload
capacity of the images. To compare the proposed approach with the existing methods, Table II lists the experimental
results after the secret data is embedded using those four approaches including proposed method.The hiding capacity
(in bytes) and PSNR values achieved by the proposed scheme and the existing methods for seven images are shown.
The listed values are the average results after embedding 100 randomly generated bit-sequences into the cover
images.The results shows that the proposed approach can provide a higher performance in increasing the data payload
capacity of the stego-images and maintaining the imperceptible quality simultaneously.

(d)

(e) ) (8) (h)
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Figure.2 Test images(PNG Format 512x512 Gray images): (a)Lena; (b)[Barbara; (c)Baboon; (d)Airplane; (e) Jet; and (f)Boat (g)
Fingerprint(h)Peppers

TABLE I THE PERFORMANCE OF THE PROPOSED SCHEME

Cover Images Proposed Maximum Payload Capacity Proposed PSNR
(PNG Format 512x512 Gray Images) | (Bytes) (Bits) (dB)
Lena 76752 614016 52.4680
Baboon 91162 729296 35.3958
Barbara 83482 667856 42.6078
Boat 78906 631248 48.4662
Fingerprint 87649 701192 42.2944
Peppers 76693 613544 44.0080
Jet 77360 618880 58.6374
Airplane 74859 598872 53.7423

TABLE II COMPARISON OF DATA PAYLOAD CAPACITY FOR THE PROPOSED METHOD AND EXISTING METHODS

Maximum Payload Capacity(Bytes)
Cover Images
Existing Methods
Three-pixel block differences Centralized Proposed Method
(512x512 Gray PNG Images) PVD difference expansion
Method
Method

Lena 50960 64247 35919 76752"
Peppers 50685 71856 (data not available) 76693
Baboon 56291 42413 16013 91162°

Jet 51243 (data not available) (data not available) 77360"
Barbara (data not available) (data not available) 24461 78906
Boat (data not available) (data not available) 33156 78906
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Airplane (data not available) 73172 37601 74859"

TABLE III
COMPARISON OF PSNR FOR PROPOSED METHOD WITH THREE PIXEL BLOCK DIFFERENCE METHOD

Cover images PSNR(in dB)
(512x512 Gray PNG Images) | Hidden Data Size (in Bytes) T"ree'Pixell\;’:gf(')‘ddiffere“ceS Proposed Method
Lena 64247 20.8 29.9221°
Peppers 71856 20.8 29.1644"
Boat 66912 20.3 26.6920"
Airplane 73172 21.0 31.2619"

V. CONCLUSION

Using multidirectional edges we can hide more secret data into the cover image than the PVD and Ching-
Chiuan Lin and Nien-Lin Hsueh's method. Since our human vision is sensitive to slight changes in the smooth regions,
while it can tolerate more severe changes in the edge regions, in proposed method more secret data is embedded in
those busy regions.Also, we have presented an optimal selection approach for the reference point to reduce the quality
distortion of the stego-image. This approach can be apply to gray as well as colored image also.Experimental results
demonstrate that the secret data embedded in the stego image is imperceptible for human vision while compared with
the cover image.Furthermore, the proposed approach can achieve superior embedding capacity than the existing
methods, from the experimental results.Also, the extraction of the embedded secret data can work correctly from stego-
images without the need of original cover images. This has shown multiple merits of the proposed technique for data
hiding.
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