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ABSTRACT: The cloud computing stage gives populace the chance for sharing information resources and services
along with the people through internet. In the cloud computing system, both application software and databases are
moved to the large data centres, where the data should not be secure in the hands of providers. IT organizations have
expressed concerns about the various security aspects that exist with the widespread implementation of cloud
computing. These types of concerns originate from the fact that data is stored remotely from the customer's location.
From the consumers’ perspective, cloud computing security concerns, especially data security and privacy protection
issues, remain the primary inhibitor for adoption of cloud computing services. This paper describes an enhancement for
the already existing data security model in cloud environment. The proposed data security model provides user
authentication and data protection. This makes certain secure communication system and hiding information from
others. In this model message digest based file encryption system and secure public-key encryption system using RSA
for exchanging data is included. This model also includes onetime password (OTP) system for user authentication
process. This structure can be easily applied with all cloud computing layers, e.g. PaaS, SaaS and IaaS.
KEYWORDS: Cloud computing; Security architecture; AES; MD5 Hashing; RSA; One-time Password (OTP).
I.

INTRODUCTION

Cloud computing is one the most developing conception for both the developers and the users. Therefore in recent
days providing security has become a major challenging issue in cloud computing. In the cloud environment, resources
are shared among all of the servers, users and individuals. As a result files or data stored in the cloud become open to
all. Therefore, data or files of an individual can be handled by all other users of the cloud. [2, 3] Thus the data or files
become more vulnerable to attack. As a result it is very easy for an intruder to access, misuse and destroy the original
form of data. An intruder can also interrupt the communication. Besides, cloud service providers provide different types
of applications which are of very critical nature. Hence, it is extremely essential for the cloud to be secure [4]. Another
problem with the cloud system is that an individual may not have control over the place where the data needed to be
stored. A cloud user has to use the resource allocation and scheduling, provided by the cloud service provider..
In this paper we have proposed new security architecture for cloud computing platform. In this model high ranked
security algorithms are used for giving secured communication process. Here files are encrypted with AES algorithm in
which keys are generated randomly by the system. In our proposed model distributive server concept is used, thus
ensuring higher security. This model also helps to solve main security issues like malicious intruders, hacking, etc. in
cloud computing platform. The RSA algorithm is used for secured communication between the users and the servers.
This paper is formatted in the following way: - section II describes related work of this paper work, section III
describes proposed architecture and its working steps, section IV describes the experimental environment, results in
different aspects and advantages of the proposed model, and section V describes the future aspects related to this paper
work.
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II. RELATED WORK
Numerous research on security in cloud computing has already been proposed and done in recent times.
Identification based cloud computing security model have been worked out by different researchers [12]. But only
identifying the actual user does not all the time prevent data hacking or data intruding in the database of cloud
environment. Yao’s Garbled Circuit is used for secure data saving in cloud servers [13, 14]. It is also an identification
based work. AES based file encryption system is used in some of these models [15, 16]. But these models keep both the
encryption key and encrypted file in one database server. Only one successful malicious attack in the server may open
the whole information files to the hacker, which is not desirable. Some other models and secured architectures are
proposed for ensuring security in cloud computing environment [17, 18]. Although these models ensures secured
communication between users and servers, but they do not encrypt the loaded information. For best security ensuring
process, the uploaded information needs to be encrypted so that none can know about the information and its location.
Recently some other secured models for cloud computing environment are also being researched [19, 20]. But, these
models also fail to ensure all criteria of cloud computing security issues [21].
II.

PROPOSED MODEL

In our proposed model we have worked with the following security algorithms:

RSA algorithm for secured communication [22, 23]



AES for Secured file encryption [24, 25, 26]



MD5 hashing for cover the tables from user [27]



One time password for authentication [28, 29].

At present ensuring security in cloud computing platform has become one of the most significant concerns for the
researchers. We have undertaken these problems in our research, to provide some solution correlated with security. We
have proposed the following security model for cloud computing data storage shown in Figure 1. In this model, all the
users irrespective of new or existing member, needs to pass through a secured channel which is connected to the main
system computer. System server computer has relation with other data storage system. The data storage system can be
servers or only storage devices. Here, each of the data storage devices can be thought as one or more servers in number.

Secure Connection

Figure 1.Proposed Security Model
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Fig.2 Proposed cloud data security model
In the proposed security model one time password has been used for authenticating the user. The password is used to
keep the user account secure and secret from the unauthorized user. But the user defined password can be
compromised. To overcome this difficulty one time password is used in the proposed security model. Thus whenever a
user login in the system, he/she will be provided with a new password for using it in the next login.

Figure3. Proposed Security Model/ Structure
IV. EXPERIMENTAL RESULTS
In the lab we have worked with about 100 users and also with their files for studying and prove the efficiency of the
proposed model. We have tried to find out different execution results which helped us to demonstrate our model with
better result. Different conditions and positions were observed during the working and execution time of this proposed
model.
A. Lab Setup
Platform: Visual Studio 2010 (asp.net)
Processor: Core 2 Duo (2.93 GHz),
RAM: 2 GB
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In this environment, the whole model took average of 5 seconds for executing all the steps. This hardware
configuration takes highest 2 seconds to encrypt about a 10 KB file. This model is fast enough and can be applied to
current cloud computing environments.
RSA is a public key algorithm invented in 1977 by 3 scientists Ron Rivest, Adi Shamir, Leonard Adleman (RSA).
IPSEC/IKE: IP Data Security
TLS/SSL: Transport Layer Security
PGP: Email Security
SSH: Terminal Connection Security
SILC: Conferencing Service Security
Algorithm Steps of Authentication and Security Implementation
Step 1: Key Generation
Declare e as encryption exponent and d as decryption exponent.
p, q ← Integer numbers.
n←Modulus for keys.
Ø (n) ← Euler’s Totient.
e ←Public key exponent.
Step 2: Compute Values
Choose two distinct large prime numbers p &q (Random prime no generation algorithm).
Compute n=p*q
Compute Ø(n)=(p-1)(q-1).
Choose e such that 1<e< Ø(n)
Compute d*e=1
Public key is (n, e), private key is (n, d)
Step 3: Digital Signing
Sender A create message digest of information using hash function (MD5).
Hash Function
Declare character, str’ of unsigned long type.
Declare & initialize hash of unsigned integer type.
Unsigned int hash=0 int q. While (q = str + 1) Hash=hash + q.
Represent this digest as integer m& it is having value between 0 to n-1.
Uses private key (n, d) to compute the signature S=mD mod n
Send signature S to the recipients.
Step 4: Encryption
Sender A obtain receiver B’s public key (n, e).
Plaintext message as integer m
Compute cipher text c=me mod n
Sends this message (cipher text) to B
Step 5: Decryption
Uses his private key (n, d) to compute m=cd mod n
Extract plain text.
Step 6:
Signature Verification
Receiver uses senders public key (n,e) to compute V=Se mod n
Extract message digest from integer V
III.

OTP (ONE TIME PASSWORD)

A onetime password (OTP) is generated without connecting the client to the server [3]. The mobile phone will act as a
token and use certain factors unique to it among other factors to generate a one-time password locally. The server will
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have all the required factors including the ones unique to each mobile phone in order to generate the same password at
the server side and compare it to the password submitted by the client. The client may submit the password online or
through a device such as an ATM machine. Therefore, it’s very important to develop a secure OTP generating
algorithm. Several factors can be used by the OTP algorithm to generate a difficult-to-guess password. Users seem to
be willing to use simple factors such as their mobile number and a PIN for services such as authorizing mobile
micropayments [3].
IV.

PERFORMANCE EVALUATION

Models for delivering information technology services in which resources are retrieved from the internet through web
based tools and applications, rather than a direct connection to a server. Initially, the access to the cloud was not secure
because credentials such as username and password were required to access. Any invalid user tries to make login to the
system using other’s account then he is able to access the data [14]. Security policies like 3 dimensional framework
enables to categorize data into different security levels. Digital signature is very strong authentication scheme for
verifying that only valid user who is liable to access can access the file. RSA is strongest public key encryption
algorithm used over the internet now a day. RSA is one of the algorithms having asymmetric key encryption policy.
Any invalid user accessing encrypted data then it is hard to interpret [10]. Security of cloud is enhanced by using 3
Dimensional Framework, Digital Signature, RSA Encryption Algorithm and Two Factor Authentication Schemes

V.

CONCLUSION

Cloud computing has bright prospects both for business and researchers certain challenging issues including security,
performance, reliability, scalability, interoperability, virtualization etc. needs to be addressed carefully. We describe the
security issues related to the cloud computing; help to better understand the protocols and the principles behind it thus
make better integrity and authentication. In this paper we have projected a novel security formation for cloud
computing environment which comprises AES, md5, OTP and RSA. The AES is used for file encryption system, RSA
system is used for secure communication, Onetime password (OTP) is used to authenticate users in cloud environment
and MD5 hashing method is used for hiding information. This model ensures authentication and security for complete
cloud computing system.
In our proposed model we have used RSA encryption system which is deterministic. For this reason, it
becomes brittle in long run process. But the other algorithms like AES, MD5 and OTP makes the model highly secured.
In future we want to work with certifying protected communication system among users and systems and user to user.
In future it can also possible that encryption algorithms will get weak, so we want to work with encryption algorithms
to find out more secure encryption system for secured file information protected system.
REFERENCES
[1]. Yashpal Kadam, “Security Issues in Cloud Computing A Transparent View”, International Journal of Computer Science Emerging Technology,
Vol-2 No 5 October, 2011 , 316-322
[2]. Rohit Bhadauria, Rituparna Chaki, Nabendu Chaki, Sugata Sanyal, “A Survey on Security Issues in Cloud Computing”, 2011
[3]. Mladen A. Vouk, “Cloud Computing – Issues, Research and Implementations”, Journal of Computing and Information Technology - CIT 16,
2008, 4, 235–246
[4]. Ye Hu, Johnny Wong, Gabriel Iszlai, Marin Litoiu, “Resource Provisioning for Cloud Computing”, IBM Canada Ltd., 2009
[5]. Daniele Catteddu, Giles Hogben, “Cloud Computing:- Benefits, risks and recommendations for information security”, November, 2009
[6]. “Cloud Computing: Silver Lining or Storm Ahead?”, Volume 13 Number 2, Spring 2010
[7]. NGONGANG GUY MOLLET, “CLOUD COMPUTING SECURITY” , Thesis Paper, April 11, 2011
[8]. Gunasekar Kumar, Anirudh Chelikani, “Analysis of security issues in cloud based e-learning”, Master’s thesis, 2011
[9]. Jiyi Wu, Qianli Shen, Tong Wang, Ji Zhu, Jianlin Zhang “Recent Advances in Cloud Security”, JOURNAL OF COMPUTERS, VOL. 6, NO.
10, OCTOBER 2011
[10]. Ahmad-Reza Sadeghi, Thomas Schneider, and Marcel Winandy, “Token - Based Cloud Computing Secure Outsourcing of Data and Arbitrary
Computations with Lower Latency”, TRUST 2010, LNCS6101, pp . 417–429, 2010.
[11]. Trusted Computing Group, “Solving the Data Security Dilemma with Self-Encrypting Drives”, May 2010
[12]. Hongwei Li, Yuanshun Dai, Ling Tian and Haomiao Yang, “Identity-Based Authentication for Cloud Computing”, CloudCom 2009, LNCS
5931, pp. 157–166, 2009

Copyright to IJIRCCE

www.ijircce.com

6701

ISSN(Online): 2320-9801
ISSN (Print): 2320-9798

International Journal of Innovative Research in Computer
and Communication Engineering
(An ISO 3297: 2007 Certified Organization)

Vol. 2, Issue 11, November 2014
[13]. Sven Bugiel, Stefan Nurnberger, Ahmad-Reza Sadeghi, Thomas Schneider, “Twin Clouds: Secure Cloud Computing with Low Latency”,
CASED, Germany, 2011
[14]. Sven Bugiel, Stefan Nurnberger, Ahmad-Reza Sadeghi, Thomas Schneider, “Twin Clouds: Secure Cloud Computing with Low Latency”Extended Abstract, CASED, Germany, 2011
[15]. Luis M. Vaquero, Luis Rodero-Merino, Daniel Morán, “Locking the sky: a survey on IaaS cloud security”, Computing (2011) 91:93–118
[16]. Yang Tang, Patrick P. C. Lee, John C. S. Lui, and Radia Perlman, “FADE: Secure Overlay Cloud Storage with File Assured Deletion”, 2010
[17]. Thuy D. Nguyen, Mark A. Gondree, David J. Shifflett, Jean Khosalim, Timothy E. Levin, Cynthia E. Irvine, “A Cloud-Oriented Cross-Domain
Security Architecture”, The 2010 Military Communications Conference, U.S. Govt.
[18]. Cong Wang, Qian Wang, and Kui Ren, Wenjing Lou, “Ensuring Data Storage Security in Cloud Computing”, US National Science Foundation
under grant CNS-0831963, CNS-0626601, CNS-0716306, and CNS-0831628, 2009
[19]. Vaibhav Khadilkar, Anuj Gupta, Murat Kantarcioglu, Latifur Khan, Bhavani Thuraisingham, “Secure Data Storage and Retrieval in the Cloud”,
University of Texas, 2011
[20]. John Harauz, Lori M. Kaufman, Bruce Potter, “data Security in the World of Cloud Computing”, The IEEE Computer SOCIETIES, August,
2009
[21]. Kevin Hamlen, Murat Kantarcioglu, Latifur Khan, Bhavani Thuraisingham, “Security Issues for cloud computing”, International Journal of
Information Security and Privacy, 4(2), 39-51, April-June 2010
[22]. R.L. Rivest, A. Shamir, and L. Adleman, “A Method for Obtaining Digital Signatures and Public-Key Cryptosystems”, Laboratory for
Computer Science, Massachusetts Institute of Technology, Cam-bridge, November, 1977
[23]. Burt Kaliski, The Mathematics of the RSA Public-Key Cryptosystem, RSA Laboratories
[24]. Joan Daemen, Vincent Rijmen, “AES Proposal: Rijndael”, 1999
[25]. Joan Daemen, Vincent Rijmen, “Announcing the ADVANCED ENCRYPTION STANDARD (AES)”, Federal Information Processing
Standards Publication 197, November 26, 2001
[26]. Joshua Holden, Mohammad Musa, Edward Schaefer, and Stephen Wedig, “A Simplified AES Algorithm”, January 2010
[27]. Ronald Rivest, “MD5 Message-Digest Algorithm”, rfc 1321, April 1992
[28]. Neil M.Haller, “THE S/KEY ONE-TIME PASSWORD SYSTEM”, 1993
[29]. Neil Haller, “A One-Time Password System”, October 23, 1995
[30]. “Securing Data at Rest: Developing a Database Encryption Strategy”- A White Paper for Developers, e-Business Managers and IT
[31]. Ulf T. Mattsson, “Database Encryption - How to Balance Security with Performance”, 2004

Copyright to IJIRCCE

www.ijircce.com

6702

