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Abstract: Mobile agents are considered a very interesting technology to develop applications for mobile, pervasive, and distributed computing.
Thus, they present a combination of unique features, such as their autonomy and capability to move to remote computers to process data there
and save remote communications. Many mobile agent platforms have been developed since the late nineties. While some of them have been
outdated, others continue releasing new versions that fix bugs detected or offer new interesting features. Moreover, other new platforms have
appeared in the last few years. So, a common problem when one wants to benefit from mobile agent technology to develop distributed
applications is the decision about which platform to use. In this research paper, we provide an up-to-date evaluation of existing Mobile Agent

platforms.
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INTRODUCTION

In the past few years there has been an growth of interest in
mobile agent technology and several platforms have been
developed. Some of them have only been used for research
purposes while others have been deployed as commercial
products. The society is now looking for applications where
these platforms can be effectively used. Some comparisons
about the functionality of some mobile agent systems have
been presented in this research paper

A Mobile Agent is an emerging technology that is gaining
momentum in the field of distributed computing. The use of
mobile agents can bring some interesting advantages when
compared with traditional client/server solutions, it can
reduce the traffic in the network, it can provide more
scalability, it allows the use of disconnected computing and
it provides more flexibility in the development and
maintenance of the applications. In the latest years, several
commercial implementations of mobile agent systems have
been presented in the market

DEFINITION OF MOBILE AGENTS

a. The IBM Agent "Intelligent agents are software
entities that carry out some set of operations on
behalf of a user or another program with some degree
of independence or autonomy, and in so doing,
employ some knowledge or representation of the
user's goals or desires

b. The Maes Agent [Maes 1995 page 108]
“Autonomous agents are computational systems that
inhabit some complex dynamic environment, sense
and act autonomously in this environment, and by
doing so realize a set of goals or tasks for which they
are designed.”

c. General Definition of an Agent: "an abstract or
physical autonomous entity which performs a given
task using information gleaned from its environment
to act in a suitable manner so as to complete the task
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successfully. The agent should be able to adapt itself
based on changes occurring in its environment, so
that a change in circumstances will still yield the
intended result."

d. An agent can also be described as an active object
with the ability to perceive, to reason and to act.
Moreover, we assume that agents possess their own
knowledge and can communicate with each other.

e. This concept of agents can be extended to the
concept of intelligent agents, which have the
following additional properties.  Autonomy: An
agent does not depend on the actions of an external
entity (human or other). It can act in an autonomous
way and has the control of its behavior, its state and
its actions. Mobility: An agent can move and decide
to join or not a system or an exchange platform. Pro-
activity: An agent is able to make decisions and to
take initiatives. It works towards personal goals, has
its own behavior depending on its individual
objectives. It can achieve complex actions, which can
be divided into sub-tasks organized according to its
behavior. Sociability: Agents can interact and
communicate with others. Reactivity: An agent has
it's own view of the world and it can react to the
changes in the environment. Temporal continuity:
Agents are continuously running processes.

AGENT CLASSIFICATIONS

JADE:

Java Agent Development Framework is developed by
Telecom lItalia Lab since July 1998, was released as open
source in February 2000 (last wversion: JADE 3.4.1,
November 2006). It is a very popular FIPA-compliant agent
platform. An agent is composed of different concurrent (and
non-preemptive) behaviors, which can be added
dynamically. Among the benefits, we could indicate that
there is a wide variety of tools provided (e.g., for remote
management and monitoring of agents, and to track
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interchanged messages) and it can be integrated with
different software such as Jessl. The JADE built-in Agent
Mobility Service supports mobility among containers within
the same JADE platform (similar to the idea of region in
Grasshopper and SPRINGS), and researchers at the
Autonomous University of Barcelona provide an Inter-
Platform Mobility Service Proxies do not exist; instead, an
agent searches the current location of its target by querying
the AMS (Agent Management System), according to the
FIPA specifications.

AGENT TCL / D’AGENTS:

Agent TCL also called as D’Agents is a mobile agent
system created at Dartmouth College to address the
weaknesses of existing mobile agent systems, such as
insufficient security mechanisms, support for only specific
and complex languages, difficult or nonexistent
communication between agents, and inadequate migration
facilities. The architecture of Agent TCL is based on the
server model of Telescript and supports a modified version
of the Tool Command Language (TCL) as its high-level
scripting language implementation (support for Java and
Scheme is being added in D’ Agents).

There are two types of agents: those that move from
machine to machine-accessing resources, and those that
remain on the machine. Security in Agent TCL is provided
in various capacities. To protect migrating agents and to
provide authentication (e.g., to verify the identity of an
agent’s owner). Agent TCL uses Pretty Good Privacy (PGP)
for its digital signatures and encryption. To protect
resources, a resource manager assigns each agent a set of
access permissions. So, when an agent tries to access a
resource, the request is sent to the resource manager that
checks the agent’s access permissions with the resource. If
the agent does not have the proper permission, it is denied
access to the resource. To prevent agents from performing
malicious acts, each interpreter is extended to include a
security module that prevents such acts. Agent TCL has
been used in both information-management and information
retrieval applications.

TRYLLIAN:

Tryllian is developed by the homonym company in 2001
(last version: 3.2.0, released as open source in November
2005), is based on a sensing-reasoning action mechanism. It
allows programmers to define a reactive (based on incoming
messages) and proactive behavior of agents. Tryllian
proposes a task based programming model and
communication among agents is achieved through message
passing and in accordance with the FIPA standard. It also
provides a persistency service. The main disadvantage of
Tryllian is that it does not offer location transparency.
Finally, it does not offer facilities for synchronous
communication or conventional method invocation.

ARA:

Ara is a platform for the portable and secures execution of
mobile agents in heterogeneous networks. Mobile agents in
this sense are programs with the ability to change their host
machine during execution while preserving their internal
state. This enables them to handle interactions locally which
otherwise had to be performed remotely. A mobile agent in
Ara is a programmable to move at its own choice and

© JGRCS 2010, All Rights Reserved

without interfering with its execution, utilizing various
established programming languages and the platform
provides facilities for access to system resources and agent
communication under the characteristic security and
portability requirements for mobile agents in heterogeneous
networks. The application focus of Ara is on weak-
connection/high-volume systems such as wirelessly or
intermittently connected computers, or globally distributed
large databases. Such environments with intrinsic
restrictions regarding the ratio of bandwidth/connectivity vs.
data volume seem particularly well suited for mobile agent
applications. An important area of application for mobile
agents in Ara is in mobile computing. The Ara software
currently runs on various types of UNIX operating systems

IKV++’S GRASSHOPPER:

Grasshopper is a platform developed by GMD Focus and
IKV++. Grasshopper is a mobile agent development and
runtime platform, which is built on top of a distributed
processing environment. It is completely implemented in
Java, based on the Java 2 specification. It has been designed
in conformance with the Object Management Group’s
Mobile Agent System Interoperability Facility (MASIF),
and the platform can, furthermore, be enhanced with an add-
on, which is compliant with the specification of the
Foundation for Intelligent Physical Agents (FIPA).
Grasshopper supports several transport protocols by the use
of an internal ORB: a proprietary protocol based on TCT/IP,
Java RMI, CORBA IIOP, and MAF IIOP. The platform
provides  comprehensive  support  for security,
communication and persistency

CONCORDIA:

Concordia is a full-featured framework developed at
Mitsubishi  Electric  Information Technology Center
America’s (MEITCA) Horizon Systems Laboratory. It
provides for the development and management of network-
efficient mobile agent applications for accessing information
anytime, anywhere, and on both wire-based and wireless
device supporting Java. The applications move around
network machines running Concordia to access services
such as databases and those provided by other agents. At the
highest level, a Concordia system consists of a Java Virtual
Machine (JVM), a Concordia Server running on a machine
in a network, and a mobile agent running in the system. The
component responsible for agent mobility is the Conduit
Server. When an agent wants to initiate its transfer to
another machine, it invokes the methods provided by the
Conduit Server. Concordia’s security model provides
support for two types of protection: protection of agents
from being tampered with, and protection of server
resources from unauthorized access. To protect agents
during transfer, Concordia uses encryption. To protect
resources on each server, Concordia relies on its Security
Manager component to manage resource protection.

MOLE:

Mole is the first Mobile Agent System that has been
developed in the Java language. The first version has been
finished in 1995, and since then Mole has been constantly
improved. Mole provides a stable environment for the
development and usage of mobile agents in the area of
distributed applications. In Mole system, agent model based
on Agents and places. Each Agent’s identifier is created at
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the creating of each agent, which uniquely identifies that
agent globally. There is Strong Migration and Weak
Migration. In Strong Migration, the underlying system
captures the underlying agent’s entire state (execution state
and data) and transfers it together with the code to a new
location where the state of the agent is restored. Week
Migration, which only transfer the data, state of the agent.
The size of the transferred state information can be limited
even more by letting the programmer select the variables
making up the agent state. Mole uses Week Migration
scheme because one of the goals of Mole to run on any
machine having a VM. And a normal java VM doesn’t
support capture of threads, which would have been required
for the Strong Migration scheme.

TACOMA:

An agent in TACOMA is a piece of code that can be
installed and executed on a remote computer. Such an agent
may explicitly migrate to other hosts in the network during
execution. The TACOMA project focuses on operating
system support for agents and how agents can be used to
solve problems traditionally addressed by other distributed
computing paradigms, e.g. the client/server model.

A TACOMA agent executing on one host moves to another
host by using TCP to communicate with TACOMA
software at the destination host. Distributed applications
have already been implemented using TACOMA to gather
and visualize Arctic weather data to provide matching
between service providers and potential clients, to
communicate and interact with users and to manage
software installation in a network.

VOYAGER:

Voyager is purely java agent-enhanced Object Request
Broker (ORB) created by ObjectSpace Company. Goals of
this product to provide programmer to create state of the art
distributed programs quickly and easily while providing a
lot of flexibility and extensibility for the products that are
being created with the voyager system. Voyager supports
RMI, DCOM, and CORBA architecture to provide
stationary client server applications, which makes this
system very flexible. This is a 100% pure java based system.
One of the great advantages of this system is that it supports
both traditional client server architecture and agent-based
architecture.

Voyager system includes a flexible security framework,
lightweight security implementation, support for secure
network communications via SSL adapters, and firewall
tunneling using HTTP or the industry-standard SOCKS
protocol.

AGLETS SDK:

The Aglets Software Developer Kit (ASDK) was developed
at the IBM Research Laboratory in Japan. The first version
was released in 1996. ASDK requires the JDK 1.1 or higher
to be installed. The migration of Aglets is based on a
proprietary Agent Transfer Protocol (ATP). The ASDK run-
time consists of the Aglets server and a visual agent
manager, called Tahiti. There is an additional module of
software, called Fiji, that allows the installation of an Aglets
server on a HTTP-browser. The ASDK provides a modular
structure and an easy-to-use API for the programming of
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Aglets. This platform has extensive support for security and
agent communication and provides an excellent package of
documentation.

TRACY:

Tracy is developed at the University of Jena in Germany
(last version: 1.0.1-52, April 2005), has a plugin-oriented
architecture. Plugins are software components that can be
added dynamically to a running agency (the context where
agents execute), if required, in order to provide high-level
services (e.g., inter-agent communication, migration,
security, etc.). Therefore, Tracy agencies are lightweight (a
service is not loaded if it is not required) and extensible
(new plugins can be developed and added to support new
services). The platform offers several migration strategies
for agents. A key disadvantage of Tracy is that it does not
support remote communications between agents: an agent
must travel to the agency where another agent is running in
order to communicate with it.

SPRINGS:

SPRINGS is developed recently by the Distributed
Information Systems Group at the University of Zaragoza in
Spain, focuses on scalability and reliability in scenarios with
a moderate and high number of mobile agents. The features
of other popular platforms, such as Voyager and
Grasshopper, have inspired its development. Similarly to
other platforms (e.g., Grasshopper and JADE), it proposes a
hierarchical architecture based on regions. It provides full
location transparency: a) for movements (the programmer
does not need to specify network addresses but just the
name of the destination and b) for calls, through the use of
dynamic proxies. Moreover, it attempts to minimize the live
lock problem that can arise when agents move quickly. The
main disadvantage of SPRINGS is perhaps that it does not
support agent communication using the standard FIPA.
Also, it does not provide sophisticated security mechanisms.
Despite it is easy to use, it does not offer any graphical tool
to the user. Finally, as it is a new platform, there is little
documentation available about it.

PIAX:

PIAX (P2P Interactive Agent eXtensions) is an open source
framework that integrates Mobile Agents Paradigm and P2P
structured overlay network. Using P2P and mobile agent
advantages, PIAX allows building a scalable and efficient
federated system in a large-scale distributed environment
where various kinds of data and processes are located in
each device.

SMARD:

Secure Mobile Agent Rapid Development is a development
environment oriented programming of on mobile agents
based applications. Programmers can design, build and
launch mobile agents using a graphical interface. The
developed applications can be run on JADE platforms

FMA:

Float’s Mobile Agent is free mobile agent platforms which
provide phone editing tool allowing users to easily manage
all of the personal data stored in their phones, via a number
of different connections methods. FMA also allows
management of Phonebook (SIM and memory), SMS,
Profiles, and Files stored on the phone



Prakash V. Rajguru et al, Journal of Global Research in Computer Science,2 (11), November 2011, 6-10

SENSORWARE:

Sensorware is an implementation of mobile agent
environment for wireless sensor network. Sensorware
scripting language is based on Tcl , and Scripts can move
their code and data from node to node, autonomously. The
distributed algorithms are realized as control scripts that are
autonomously replicated or migrated in the “proper” sensor.

MAF:

Mobile Agent Framework is based Python research
prototypes which provide a set of primitives to facilitate the
development of distributed mobile agent. MAF should
provide a mechanism to be able to incorporate and integrate
effortlessly with a variety of "foreign agents" written in
other languages such as C and C++.

JAMES:

The James platform has been developed by the University of
Coimbra (Portugal) in cooperation with Siemens S.A. This
platform is mainly oriented for telecommunications and
network management. James is not a commercial product. It
requires JDK 1.1.1 or higher to execute. The main strengths
of this platform include the following features:

Efficient code migration, support for fault tolerance,
integration with SNMP, mechanisms for resource control,
flexible code upgrading, disconnected computing and agent
management. The James platform has been enhanced with a
set of mechanisms to optimize the migration of mobile
agents, including  caching  techniques,  protocol
optimizations, recycling of threads and sockets.

ODYSSEY:

Odyssey is a Java-based mobile agent system from General
Magic. It requires JDK1.1 or higher to execute. The
platform has a transport-independent API that work with
Java RMI, 1IOP and DCOM. Odyssey provides the basic
functionality and a small set of features.

JUMPING BEANS:

Ad Astra, Silicon Valley Company, commercially
distributes the Jumping Beans platform. It requires JDK
1.1.2 or higher to execute. The main strengths of this
platform include the support for security, agent
management, easy integration with existing environments
and a small footprint. However, this platform uses a
client/server approach for the agent migration: if an agent
wants to migrate between two Agencies it has to go first to
the Agent Manager. This approach may represent a point of
bottleneck in large-scale applications.

CONCLUSION

In this research paper, we survey & studies several Mobile
Agent Systems, all the systems in this paper focused mainly
on the environment provided by the system for agents, the
mechanisms for agent mobility, agent communication, and
language support. The use of Mobile Agents appears to offer
certain advantages for client-server computing but as we’ve
noted in the above systems, it also raises some difficult
issues with respect to efficiency, flexibility and security.
These issues have an effect on an agent’s ability of mobility.
Many important issues such as how agents determine the
available resources/services on a machine it transferred to
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(i.e., resource discovery), mobile agent system-to-OS
interaction, the use of persistent storage, and support for
failure were either briefly discussed. Mobile Agents need
more applications that take advantage of the characteristics
of mobile agents since there is no single alternative to all of
the functionality supported by a Mobile Agent Framework.
A potential application for mobile agents would involve the
use of the Internet and the many uses of the Internet.
Solutions to the security and virus problems in Mobile
Agents could also result in new and successful methods of
Client-Server interaction in network services.
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