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ABSTRACT: In this paper a tool to estimate the interference between nodes and links in a live wireless network by
passive monitoring of wireless traffic has been proposed. This tool proposes the use of multiple sniffers being deployed
across the network to capture wireless traffic trace thus does not requires any controlled experiments, injection of
probe traffic in the network, or even access to the network nodes. Using machine learning approach these traces help to
infer the carrier-sense relationship between network nodes. We are also able to detect selfish carrier-sense behavior.
Experimental and simulation results demonstrate that the proposed approach of estimating interference relations is
significantly more accurate than simpler heuristics and quite competitive with active measurements. We use ns2
simulation to also validate the approach in a real Wireless LAN environment.
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I.LINTRODUCTION

A Highly loaded network experiences a poor WiFi performance [1], [2]. In this work a technique to model and
understand the wireless interference between network nodes and links in realistic WiFi network deployments is being
presented. The goal is to achieve this without installing any monitoring software on the network nodes using a
completely passive technique because any active measurement affects the network traffic. To achieve these goals, our
approach uses a distributed set of “sniffers” that capture and record wireless frame traces. We then analyze the trace to
understand the interference relations. This approach requires additional hardware for measurement, this can be viewed
as a form of third-party solution. Such an approach is not new for example, DAIR [7], [8], Jigsaw [9], and Wit [10].
While these approaches provide many monitoring solutions, but do not provide any interference which is possible in
the technique proposed.We are also able to detect the selfish behavior of the nodes . A selfish node can gain unfair
share of the available bandwidth by manipulating different MAC protocol parameters, and can results in more
collisions and can other transmitters to back off . We can detect the selfish carrier-sense behavior using the pairwise
interference relationships discovered by the proposed technique which had been discussed only in one paper [11], that
provides a limited solution using a nonpassive technique.

11.SYSTEM MODEL AND ASSUMPTIONS
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Figure 1 Overview of the approach
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A set of “sniffers” are deployed to collect traffic traces from a live network. These traffic traces are then merged using
existing merging techniques for distributed sniffer traces [9], [10], [12]. And using a machine learning-based approach
sender-side as well as receiver-side relationships are analyzed . The gist of our approach is that significant asymmetry
in favour of a specific node when witnessed persistently by multiple other nodes is indicative of selfish behavior. This
is because such asymmetry may be very unusual due to normal wireless channel effects. Our approach can be used as a
“toolbox” with two important applications: understanding the interference properties, and detecting selfish behavior in
an arbitrary WiFi network, regardless of the topology or architecture. In addition, this tool can act as a “police” to
detect the malicious user activity and can provide a significant insight about WiFi interference behavior in large
installations, potentially influencing future standards design.

Because of its passive nature, our approach is dependent on the sufficiency of the available network traffic. The most
important challenge is to make accurate estimation of interference for traffic of unknown and arbitrary nature,
especially in presence of low load in the network. Also, accurate identification is very challenging when a selfish

node exhibits probabilistic behavior to avoid detection. We discuss the overall approach in Section 3. The details of the
HMM formulation the experimental evaluations for interference relation, the metric to identify selfish nodes are
covered in Section 4 and Section 5 presents the experimental evaluations for selfish carrier-sensing detection. We will
conclude in Section 6.

I11.OVERALL APPROACH

In 802.11, interference can occur either at the “sender side” or at the “receiver side” (or both) [15]. Sender side
interference pertains to deferral due to carrier sensing. In this case, one node freezes its backoff counter and waits when
it senses the second node’s transmission. In case of receiver side interference, overlapped packet transmission causes
collisions at the receiver. This requires packet retransmission. In both cases, the sender additionally has to go through a
backoff period, when the medium must be sensed idle. The net effect of the interference is reduction of throughput
capacity of the network.

Our general goal is to understand the deferral behavior that accounts for the sender side interference. To detect selfish
carrier-sense behavior, we need to identify the asymmetry in the deferral behavior. The deferral behaviour between two
nodes, X and Y is said to be asymmetric if Y defers for X’s transmission and X does not defer for Y ’s, or vice versa.
Such asymmetry is possible in wireless networks due to interface heterogeneity. But it is simply unlikely that a node X
demonstrates similar asymmetry with many such Y ’s in the same direction. Our strategy is to flag such nodes as
potentially selfish, with degree of selfishness indicated by extent of asymmetries exhibited and the number of such Y ’s
(called “witnesses™). For modeling convenience, we consider interference between node or link pairs only. Note that it
will allow us to capture the “physical interference” [26] where a given link is interfered collectively by a set of other
links, not by a single link alone. This is due to the additive nature of the received

power. In wireless networks, interference is better expressed in terms of probabilities because of the inherent
fluctuation of the signal power due to fading effects and probabilistic dependency of error rates with signal to
interference plus noise ratio (SINR). Prior measurement and modeling studies have elaborated on this aspect [13], [15].
Thus, in this work, we estimate via passive monitoring the nonbinary, pairwise interference between any two network
nodes or links, in terms of probability of interference. For any link pair, the probability of interference is given by

Pd +(1-Pd)Pc )

where pd is the “probability of deferral” between the senders, and pc is the “probability of collision” at the receivers if
both senders transmit together.When considering node pairs only, probability of interference is just pd, assuming
symmetric interference between these two nodes. If one of the nodes in a node pair shows selfish carrier sense
behavior, the sender-side interference Pd should be very asymmetric. Thus, our next goal is to quantify the asymmetry
for each pair of nodes in the network.
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For a given pair of nodes, X and Y , we estimate the probability Pdef(X, Y ) that node X defers to node Y ’s
transmission. We do this estimation for all node pairs in either direction. As mentioned before, significant asymmetry
in this probability indicates possible selfishness.

Let us assume that there is asymmetry in favor of X, i.e., Pdef(X, Y ) << Pdef(Y,X). If this is also witnessed by more
nodes such as Z, i.e., there exists several Z # Y such that Pdef(X, Z ) << Pdef(Z,X).we have more confidence that X is
behaving in a selfish manner.

To estimate the interference relations between a given pair of nodes, our technique needs to have instances when
simultaneous transmissions are attempted by the two nodes. The conjecture here is that if one observes the live network
traffic for a long enough period, enough of such instances will be available for each node pair. Our goal is to 1) identify
such instances, and 2) infer the deferral behaviors during such instances. There are several challenges here. First,
creating a complete and accurate trace is itself a difficult problem. There are many approaches proposed in literature to
create a complete trace. But for our technique, incomplete trace may suffice as long as it is statistically similar to the
complete trace. Second, unknown load of the nodes makes it harder to estimate the deferral behavior. In our approach,
we utilize the strategy of analyzing interpacket times which can provide certain confidence. Third, heuristics can be
used to infer the deferral behavior. But straightforward heuristics may have limited power.

IV. MODEL FOR SENDER-SIDE INTERACTIONS

HIDDEN MARKOV MODEL

A hidden Markov model [27] represents a system as a Markov chain with unknown parameters. Here the states of

the Markov chain are not directly visible, but some observation symbols influenced by the states are visible. The
unknown parameters (such as the state transition probabilities of the Markov chain) can be learned using different
standard methods [27], [28], [29] with the help of the observed sequence of observation symbols. Various machine
learning applications such as pattern, speech, and handwriting recognition have used HMM technique. We will be
using the HMM approach for modeling interactions between a pair of senders in an 802.11 network and inferring
sender-side interference relations (deferral behavior) between them.

MARKOV CHAIN

Each sender in 802.11 MAC protocol can be modeled as a Markov chain [3], [30] as shown in Fig. 2. A sender node,
say X, is found in one of the following four states—*“idle,” “backoff,” “defer,” and “transmit.” The essence of the
802.11 MAC protocol lies in these four states. We intentionally ignore interframe spacings (e.g., DIFS) to keep the
chain simple. In the rest of the paper, we call the four states I, B, D, and T, respectively for the sake of brevity.The
high level description of this chain can be found in [3].

Note again that this combined Markov chain is specified for a node pair only, as we are interested in pairwise
interference. This process can be repeated for all pairs to determine the all-pair sender-side interference. We filter out
the packets of just the two senders under consideration for analysis, and ignore the other packets. This may misinterpret
an active node, deferring for a third node’s transmission, as idle, and we may miss an opportunity to interpret the
interaction between the particular pair as interfering or noninterfering. But, it is important to note that this does not
create any incorrect interpretation. Recent studies [10] show that the number of instances of three or more nodes
simultaneously being active is much less than that of only a pair of nodes being active. Thus, we should get enough
instances of just a pair of nodes being active in a long trace. An alternate but computationally expensive method could
try to identify portions of the trace where only the senders in a node pair being considered are active.

OBSERVATION SYMBOLS

The state transition probabilities of the combined Markov chain depend on the deferral behavior between the two

nodes under consideration. Thus, if we can learn the unknown state transition probabilities, this will in turn provide us
the deferral relations. But the states of this Markov chain are not directly visible in the packet trace.Instead a set of
observation symbols are visible. There are four possible observation symbols in the trace depending on whether X or Y
transmits:
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. iz neither X, nor Y transmitting.
. X: X transmitting.

. y: Y transmitting.

. Xy: both X and Y transmitting.

INFERENCE RELATIONS

Learning Sender Side Interference Transitions into any state with a defer component (i.e., states such as (D,*) and
(*,D)) indicate interference. Similarly, transitions into any state of the set { (B, T),(T.B), (T,T)} indicate absence of
interference. Thus the sender side interference can be interpreted as the total probability of transition into the interfering
states. If we represent Pi’s as P(1,1),P(B,) etc, the deferral probability, pd, is given by

P(D,T)+P(T.D)
F(D,TY+P(T, D)+ PIBT)+P(T,B)+ P(T,T)

@

The above expression essentially captures the probability of being in the interfering states when one of the two nodes is
transmitting. Here, we are assuming a symmetric link between a node pair. In reality, links may be asymmetric, and the
above expression can be easily modified to consider asymmetric deferral probabilities.

LEARNING RECIEVER SIDE INTERFERENCE

The receiver-side interference causes collisions that can be detected relatively easily by tracking retransmissions in the
trace. One can identify retransmitted packets by observing the set “retransmit bit” in the frame header. A retransmitted
frame, say R, can be correlated back to the original frame, say P, that has not been received correctly as both these
frames carry the same sequence number. Any frame S from a different sender overlapping with P is a potential cause of
collision. If P does not overlap with any other frame, the packet loss is due to wireless channel errors rather than
collisions [10], [32]. Because of the probabilistic nature of packet capture, sufficient statistics need to be built up to
determine receiver-side interference. This is because frames like S and P—even when overlapping may not always
result in a collision. Thus, the receiver-side interference between two links, or in other words, the probability of
collision pc can be determined as the ratio of the collision count and the overlapped-frame count.

EVALUATING INTERFERENCE RELATIONS

The effectiveness of our approach now evaluated by using a a mix of different scenarios starting from careful micro-
benchmarking to using large and congested wireless network traces. We first describe a set of microbenchmarking
experiments. Two senders transmitting broadcast traffic are used to specifically evaluate the sender-side interference
using carefully controlled load. The range of inference scenario is evaluated by positioning the senders at different
locations and then the micro benchmarking experiments are compared to infer sender-side interference with two other
possible methods .

DETECTING SELFISH BEHAVIOR

In this section, we demonstrate how the interference relationship can be used to detect selfish carrier-sense behavior
and define a metric to quantize the selfishness of a node. We also define the characteristic of an effective witness and
introduce two simple heuristics to identify effective witnesses.

DETECTING ASYMMETRIC BEHAVIOUR

To detect selfish carrier-sense behavior, we need to identify asymmetric behavior. This can be detected using the

following fashion. The probability that X has a packet to transmit and it defers while Y transmits is given by
P(D,T)

Pl X ¥ ik :
) ' = PD.T T PB.T) L PT.T)

®)

The opposite probability (i.e., Y has a packet to transmit and it defers while X transmits) is likewise
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_ P(T,7)
Foul ¥, X) = P(T,D)+P(T,B)+P(T,T)

4)
The difference between Pdef(X, Y ') and Pdef (Y,X) characterizes asymmetry. Larger the difference, higher is the
asymmetry. Due to the nature of our approach, the asymmetry is tested between a node pair at a time. A positive
(negative) difference indicates that Y (X) gets a bandwidth advantage due to asymmetric carrier sensing. In our
evaluation, we have used the difference with a simple normalization as the “metric of asymmetry,” n(X, Y), except
when the two probabilities are both close to zero. Thus, when both Pdef (X, Y) and Pdef (Y,X) < ¢ (¢ was chosen to
0.01 in the evaluations), the metric of asymmetry, n(X, Y), is given by

Pdef (Y,X) — Pdef (X,Y)  (5)

Else itis given by
Poar (Y, X) — Paur( X, Y)

max(Paer (¥, X), Paer (X, Y)) " 5

Note that  n(X,Y)=-n(Y,X)

V. RESULTS

Using the technique of merged packet trace collected via distributed sniffing we have investigated a novel machine
learning-based approach to estimate interference and to detect selfish carrier-sense behaviour in an 802.11 network.
Using Hidden Markov Model the MAC layer interactions on the sender side between network nodes have been
recreated. The probability of interference is inferred by estimating the collision probability on the receiver side .

Figure 2 Graph showing energy consumption of the proposed system

" Figure 3 Graph showing the throughput of the proposed system.
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Figre 5 Graph shwing the packet rop ration of the proposd syste.

Fgure 6 rah shoig the overheads of the propsed syste.
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Figure 7 Graph showing the packet drop ration of the proposed system.
VI.CONCLUSION

Significant asymmetry in the sender-side interaction in favor of a particular node witnessed by multiple other nodes
indicates selfishness. This technique is purely passive and does not require any access to the network nodes. Though
this technique works offline it can be used periodically every few minutes (for example).

This technique has ignored Physical interference as well as 802.11 retransmissions .The future work may include more
evaluation to demonstrate the project and to study the impact of inaccuracy in trace gathering.
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