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ABSTRACT: Various types of data, including demographics, clinical, and genomic information, are increasingly
collected and stored in Electronic Medical Record (EMR) systems. These information are essential for the discovery
of new drugs and therapies. But the sharing of this medical data leads to the disclosure of patient’s privacy. The
existing policy governing the medical records privacy is HIPAA. This act was passed by the US congress and
includes policies about security, use and transfer of records. The Institutional Ethics committee of a medical centre
is responsible for protecting the patient information during research, which gets a signed consent before the
disclosure of patient medical information and Audit trial systems are used in present scenarios for data protection.
The disadvantage is that the identity can be disclosed by violating the laws. Through this project, a framework is
proposed which uses the anonymization technique for protecting patient privacy. Two protocols of anonymization
namely suppression based and generalization based anonymization are used. Anonymization refers to converting the
information into a non human readable form. The anonymized personal information and the non- anonymized
treatment details are forwarded for clinical research purpose. The proposed system thus focuses on providing an
innovative tool to hospital sector for maintaining privacy and confidentiality of patient details.

I. INTRODUCTION

The rapid advances in the computerization of medical data, the question of the protection of medical records privacy
has begun to arise. Storing a large amount of sensitive information in databases could open the door to “invasion of
privacy”.

PRIVACY is a fundamental human right. A society in which there is a total lack of privacy would be intolerable;
but then again a society in which there was a total privacy would be no society at all and a balance is needed
between the two. Privacy is the right of people to make personal decisions regarding their own intimate matters, it is
the right of people to lead their lives in a manner that is reasonably secluded from public scrutiny, and it is the right
of people to be free from things such as unwarranted drug testing or electronic surveillance. Privacy issues relating
to personal data arise from insecure electronic transmissions of data, data trails and logs of email messages, online
transactions and the tracking of web pages visited. Privacy invasion issues arise from data matching (the process of
cross checking of data from one source against another source such as tax and social security data) and personal
profile extraction processes which use this data alone or in combination with other publicly available data. For
example, data that include patient identification may be transmitted electronically to personnel of a health insurance
payer to facilitate claim adjudication for reimbursement. Health insurers may also be required to use these data to
comply with regulating organizations such as the National Committee for Quality Assurance (NCQA) Health Plan
Employer Data and Information Set (HEDIS) measurements.

CONFIDENTIALITY is the process of protecting an individual’s privacy. It pertains to treatment information that
an individual has disclosed in a relationship of trust, with the expectation that this information will not be divulged
to others without permission. The principle of confidentiality means keeping information given by or about an
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individual in the course of professional relationship secure and secret from others. It applies to all forms of
transmissions oral, written, digital, manual or hardcopy records.

ANONYMIZATION is one of the best solutions to maintain privacy and confidentiality. Anonymization is the act
of permanently and completely removing personal identifiers from data, such as converting personally identifiable
information into aggregated data. Anonymized data is data that can no longer be associated with an individual in any
manner. When EDC (Electronic Data Collection) systems were used, and any PHI was to leave the institution’s
custody that is to another hospital then anonymization is required which transforms information stored in the
medical records into an unknown format. Anonymization allows the medical data to be shared in a way that
preserves privacy and data utility. Medical data may include demographics that is date of birth, gender, race etc and
other clinical text. If privacy is breached then there are severe consequences to patients such as emotional and
economical embarrassment and difficulty to conduct statistically powered studies.

1. SYSTEM METHODOLOGY

It is today well understood that databases represent an important asset for many applications and thus their security
is crucial. Data confidentiality is also essential. Consider the medical application, data collected by the history of
patients over several years may represent a valuable asset that needs to be adequately protected. Such a requirement
has motivated a large variety of approaches aiming at providing better data confidentiality. Data confidentiality is
not the only requirement that needs to be addressed. Today there is an increased concern for privacy. The
availability of huge numbers of databases recording a large variety of information about individuals makes it
possible to discover information about specific individuals by simply correlating all the available databases.
Although confidentiality and privacy are often used as synonyms, they are different concepts: data confidentiality is
about the difficulty (or impossibility) by an unauthorized user to learn anything about data stored in the database. In
manual system, the patient information is stored in case files and it is difficult to retrieve the data and also the
privacy of the patient is only to some extent. So, the computerized system comes into picture. Here the medical
records are electronically stored. And to maintain the privacy of the patient, some approaches are used.

2.1 DISADVANTAGES IN EXISTING SYSTEM

Many approaches are used to protect the privacy of personal information in existing system. One approach
is to remove the personal data from the database by a third party. But this approach has a disadvantage that the third
party should be trustworthy. The next approach is to protect the database by using passwords. But the demerit is that
the password can be hacked easily. Once if the password is hacked, the entire privacy of the database is lost. We can
also protect the privacy of the database by using audit trial systems, which is used to track who accesses and
modifies the records in the database. It provides privacy and confidentiality to some extent only. The main drawback
of the existing system is that the password can be hacked, redundancy of data may occur and this may lead to the
inconsistency. The manual system is so time consuming. The online user cannot find correct medication because it
can be updated by any person, so it is not reliable.

111. SYSTEM MODEL

Data confidentiality and privacy of user details is achieved to a great extent using anonymization
techniques. Data confidentiality is about the difficulty (or impossibility) by an unauthorized user to learn anything
about data stored in the database. Usually, confidentiality is achieved by enforcing an access policy, and possibly by
using cryptographic tools. Personal information in the database is anonymized, so that privacy is maintained. The
anonymization techniques are generalization based anonymization and suppression based anonymization.
Generalization based anonymization replaces original values by more general ones. Suppression based
anonymization is achieved by encrypting the data. Encryption is achieved by using RSA algorithm in which public
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and private key are generated. Both anonymization techniques cannot be applied for same data. By encrypting the
data, the level of privacy is improved.

High privacy and confidentiality is maintained in proposed system. It is efficient, reliable, avoids data
redundancy and inconsistency. It is very user-friendly. Proposed system provides more security and integrity to data.
Doctors will be benefited as before the doctor visits the hospital they will be able to know how many patients have
put appointments. So that the doctor can manage his time before visiting the hospital.

3.1 SYSTEM ARCHITECTURE
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Figure 3.1 System Architecture

Medical database comprises of three tables namely patient table, doctor table and treatment table. Patient
table stores the personal information provided by the patient while registration. This information is stored in an
anonymized format. The doctor table contains the doctor’s information, appointment details and researcher
recommendation about any disease. The treatment and status details of the patient are stored in a table.
Anonymization is done using two protocols namely suppression based anonymization and generalization based
anonymization. The anonymized information does not reveal the patient’s identity. Thus the privacy of the patient is
preserved. Only the anonymized information is viewed by researchers. The treatment and status details of the patient
are not anonymized and that can be viewed by researcher. Researcher updates their research results to doctor and
user according to the level of requirements. The medication details about diseases are updated for doctor’s reference.
Any user can view the researcher’s updates without need for registration.
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IV. IMPLEMENTATION AND RESULTS

This chapter provides the screenshots of the admin module, patient module and doctor module which are
designed using java server pages. describes the methodologies and processes adopted in the admin module, patient
module, doctor module and researcher module along with their respective results.
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Figure 4.1 Home page
Figure 4.1 shows the home page which has hyperlinks to patient, doctor and admin login. User query link provides
the user with research results.
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Figure 4.2 Patient Registration
4.1PERFORMANCE EVALUATION

The proposed system is improved from the existing system in terms of

Memory requirements

Level of privacy

e Efficiency

In the proposed system, memory requirements has reduced, as a single copy of the information is only
maintained. A single copy of the information is only accessed by both the hospital and research centre. The research
centre views the anonymized information from which the identity of the patients cannot be revealed to the
researchers. Anonymization allows medical data to be shared in a way that preserves privacy. In the contrast, the
existing system has two copies of the same information. One for the hospital which is the original copy provided by
the patients and the other for the research centre which has the same information with the personal details stripped
off. Thus in the existing system two copies of the same information is maintained thereby causing data redundancy
which is eliminated in the proposed system. In the proposed system, the information viewed by the researchers are
anonymized that is in an unknown format. This increases the level of privacy of the patients and makes them feel
respected. The memory requirements and level of privacy is improved in the proposed system compared to existing
system. Thus the efficiency of the proposed system is also improved considerably.
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Figure 4.3 Performance Evaluation
V. CONCLUSION

We have used two secure protocols namely generalization based and suppression based anonymization for
preserving privacy of the patient. Thus the privacy and confidentiality of the patient’s personal information is
improved. There is no redundancy of data in the proposed system. Memory requirements are reduced compared to
the existing system.
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