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ABSTRACT: Ad-hoc low-power wireless networks are an exciting research direction in sensing and pervasive computing.
Prior security work in this area has focused primarily on denial of communication at the routing or medium access control
levels. This proposed optimal energy boost-up protocol (OEBP) analyzes the routing table and verify the attacks which
permanently disable networks by quickly draining nodes’ battery power. These “Vampire” attacks are not specific to any
specific protocol, but rather rely on the properties of many popular classes of routing protocols. This enhanced work
increases the Quality of service in the network and it will regulates all the nodes activity.

I. INTRODUCTION

AD hoc wireless sensor networks (WSNSs) promise exciting new applications in the near future, such as ubiquitous
on-demand computing power, continuous connectivity, and instantly deployable communication for military and first
responders. Such networks already monitor environmental conditions, factory performance, and troop deployment, to name
a few applications.

Vampire attacks are not protocol-specific, in that they do not rely on design properties or implementation faults of
particular routing protocols, but rather exploit general properties of protocol classes such as link-state, distance vector,
source routing, and geographic and beacon routing.

1.1Classification

The first challenge in addressing Vampire attacks is defining them what actions in fact constitute an attack? DoS
attacks in wired networks are frequently characterized by amplification an adversary can amplify the resources it spends on
the attack, e.g., use 1 minute of its own CPU time to cause the victim to use 10 minutes. However, consider the process of
routing a packet in any multihop network: a source composes and transmits it to the next hop toward the destination, which
transmits it further, until the destination is reached; consuming resources not only at the source node but also at every node
the message moves through.

We define the cumulative energy of an entire network, amplification attacks are always possible, given that an
adversary can compose and send messages which are processed by each node along the message path. So, the act of
sending a message is in itself an act of amplification, leading to resource exhaustion, as long as the aggregate cost of
routing a message is lower than the cost to the source to compose and transmit it. So, we must drop amplification as our
definition of maliciousness and instead focus on the cumulative energy consumption increase that a malicious node can
cause while sending the same number of messages as an honest node.

Vampire attack as the composition and transmission of a message that causes more energy to be consumed by the
network than if an honest node transmitted a message of identical size to the same destination, although using different
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packet headers. We measure the strength of the attack by the ratio of network energy used in the benign case to the energy
used in the malicious.
1.2 Protocols and Assumptions

Vampire attacks on link-state, distance-vector, source routing and geographic and beacon routing protocols, as
well as a logical ID-based sensor network routing protocol. While this is by no means an exhaustive list of routing
protocols which are vulnerable to Vampire attacks, we view the covered protocols as an important subset of the routing
solution space, and stress that our attacks are likely to apply to other protocols.

All routing protocols employ at least one topology discovery period, since ad hoc deployment implies no prior
position knowledge. Limiting ourselves to immutable but dynamically organized topologies, as in most wireless sensor
networks, we further differentiate on-demand routing protocols, where topology discovery is done at transmission time, and
static protocols, where topology is discovered during an initial setup phase, with periodic rediscovery to handle rare
topology changes. Our adversaries are malicious insiders and have the same resources and level of network access as honest
nodes. Furthermore, adversary location within the network is assumed to be fixed and random, as if an adversary corrupts a
number of honest nodes before the network was deployed, and cannot control their final positions.

While assume that a node is permanently disabled once its battery power is exhausted, let us briefly consider nodes
that recharge their batteries in the field, using either continuous charging or switching between active and recharge cycles.
In the continuous charging case, power-draining attacks would be effective only if the adversary is able to consume power
at least as fast as nodes can recharge.

1.3Contributions

We are using three primary contributions. First, we thoroughly evaluate the vulnerabilities of existing protocols to
routing layer battery depletion attacks. We observe that security measures to prevent Vampire attacks are orthogonal to
those used to protect routing Infrastructure and so existing secure routing protocols such as do not protect against Vampire
attacks. Existing work on secure routing attempts to ensure that adversaries cannot cause path discovery to return an invalid
network path, but Vampires do not disrupt or alter discovered paths, instead using existing valid network paths and
protocol-compliant message.

Il. RELATED WORK

Secure routing attempts to ensure that adversaries cannot cause path discovery to return an invalid network path, but
Vampires do not disrupt or alter discovered paths, instead using existing valid network paths and protocol compliant
messages. Protocols that maximize power efficiency are also inappropriate, since they rely on cooperative node behavior
and cannot optimize out malicious action.

(a) Carousel attack:

1. adversary composes packets with purposely introduced routing loops

2. sends packets in circles

3. targets source routing protocols by exploiting the limited verification of message headers at forwarding
nodes, allowing a single packet to repeatedly traverse the same set of nodes.
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(a) An honest route would exit the loop immediately from
node E to Sink, but a malicious packet makes its way
around the loop twice more before exiting.

(b) Stretch attack:

—  An adversary constructs artificially long routes, potentially traversing every node in the network

— Increases packet path lengths, causing packets to be processed by a number of nodes that is
independent of hop count along the shortest path between the adversary and packet destination

Honest hop count = 3
Malicious hop count = 6

111. PROTOCOL AND TECHNIQUE

We show simulation results quantifying the performance of several representative protocols in the presence of a
single Vampire. Then, we modify an existing sensor network routing protocol to provably bound the damage from Vampire

attacks during packet forwarding.
Clean-Slate Sensor Network Routing:

* PLGP: aclean-slate secure sensor network routing protocol by Parno et al.
»  The original version of the protocol is vulnerable to Vampire attacks.
»  PLGP consists of a topology discovery phase, followed by a packet forwarding phase.

» Discovery deterministically organizes nodes into a tree that will later be used as an addressing.
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*  When discovery begins, each node has a limited view of the network—the node knows only itself. Nodes discover
their neighbors using local broadcast, and form ever expanding “neighborhoods,” stopping when the entire
network is a single group. Throughout this process, nodes build a tree of neighbor relationships and group
membership that will later be used for addressing and routing.

3.1 Data-Verification

In data verification module, receiver verifies the path. Suppose data come with malicious node means placed in
malicious packet. Otherwise data placed in honest packet. This way user verifies the data’s.

3.2 Denial of service

In computing, a denial-of-service attack or distributed denial-of-service attack is an attempt to make a machine or
network resource unavailable to its intended users. Although the means to carry out, motives for, and targets of a DoS
attack may vary, it generally consists of efforts to temporarily or indefinitely interrupt or suspend services of a host
connected to the Internet.

3.3 User Module

In user module, verify user and any time create a new path. In security purpose user give the wrong details means
display wrong node path otherwise display correct node path.

3.4 Attack Module

Stretch attack, where a malicious node constructs artificially long source routes, causing packets to traverse a larger
than optimal number of nodes. An honest source would select the route Source — F — E — Sink, affecting four nodes
including itself, but the malicious node selects a longer route, affecting all nodes in the network. These routes cause nodes
that do not lie along the honest route to consume energy by forwarding packets they would not receive in honest scenarios.

3.5 Optimal energy Boost-up protocol (OEBP)

This predicts the vampire attacks based on the existing behavior and finds optimal path optimal topology discovery.
Schedules the energy consumption and need of energy if any node performs

(AVA CONCLUSION FUTURE ENHANCEMENT

Vampire attacks, a new class of resource consumption attacks that use routing protocols to permanently disable ad
hoc wireless sensor networks by depleting nodes’ battery power. These attacks do not depend on particular protocols or
implementations, but rather expose vulnerabilities in a number of popular protocol classes. We showed a number of proof-
of-concept attacks against representative examples of existing routing protocols using small number of weak adversaries,
admeasured their attack success on a randomly generated topology of 30 nodes. Simulation results show that depending on
the location of the adversary, network energy expenditure during the forwarding phase increases from between 50 to 1,000
percent.

V. FUTURE ENHANCEMENT
e  Proof submission algorithm
e Topology discovery based on the attacks
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e Topology reconfiguration
This predicts the vampire attacks based on the existing behavior and finds optimal path and optimal topology
discovery. Schedules the energy consumption and need of energy if any node performs vampire. Topology verification.
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