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Abstract: In this paper, we present an enhanced version of RC6 Block Cipher Algorithm (RC6_En — RC6 enhanced version), which is a
symmetric encryption algorithm [1] designed for 256-bit plain text block. RC6 uses four (w-bit) registers for storing plain text and for data-
dependent rotations [2, 3], but this enhanced version (RC6_En) uses eight (w-bit) register that helps to increase the performance as well as
improve security. Its salient feature includes two-variable algebraic expression modulo 2" and 2 Box-Type operations, Box-Type | & Box-Type
1. Each Box-Type operation uses two (w-bit) registers. Box-Type | works much like two registers (A & B or C & D) operation in RC6 but in
Box-Type Il bitwise exclusive-or is swapped by integer addition modulo 2" used in Box-Type | and vice-versa, it improves Diffusion in each
round. This enhanced version needs 2r+4 additive round-keys and uses every round-key twice for encrypting the file. This enhanced version
performs better with respect to RC5[4, 5] and RC6[2, 3] when file size is larger.
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INTRODUCTION

In cryptography, the use of the symmetric key encryption is
common to ensure data integrity. Symmetric key encryption
code can be divided into the block cipher and stream one
[1][6]. RC6 is asymmetric key block cipher derived
from RCS5. It was designed by Ron Rivest, Matt Robshaw,
Ray Sidney and Yiqun Lisa Yin to meet the requirements of
the Advanced Encryption Standard (AES) [7] competition.
The algorithm was one of the five finalists and was also
submitted to the NESSIE [8] and CRYPTREC [9] projects.
It is a proprietary algorithm, patented by RSA Security [10].

Details of RC6:

Like RC5, RC6 is a fully parameterized family of
encryption algorithms. A version of RC6 is more accurately
specified as RC6-w/r/b where the word size is w hits,
encryption consists of a nonnegative number of rounds r and
b denotes the length of the encryption key in bytes. Since
the AES submission is targeted at w = 32 and r = 20, we
shall use RC6 as shorthand to refer to such versions. When
any other value of w or r is intended in the text, the
parameter values will be specified as RC6-w/r. Of particular
relevance to the AES effort will be the versions of RC6 with
16-, 24- and 32-byte keys. For all variants, RC6-w/r/b
operates on units of four w-bit words using the following
basic operations [2].

The operations used in RC6 are defined as followings.

v A+B integer addition modulo 2"

v A-B integer subtraction modulo 2"

v A@®B bitwise exclusive-or of w-bit words

v' A*B integer multiplication modulo 2%

v A“"B rotation of the w-bit word A to the left by
the amount given by the least significant Ig w
bits of B

v A”7B rotation of the w-bit word A to the right
by the amount given by the least significant Ig w
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bits of B
v f(x) = x(2x+1)mod 2"

RC6 is very similar to RC5 in structure, using data-
dependent rotations [3], addition modulo 2" and
XOR operations; in fact, RC6 could be viewed as
interweaving two parallel RC5 encryption processes.
However, RC6 does use an extra multiplication operation
not present in RC5 in order to make the rotation dependent
on every bit in a word and not just the least significant few
bits. The base-two logarithm of w will be denoted by Ig w
[10].

Encryption and Decryption:
RCE Cipher

repeat
forr
rounds

#4—5[2” 2] ¢<—S[Zr+ 3]

A B C D
Figure 1: RC6 Block Cipher

RC6 works with four w-bit registers A, B, C, D which
contain the initial input plain-text as well as the output
cipher-text at the end of encryption. The first byte of
plaintext or cipher-text is placed in the least-significant byte
of A, the last byte of plaintext or cipher-text is placed into
the most-significant byte of D [2]. Pseudo code of
encryption and decryption is given below; at first we load
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plain text in to registers A, B, C, D and then apply these
operations to encrypt the plain text.

Encryption with RC6-w/r/b [6]

Input: Plain-text stored in four w-bit input registers A,
B, C, D. r denotes the no of rounds and 2r+4 w-bit round
keys S[0, 1, ..., 2r + 3]

Output: Cipher-text will be store in A, B, C, D
Procedure:

B =B+ S[0]
D =D+ S[1]
fori=1tordo

{

t=(B*(2B+1))<<<Igw
u=(D*(2D+1))<<<Igw
A=((ADt)<<<u)+ S[2i]

C = ((C ® u) <<< 1) + 9[2i+ 1]
(A,B,C,D)=(B,C,D, A)

}

A=A+S[2r+2]
C=C+9[2r+3]

Operation (A, B, C, D) = (B, C, D, A) means the parallel
assignment of values on the right to registers on the left.
Round key generation algorithm is described below in the
section of proposed system. After applying these operations
on registers A, B, C, D plain-text get converted into the
cipher-text and we store it in any file that is called encrypted
file. Now for decryption of cipher-text load these cipher text
into registers A, B, C, D and then apply these operations to
convert cipher-text into plain-text.

Decryption with RC6-w/r/b [6]

Input: Cipher-text stored in four w-bit input registers A,
B, C, D. r denotes the no of rounds and 2r+4 w-bit round
keys S[0, 1, ..., 2r + 3]

Output: Plain-text will be store in A, B, C, D
Procedure:

C=C-9[2r+3]

A=A-S[2r+2]

for i =rdown to 1 do

{

(A,B,C,D)=(D, A B,C)
u=(D*(@2D+ 1)) <<<Igw
t=(B*(2B+1))<<<Igw
C=(C-S[2i+1])>>>t)@u

A=((A-S2i))>>u) Dt

}
D=D-S[1]
B =B - S[0]

This algorithm uses integer subtraction modulo 2% and right
rotation on registers for getting plain text; it does reverse
operations on registers.

PROPOSED SYSTEM

This is a computer era and we need new technologies each
and every day that produce better results and consume less
time and also provide high level of security. So taking these
changing demands in the consideration we propose RC6_En
(an enhanced version of RC6) block cipher symmetric
encryption algorithm, that helps to increase the performance
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of older version as well as it provide better security on
confidentiality of plain text.

Features of Proposed system:

Like RC5 and RC6, this enhanced version (RC6_En) is a
symmetric key block cipher that uses data-dependent
rotations, modular addition and exclusive-or operations.
RC6_En works with 256-bit block size, (128,192 or 256)-bit
key size and 20 rounds. RC6_En works with eight-word
input (plain text) block size and eight-word (cipher text)
output block size. This means that it is word-oriented
algorithm.

Algorithm:

This enhanced version (RC6_En) is more accurately
specified as RC6_En-w/r/b in this section. Where-
w: the word size in bits,
r: non-negative number of rounds r and
b : the length of the encryption key in bytes.

The operations used in RC6_En are defined as

followings.

A+B integer addition modulo 2"

A-B integer subtraction modulo 2"

A®B bitwise exclusive-or of w-bit words

A*B integer multiplication modulo 2"

A*B rotation of the w-bit word A to the left by

the amount given by the least significant Ig w bits

of B

A”””B rotation of the w-bit word A to the right by

the amount given by the least significant Ig w bits

of B

v f(A, B) = (A2+ B?~ AB — 7) mod 2", two-
variable algebraic expression.

v (A,B,C,D,E,F,G,H)=(B,C,D,E, F,G,H,
A) parallel assignment

Working of RC6_En is illustrated in Fig 2, in this fig there
are two types of box are used Box-Type | & Box-Type Il
both works parallel. Box-Type Il swaps the integer addition
modulo 2% & bitwise exclusive-or as in Box-Type |, it
increases the diffusion of each round. RC6 En also uses
two-variable algebraic expression f(x, y) = (X + y*— xy — 7)
mod 2" that takes 2 input (illustrated by green line in fig 1)
and then the output of this function are used in bitwise
exclusive-or & integer addition modulo 2% with other
registers in Box-Type | & Box-Type Il preceding with left
rotation. This leads to security in each round. RC6 En
works with only 2r+4 additive round-keys that is same as
RC6 and uses every round-key twice, once in Box-Type | &
once in Box-Type Il. Using same key in both Box-Types
does not compromise with security but it reduces the effort
for generating round-keys.

ANANENENEN

<\

RC6_En have mainly 3 algorithms, Key-Expansion,
Encryption and Decryption. Encryption & Decryption
algorithms uses the basic operations described above in this
section. In encryption algorithm plain-text will be stored
into 8 registers (A to H) and then follow the steps of
encryption algorithm (described below) to get the cipher text
in these registers. In decryption algorithm we will store
cipher-text into those registers and then follow the steps of
decryption algorithm (described below) to get plain text.
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Definition of ° Bitwise exclusive-or + Integeraddition
building blocks forw bit word modulo 2+

Key-Expansion Algorithm:

The key schedule for RC6_En-w/r/b is same as key schedule
of RC6. The user supplies a key of b bytes, copy the secret
key K[O...b-1] into an array L[0..c-1] of ¢ = ceil(b/u), where
u = w/8 in little-endian order. In other words, we fill up L
using u consecutive key bytes of K. Any unfilled byte
positions in L are zeroed. In the case thatb=c=0,setc=1
and L[0] = 0. The number of w-bit words that will be
generated for additive round keys is (2r + 4) and these are
stored in the array S[0, ..., 2r + 3].

Magic Constants P,, and Q,, are defined for arbitrary w as
follows:

Py = Odd ((e -1) 2%) Q)

Qu=0dd ((v - 1) 2") )

Where e is the base of natural logarithms (e =
2.718281828459) and v is the golden ratio (v
=1.618033988749)

Odd (x) is the odd integer nearest to x [11].

Tables 1 show these magic constants in hexadecimal using

several values of w. Which are calculated by above
expressions (1) & (2).

Table 1. Magic Constants values P, and Q,,[11]

W 16 32 64
Pw B7E1 B7E15163 B7E151628AED2AGB
Quw 9E37 9E3779B9 9E3779B97F4AT7C15
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Repeat for r rounds

curdt R ey EPPPR ot et
(red Mne) n Green ling) o= a<e<b
2variable algebraic function b

Figure 2: RC6_En Block Cipher

Magic Constraints play a vital role in the generation of
round keys. Key-Expansion algorithm can be used to
generate any humber of round keys.

Input: b byte key that is preloaded into ¢ word array
L[0,1,..., c-1], r denotes the no of rounds.

Output: 2r+4 w-bit round keys S[0,1, ..., 2r + 2,2r+3].
Procedure:

S[0] = Py,

For i=1to 2r+3 do

{
S[i] = S[i - 1] + Qu
}

X=Y=a=h=0
Iteration =3 * max(c, 2r+4)
For i = 1 to Iteration do

{

X =S[a] = (S[a] + X +Y) <<<3

Y =L[b] = (L[b] +X + Y) <<< (X +Y)
i=(+1)mod (2r + 4)
j=(b+1)modc

}
Encryption Algorithm:

Input: Plain-text stored in eight w-bit registers A, B, C,
D, E, F, G & H. r denotes the no of rounds and 2r+4 w-bit
round keys stored in S[0,1, ..., 2r + 2,2r+3].

Output: Cipher-text will be store in these eight w-bit
registers A, B,C, D, E, F, G & H.

Procedure :

B =B + S[0]
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D =D @ S[0]
F=F+S[1]

H=H ® S[1]
Fori=1tordo

{ 2 2

F1=B°+F -BF-7

F2=D°+H —DH-7
R1=Fl1<<<F2

R2 =F2<<<F1

A =((A @ R1) <<<R2) + 9[2i]

C =((C+R2)<<<R1) @ 9J2i]

E = ((E @ R1) <<< R2) + S[2i + 1]
G =((G+R2)<<<R1) @ 9[2i + 1]
(A,B,C,D,E,F,G,H)=(B,C,D,E, F,G,H, A)
}

A=A+ S[2r+2]

C=C@® S[2r+2]

E=E+S[2r + 3]

G=CG@ S[2r+ 3]

words

w (word size in |16, 32, 64 16, 32,64 16, 32 ,64
bits) (standard 32) (standard 32) (standard 32)
Block size in bits |32, 64, 128 64, 128, 256 128, 256, 512

(standard 64) (standard 128)  |(standard 256)

Transformation |Does not exist  |[F(X) = x(2x+1) [F(xy) = (X’ +V’

Function mod 2" —Xxy -7) mod 2"
Used Operation |+, -, @, <<<, +,- @, % <<, |+ - D, K <<K<,
>>> >>> >>>

Decryption Algorithm:

Input: Cipher-text stored in eight w-bit registers A, B, C,
D, E, F, G & H. r denotes the no of rounds and 2r+4 w-bit
round keys stored in S[0,1, ..., 2r + 2,2r+3].

Output: Plain-text will be store in these eight w-bit
registers A, B, C, D, E, F, G & H.

Procedure:

C=C® S[2r+2]

A=A-S[2r +2]

G=G @ S[2r+ 3]

E=E-S[2r+3]

For i= rdowntoldo

{
(H,G,F,E,D,C B ,A)=(GFED,C,B,A H)
Fl1=B*+F°—BF-7

F2=D*+H?*-DH-7

R1=F1<<<F2

R2 = F2 <<<F1

A= ((A - S[2i]) >>> R2) @ R1

C =((C ® S[2i]) >>>R1) - R2

E=((E- S[2i +1])>>>R2) ® R1

G =((G ® S[2i + 1]) >>>R1) - R2

}
D=D @ S[0]
B=B - S[0]
H=H® S[1]
F=F-S[1]

PARAMETRIC COMPARISO

Table 2 summarizes the comparison between RC5, RC6 and
the RC6_En for different design parameters such as word
size, block size, number of rounds and secret key size

[11][12]

Table 2. Comparison on the basis of parameters

Parameters Algorithm Type
RC5 RC6 RC6_En
b (key length in |0 - 255 (standard |0 - 255 (standard |0 - 255 (standard
bytes) 16) 16) 16)
r (no of rounds) [0 - 255 (standard |0 - 255 (standard |0 - 255 (standard
12) [13] 20) [10] 20)

No of round keys |2r+2 2r+4 2r+4
Block size in 2w 4w 8w
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IMPLEMANTATION ISSUE

Unlike many other encryption algorithms, RC6_En block
cipher does not use look-up tables during encryption. This
means that the code and data can readily fit within today’s
on-chip cache memory and typically do so with room to
spare. RC6_En block cipher make use of (2r +4) word key
schedule and a bare minimum of additional memory; to
compute that (2r + 4) word key schedule, the key setup
process requires little more than an auxiliary array of
approximately the same size as the user’s supplied key. In
addition, since the key schedule is only (2r+4) word, it is
possible to pre-compute and store the key schedules for
hundreds of keys. Then switching to one of these keys only
requires switching the pointer to the relevant key schedule,
thereby providing key agility [11].

The two-variable algebraic function is aimed at providing a
complex diffusion thereby improving the chances that
simple differentials will spoil rotation amounts much sooner
than is accomplished with RC5. The transformed values of
B and F are used to modify the registers A and E vice-versa
the transformed values of D and H are used to modify the
registers C and G. increasing the nonlinearly of the. The
variable rotation by transformation function value bits plays
a vital role in complicating both linear and differential
cryptanalysis.

CONCLUSION

This paper introduced an enhanced version of RC6 block
cipher algorithm (RC6_En). It has a new architecture and
implementation, such that it encrypts and decrypts 256 bit
block size of data per round.

RC6_En also achieves the requirements of the Advanced
Encryption Standards (AES) and computer security system
developer goals. So this enhanced version of RC6 (RC6_En)
is a fast and secure block ciphering algorithm. It offers good
performance and high security.
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