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Abstract: Internet and networks applications are growing very fast. So the importance and the value of the exchanged data over the internet are 

increasing.  Information Security has been very important issue in data communication. Any loss or threat to information can prove to be great 
loss to the organization. Encryption technique plays a main role in information security systems. This paper provides a fair comparison between 
four most common and used symmetric key algorithms: DES, 3DES,AES and Blowfish. A comparison has been made on the basis of these 
parameters: rounds, block size, key size, encryption/decryption time, CPU process time in the form of throughput and power consumption. These 
results show that blowfish is more suitable than AES. Simulation program is implemented using Java programming. 
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INTRODUCTION 
 
Cryptography algorithms play an important role in 
information security. They can be divided into Symmetric 
and Asymmetric key cryptography [1]. In Symmetric key 
encryption only one key is used to encrypt and decrypt data. 
The key should be distributed before transmission between 
two parties. Key plays an important role in encryption and 
decryption . If a weak key is used in the algorithm then 
easily data can be decrypted. The size of the key determines 
the strength of Symmetric key encryption. Symmetric 
algorithms are of two types: block ciphers and stream 
ciphers. The block ciphers are operating on data in groups or 
blocks. .Examples are of Data Encryption Standard (DES), 
Advanced Encryption Standard (AES) and Blowfish. Stream 
ciphers are operating on a single bit at a time. RC4 is stream 
cipher algorithm. Encryption algorithms consume 
significant amount of computing resources such as battery 
power, CPU time, etc. Asymmetric key (or public key) 
encryption is used to solve the problem of key distribution 
[3]. In Asymmetric key encryption, two keys are used; 
private keys and public keys. Public key is used for 
encryption and private key is used for decryption (e.g 
Digital Signatures). Public key is known to the public and 
private key is known only to the user. Prior to transmission 
there is no need for distributing them. Asymmetric 
encryption techniques are near to 1000 times slower than 
Symmetric techniques, since they require more 
computational processing power. 
 
COMPARED ALGORITHMS 
 
DES: (Data Encryption Standard): DES is a block 
encryption algorithm. It was the first encryption standard 
published by NIST (National Institute of Standards and 
Technology) [2][6].It is a symmetric algorithm, means same 
key is used for encryption and decryption .It uses one 64-bit 
key. Out of 64 bits, 56 bits make up the independent key, 
which determine the exact cryptography transformation, 8 
bits are used for error detection.DES. The main operations 
are bit permutations and substitution in one round of DES. 
Six different permutation operations are used both in key 

expansion part and cipher part. Decryption of DES 
algorithm is similar to encryption, only the round keys are 
applied in reverse order. The output is a 64-bit block of 
cipher text. Many attacks and methods recorded the 
weaknesses of DES, which made it an insecure block cipher 
key. 
 
3DES: 3DES is an enhancement of Data Encryption 
Standard [4]. It uses 64 bit block size with 192 bits of key 
size. The encryption method is similar to the one in the 
original DES but applied 3 times to increase the encryption 
level and the average safe time. 3DES is slower than other 
block cipher methods. 

 
AES: Advanced Encryption Standard (AES) also known as 
the Rijndael algorithm is a symmetric block cipher [3]. It 
was recognized that DES was not secure because of 
advancement in computer processing power. The purpose of 
NIST was to define a replacement for DES that can be used 
in non-military information security applications by US 
government agencies [1]. It can encrypt data blocks of 128 
bits using symmetric keys 128, 192, or 256. It has variable 
key length of 128, 192, or 256 bits; default 256. it encrypts 
the data blocks of 128 bits in 10, 12 and 14 round depending 
on the key size. AES encryption is fast and flexible. It can 
be implemented on various platforms especially in small 
devices [6]. AES has been tested for many security 
applications. 

Blowfish: It is one of the most public domain encryption 
algorithms [3]. Blowfish was designed in 1993 by Bruce 
Schneider as a fast alternative to existing encryption 
algorithms.  Blowfish is a symmetric key block cipher that 
uses a 64 bit block size and variable key length. It takes a 
variable-length key from 32 bits to 448 bits. Blowfish has 
variants of 14 rounds or less [6]. Blowfish is a very secure 
cipher but it is has been replaced by Twofish and Rijndael 
due to its small 64 bit block size. Blowfish is one of the 
fastest block ciphers which has developed to date. Slowness 
kept Blowfish from being used in some applications. 
Blowfish was created to allow anyone to use encryption free 
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of patents and copyrights. Blowfish has remained in the 
public domain to this day. No attack is known to be 
successful against it, though it suffers from weak keys 
problem (Bruce, 1996) (Nadeem, 2005). 

Table 1 Comparison of DES, 3DES, AES and Blowfish algorithm 

Algorithm Key Size Block Size Rounds 

DES 56 bits 64 bits 16 

3DES 
112 bits or 168 

bits 
64 bits 48 

AES 

(Rijndael) 

128 bits, 192 bits, 
256 bits 

128 Bits 
10, 12 
or 14 

Blowfish 
32-448 bit . 

128 bits by 
default 

64 bits 16 

 
RELATED WORKS 
 
To give more prospective about the performance of the 
compared algorithms, this section discusses the results 
obtained from other resources. In [7] we found that after 
only 600 encryptions of a 5 MB file using Triple-DES the 
remaining battery power is 45% and subsequent encryptions 
are not possible due to battery dies rapidly.  In [5] they 
concluded that AES is faster and more efficient than other 
encryption algorithms. When the transmission of data is 
considered there is insignificant difference in performance 
of different symmetric key schemes. Under the scenario of 
data transfer it would be better to use AES scheme in case 
the encrypted data is stored at the other end and decrypted 
multiple times. [8] Discussed for different popular secret 
key algorithms such as DES, 3DES, AES, and Blowfish. 
They were implemented, and their performance was 
compared by encrypting input files of varying sizes and 
contents. 
 

SIMULATION PROCEDURE 
 
Main purpose here is to calculate the Encryption and 
Decryption speed of each algorithm for different packet 
sizes. Their implementation is tried to optimize the 
maximum performance for the algorithm. The throughput 
for encryption as well as decryption is calculated one by 
one. Encryption time is used to calculate the throughput of 
an encryption scheme .The throughput of the encryption 
scheme is calculated by dividing the total plaintext in MB 
by total encryption time in Second for each algorithm. If the 
throughput value is increased, the power consumption of 
this encryption technique is decreased .Similar procedure 
has been followed to calculate the throughput of decryption 
scheme. 
 
For my experiment, I have used Pentium IV of 2.4 GHz 
CPU speed with 4 GB RAM. In this experiment the text 
files sizes range from 50 KB to 22300 KB. 
The performance metrics are analyzed by the following: 
(a) Encryption/decryption time. 

(b) CPU process time – in the form of throughput. 

(c)Power consumption. 
 
 Throughput = Plain Text (MB) / Encryption or decryption 

time (Sec.) 

EXPERIMENTAL RESULTS 
 
Encryption / decryption algorithms have been tested with 
different text size files. 

 
Table 2 Throughput of DES and 3DES with different file size (MB/Sec) 

 

Input  

size(kb)  

 

 

 

 

in (KB) 

 

 

 

DES 3DES 

ENC DEC ENC DEC 

50 31 51 56 54 

108 35 47 48 50 

246 46 71 109 75 

320 80 73 165 85 

695 145 121 227 149 

781 86 121 171 153 

900 241 152 301 171 

5500 248 166 307 178 

7311 1692 954 178

7 

110

0 22300 1716 119

6 

179

6 

170

0 Average Time 432 295.

2 

496.

7 

371.

5 Throughput 

 

8.64 12.6

5 

7.52 10.0

5 

 

 
 

Table 3 Throughput of AES and Blowfish with different file size (MB/Sec) 

 

input size(kb)  

 

AES Blowfish 

ENC DEC ENC DEC 

50 56 64 38 38 

108 40 57 45 29 

246 110 75 43 64 

320 162 147 44 90 

695 212 144 47 91 

781 165 152 66 96 

900 260 172 66 103 

5500 258 170 118 100 

7311 1365 880 105 139 

22300 1366 883 152 137 

           Avg Time 399.4 274.

4 

72.

4 

88.7 

          Throughput 9.35 13.6

1 

51.

59 

42.11 
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Figure1. Throughput of encryption algorithms 

 

 
 

Figure2. Throughput of decryption algorithms 

 

 
 

Figure 3. Power consumption(µJule / Byte) 

 
 
 
 
 
 

 
 

Figure 4. Power consumption ( % battery consumed) 

 
SIMULATION RESULTS AND DISCUSSION 
 
All The above results show the superiority of Blowfish 
algorithm in terms of the throughput, processing time and 
power consumption. More the throughput, more the speed of 
the algorithm & less will be the power consumption. Again, 
AES has advantage over the 3DES and DES in terms of 
throughput and power consumption except Blowfish. 3DES 
has least performance because of its triple phase encryption 
characteristics. Finally we can conclude that Blowfish is the 
best of all. 

 
CONCLUSION AND FUTURE SCOPE 
 
This paper presents the performance evaluation of selected 
symmetric algorithms. From the presented simulation we 
can conclude that Blowfish has better performance than 
other algorithms.  Secondly, AES has advantage over the 
other 3DES and DES in terms of throughput & decryption 
time except Blowfish. Third point is that 3DES has the least 
performance among all the algorithms mentioned here. In 
future the work may be extended by including the schemes 
and techniques over different types of data such as image, 
sound and video and developing a stronger encryption 
algorithm with high speed and minimum energy 
consumption. 
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