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Abstract: In this investigation, we have developed a procedure for the steganography of a plaintext in an image.  The process involved in this is 

fully based upon a key. In this analysis, firstly, the plaintext is modified by permuting with the key and by carrying out the modular arithmetic 

addition with the key. The transformed plaintext obtained in the above manner is concealed in the image by following a procedure which is 

based upon the key. Here the image is divided into 256 blocks and modified plaintext containing 256 characters is hidden in 4 blocks. The 

strength of this steganography is found to be quite significant.  
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INTRODUCTION 

 

The blending of the basic concepts of the image processing 

and the information security has led to the development of 

image steganography [1-3]. In a recent investigation [4], we 

have studied the steganography of a plaintext in a gray level 

image basing upon a key. In this the key is consisting of 256 

numbers (0 to 255) arranged in a random manner. A given 

plaintext, converted into decimal numbers by using EBCDIC 

code, is permuted by using the key. Further this is modified by 

XORing with the key. The plaintext obtained in this manner is 

hidden in the image. In this analysis, the process of 

concealment is totally guided by the key and the modified 

plaintext under consideration is placed in different columns of 

the image depending upon the key. In this case, the plaintext 

under consideration occupies completely four consecutive 

rows of the image. In this process, the last two binary bits of 

each pixel value, in the columns, are replaced by an 

appropriate pair of binary bits of the numbers corresponding to 

the modified plaintext. As we have shown in the analysis, this 

process can be applied for steganography of 64 plaintexts at 

the most.  

 

In the present paper, our objective is to develop a novel 

procedure for the steganography of a plaintext in an image. In 

this also we use a key containing the numbers 0 to 255 

generated randomly. Here also the plaintext is permuted by 

using the key. But, in the present analysis, we use modular 

arithmetic addition between the modified plaintext and the 

key. Here the gray level image is divided into 256 square 

blocks, wherein each block is containing 256 pixels. Taking 

the first four numbers of the key into consideration, we 

identify 4 blocks in the image and hide the plaintext of length 

256 characters in an appropriate manner. This process can be 

adopted to 64 plaintexts, at the most, by considering 4 

succeeding numbers, every time, in the key.  

Now we mention the plan of the paper. In section 2, we deal 

with the development of the method for the key based 

steganography. Section 3 is devoted to an illustration. In 

section 4 we examine the strength of the steganography. 

Finally in section 5, we discuss the computations and arrive at 

the conclusions obtained from this analysis.  

 

DEVELOPMENT OF THE METHOD FOR KEY BASED 

STEGANOGRAPHY 

Let us consider a plaintext T, which is containing 256 

characters. On using EBCDIC code, it can be represented in 

the form of a matrix given by T = [Tij], i=1 to 16, j= 1 to 16. 

Here all the elements the T are lying in [0 255]. Let us form a 

key K by selecting 256 numbers, lying in [0 255] at random. 

This can be represented in the form K= [Kij], i= 1 to 16, j= 1 to 

16. Consider the numbers in the key K, one after another, and 

permute the plaintext T basing upon the numbers in the key. 

Let P = [Pij ], i=1 to 16, j= 1 to 16 be the matrix of the plaintext 

obtained after permutation. Let us now explain the procedure 

for permutation. Let Kij =N. As N lies in [0 255], it can be 

represented in the form  

N= 16m+n,                                                                          (2.1) 

where m and n are integers lying in [0 15]. When n=0, Pij= 

T(m,16) .On the other hand, when n� 0, Pij = T (m+1, n). For a 

clear visualization of this process, we may refer to [4]. Now in 

order to modify the permuted plaintext in a thorough manner, 

so that the strength of the steganography enhances, we perform 

the modular arithmetic addition given by  

P = (P + K) mod 256.                                                          (2.2) 

Now let us see how steganography can be carried out. 

Consider an image F as shown in Figure 1.  
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Figure 1. Gray level image of a cricketer 

 

This image can be represented in the form F= [Fij], i=1 to 256, 

j= 1 to 256, where Fij are the gray level values of the image. 

Here each Fij lies in the interval [0 255].    Now, we divide the 

image into 256 sub images, and label them as 1,2,3, …256 in a 

row wise manner. Here it is to be noted that each sub image 

consists of pixels occupying 16 rows and 16 columns. Let us 

now consider the key matrix. Let K11 = M. Then let us look at 

the sub image labeled by M. This may be called as Mth block.  

As we already pointed out, this consists of 256 numbers (gray 

values) which are occupying 16 rows and 16 columns wherein, 

each one is a decimal number lying in the interval [0 255]. 

Thus each number can be represented in terms of 8-binary bits.  

Let us now consider the modified plaintext matrix P. On 

converting each number into its binary form, we get a string 

containing 2048(=16x16x8) binary bits. This can be seen as 

four sub strings wherein each sub string contains 512 bits.  

 

 Now let us focus our attention on the numbers (converted into 

binary bits) in M. On keeping the first 6 binary bits of the first 

number as it is, we concatenate the resulting substring, having 

6 binary bits, with the first two binary bits of the 512 bits 

(corresponding to the modified plaintext). Then we proceed in 

a column wise manner and consider the second row first 

column element of the Mth block. We consider the first 6 

binary bits of this element and concatenate the second two 

binary bits of the substring containing 512 bits. Similar 

process is carried out for all the elements in that column of M, 

and the same procedure is repeated in a column wise manner 

for all the elements in the other columns. In this process, all 

the 256 numbers are modified with the 512 binary bits in an 

appropriate manner. Then we consider the blocks 

corresponding to K12,K13 and K14, and concatenate pairs of 

binary bits corresponding to the second, third and fourth 

substrings respectively. However, if we have one more 

plaintext, we can work out in the same manner by considering 

the next 4 numbers in the key. This process can be carried out 

for 64 plaintexts at the most. This completes the process of the 

key based steganography.      

 

In what follows, we present the algorithm for the key based 

the steganograpy. We also mention the algorithm for obtaining 

the original plaintext hidden in the image by following the 

reverse process. 

     

 Algorithm for Key based Steganography 

 

 // NT is the number of plaintexts. Bin( ) is used to convert a 

decimal number into its binary form. Six( ) is used to take only 

the first 6 bits into consideration. Concat ( ) is utilized to 

concatenate a string with another string. The Dec( ) is used to 

convert a binary string into its decimal form. 

1. Read  T, K, F, NT 

2. // Permutation 

   for  i=1 to 16 

  { 

  for j=1 to 16 

  { 

   N=K(i,j); 

   m=N/16; 

   n= N mod 16; 

if(n=0) 

 P(i,j)=T(m,16); 

else 

P(i,j)=T(m+1,n); 

} 

}          

3.  P = (P + K) mod 256.                                        

 

//Process of hiding the modified plaintext in the image 

4. for NI=1 to NT 

{ 

r=0; 

for  i=1 to 16 

{ 

for  j= 1 to 16 

{ 

r=r+1; 

H(r)=K(i,j); 

} 

} 

r=0; 

for  i=1 to 64 

{ 

for j= 1 to 4 

{ 

r=r+1; 

L(i,j)=H(r); 

} 

} 

for NJ=1 to 4 

{ 

N=L(NI, NJ); 

m=N/16; 

n=mod(N,16); 

 

for i=1 to 16 

{ 

for j=1 to 16 

{ 

 if (n=0) 

M(i,j)=F(16(m-1)+i,240+j); 

else 

M(i,j)=F(16m+i,(n-1)16+j); 

 

M(i,j)= Bin(M(i,j)); 

M(i,j)=Six(M(i,j)); 

} 

} 
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S=0; 

for i=1 to 4 

{ 

for j=1 to 16 

{ 

P(i,j)=Bin(P(i,j)); 

S=Concat(S,P(i,j); 

} 

} 

t=0; u=1; 

for i=1 to 16 

{ 

for j=1 to 16 

{ 

Q(i,j)=(2t+1)th bit to 2uth bit of S; 

t=t+1; 

u=u+1; 

} 

} 

Q=Transpose(Q); 

for i=1 to 16 

{ 

for j=1 to 16 

{ 

F(i,j)=Concat (M(i,j),Q(i,j)); 

F(i,j) = Dec(F(i,j)); 

} 

} 

5. Write F 

 

ALGORITHM FOR OBTAINING THE ORIGINAL 

PLAINTEXT 

 

// Extract ( ) is used to obtain the 7th and 8th bits of the binary 

string under consideration. 

1. Read  the matrices K , F , NT 

2. for NI=1 to NT 

 { 

r=0; 

for i=1 to 16 

{ 

for j= 1 to 16 

{ 

r=r+1; 

H(r)=K(i,j); 

} 

} 

r=0; 

for i=1 to 64 

{ 

for j= 1 to 4 

{ 

r=r+1; 

L(i,j)=H(r); 

} 

} 

for NJ=1 to 4 

{ 

N=L(NI, NJ); 

m=N/16; 

n=mod(N,16); 

for i=1 to 16 

{ 

for j=1 to 16 

{ 

 if (n=0) 

M(i,j)=F(16(m-1)+i,240+j); 

else 

M(i,j)=F(16m+i,(n-1)16+j); 

 

M(i,j)= Bin(M(i,j)); 

M(i,j)=Extract(M(i,j)); 

}  

} 

E(NJ)=0; 

for i=1 to 16 

{ 

for j=1 to 16 

{ 

E(NJ)=Concat(E(NJ),M(j,i)); 

} 

} 

v=0; 

for i=(1+v) to (4+v) 

{ 

for j=1 to 16 

{ 

P(i,j)=Dec(Eight(E(1)); 

v=v+4; 

} 

} 

3. P = (P - K) mod 256.                                    

4. //Inverse permutation 

    for i=1:16 

 { 

for j=1to16 

{ 

N=K(i,j); 

m=N/16; 

n=N mod16; 

 if (n=0) 

T(m,16)= P(i,j); 

else 

T(m+1,n)= P(i,j); 

} 

} 

} 

5. Write T 

This algorithm is written by reversing the process in the 

preceding algorithm. 
 

ILLUSTRATION OF THE STEGANOGRAPHY 

 

Consider the plaintext given below. 

“Dear brothers, the government says that we are terrorists. 

After all we have become like this on account of poverty and 

many atrocities done by the society to us. We all know very 

well how floods affected our fertile lands, and how our crop 

was totally ruined. See the government is not able to come to 

our rescue; the scientists are not able to help us in controlling 

floods. See the misfortunes. Our country is very keen about 

space research. But they do not try to control the floods in any 

way.”                                                                         (3.1) 

 

Let us consider the first 256 characters of the plaintext given 

by (3.1). This is given by “Dear brothers, the government says 



V.U.K.Sastry et al, Journal of Global Research in Computer Science, Volume 2 Issue (6), June 2011,  

 

© JGRCS 2011, All Rights Reserved   60 

that we are terrorists. After all we have become like this on 

account of poverty and many atrocities done by the society to 

us. We all know very well how floods affected our fertile 

lands, and how our crop was totally rui”                      (3.2) 

On using the EBCDIC code, (3.2) can be written in the form 

of a matrix T, given by  

 
Let us choose the key matrix K in the form ,  

We now adopt the process of permutation mentioned in 

section 2. Before we go ahead with this process, let us 

consider some key numbers as examples. In the key given by 

(3.4), we have K(1,1)=104. Here we get m=6, and n=8. Thus 

we have P(1,1) =T(7,8). Now we consider K(2,1)=48. For this 

m=3 and n=0.Thus we get P(2,1)=T(3,16). 

 

 By considering the other elements and applying the afore 

mentioned procedure, we get all the other elements of the 

permuted matrix P. Thus we have  

 

 
On using (2.2), we get the modified plaintext  

P in the form,  

 
On applying the algorithm of the key based steganography 

given in section 2, we get the image given in Fig. 2. 

 

 

 



V.U.K.Sastry et al, Journal of Global Research in Computer Science, Volume 2 Issue (6), June 2011,  

 

© JGRCS 2011, All Rights Reserved   61 

 
Figure.2. Image of the person after hiding the first plaintext 

 

To assure that the procedure applied in the key based 

steganography is correct, we have applied the algorithm for 

obtaining the original plaintext mentioned in section 2, and got 

back the original plaintext.  

 

STRENGTH OF THE STEGANOGRAPHY  

 

In this steganography process, the key is containing the 

numbers 0 to 255(256 numbers), which are arranged in a 

random manner. Thus the size of the key space is 256!. If the 

time required for processing the steganography with one key 

value is 10-7sec, then the total time required for the execution 

with all possible keys in the key space is 

(256!) x10-7/ (365x24x60x60) = (256!)x3.17x10–15 years. 

As this time is a formidable one, it is impossible to find the 

key with which the steganography is carried out. Thus the 

strength of the steganography is very significant. 

 

 COMPUTATIONS AND CONCLUSIONS 

 

In this paper, we have devoted our attention to the study of the 

steganography of a plaintext in a gray level image. In this 

investigation, the key is playing a predominant role not only in 

modifying the plaintext but also in hiding it in the image. In 

this analysis, basing upon the numbers in the key, portions of 

the image (blocks) are used to conceal the plaintext. The 

programs required in the process of the steganography are 

written in MATLAB.  

The remaining portion of the plaintext (3.1) contains 242 

characters. Thus we have added 14 blanks to make it a full 

block containing 256 characters. On performing the 

steganography of the entire plaintext (3.1). The resulting 

image is shown in Figure 3. In this analysis, it is interesting to 

note that the gray level image does not have any change even 

though we went on hiding more number of plaintexts. 

 
Figure.3. Image of the person after hiding the entire plaintext 

 

Here hiding different plaintexts in different blocks which are 

located in different positions of the image is the key factor for 

the security of information. In this analysis, we find that we 

can hide 64 plaintexts at the most in the entire image.  
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