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ABSTRACT: Data security is crucial for all businesses as payment, personal files, bank account details all of this
information is often impossible replace if lost and dangerous in the hands of criminals. Data lost due to disasters such
as a flood or fire is devastating, but losing it to hackers or a malware infection can have far greater consequences.
Encryption process are handle and protect your data is control to the security of our business and the privacy
expectations of customers, employees and partner. Encryption is a powerful defensive weapon for free people. It offers
a technical guarantee of privacy, regardless of who is running the government. It's hard to think of a more powerful,
less dangerous tool for liberty. Cyber security is not a single problem, but rather a group of very different problems
involving various sets of threats, targets and costs. As a result, legal policy analysis must begin by identifying the
particular problem to be considered. It is clear that cyber attacks impose heavy costs and that the rate of attack is
increasing. Security vulnerabilities continue to be discovered and disclosed in widely-deployed software at a great rate.
Internet-connected computer users generally fail to take basic steps to patch the vulnerabilities in their software and to
safeguard their systems from malicious code. Despite the large accumulated losses and warnings of more serious
dangers, the internet remains a place of cyber insecurity. Pretty Good Privacy (PGP) is data encryption and decryption
software that provides cryptographic privacy and authentication for data communication. PGP is often used for signing,
encrypting and decrypting texts, e-mails, files, directories and whole disk partitions to increase the security of e-mail
communications.

KEYWORDS: PGP, Encryption, Decryption, Cyber Security, Public Key, Private Key.
1. INTRODUCTION

In computer networks, the sensitive data are encrypted on the sender side in order to have them hidden and protected
from unauthorized access and then sent via the network. When the data are received they are decrypted depending on
an algorithm and zero or more encryption keys. The existence of many applications on the Internet, for example e-
commerce (selling and buying through the Internet) is based on network security [1]. In a developing country such as
India, a majority of its local organizations remain using firewall alone as a method of protecting their server from the
intrusion issues. However, it can be outline that being dependent via this method alone for enhancing the security level
without having other additional protection might not be adequate enough to protect the server from being accessed by
intruders; the concept of Pretty Good Privacy (PGP) is associated with issues of computer security. While there have
been numerous developments to ensure computer security such as Intrusion Prevention, network device hardening,
router based firewalls and etc., the PGP concept may also partially aid in providing valuable improvements to issues
concerning computer security [2].

Cryptosystem consists of cryptographic algorithm, keys and protocols that make it work. A cryptographic algorithm is
a mathematical function used for the encryption and decryption process. This algorithm works in combination with a
key, which can be a word, number or phrase, used for encryption of plaintext into ciphertext. The size of keys is
measured in bits. The bigger the key, the more secure the ciphertext. There are two types of encryption: symmetric and
asymmetric. In symmetric (also called secret key encryption) one key is used for encryption and decryption. This key is
shared secret between communicating parties. Usually the size of key is up to 128 bits. One example of this type is
Data Encryption Standard (DES). It is very fast, but it can be very expensive due to difficulty of secure key distribution.
This problem is solved by asymmetric encryption (also called public-key encryption). It uses the pair of keys, one for
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encryption and one for decryption. One is published and called the public key; the other is kept secret and called the
private key. It is computationally infeasible to deduce the private key from the public key. The size of keys is up to
1024 bits [3].

Il.  ENCRYPTION AND DECRYPTION

Encryption is a technique for transforming information in such a way that it becomes unreadable. This means that even
if a hacker is able to gain access to a computer that contains protected information system, anyone will not able to read
or interpret that information.

Data that can be read and understood without any special measures is called plaintext or clear text. The method of
disguising plaintext in such a way as to hide its substance is called encryption. Encrypting plaintext results in
unreadable gibberish called ciphertext. You use encryption to make sure that information is hidden from anyone for
whom it is not intended, even those who can see the encrypted data. The process of reverting ciphertext to its original
plaintext is called decryption [4].

Encryption algorithms that use the same key for encrypting and for decrypting information are called symmetric-key
algorithms. The symmetric key is also called a secret key because it is kept as a shared secret between the sender and
receiver of information. Symmetric key encryption is much faster than public key encryption, often by 100 to 1,000
times. Encryption algorithms that use different keys for encrypting and decrypting information are most often called
public-key algorithms but are sometimes also called asymmetric key algorithms. Public key encryption requires the use
of both a private key (a key that is known only to its owner) and a public key (a key that is available to and known to
other entities on the network).

Cryptography in relation of protecting the information and keep it safe and secret. The cryptography is the practice and
study of hiding specific information; it is used to keep the information secret and safe. When a message is sent using
cryptography, it is changed (or encrypted) before it is sent. The change makes the message hard to read. If someone
wants to read it, they need to change it back (or decrypt it).How to change it back is a secret. Both the person that sends
the message and the one that gets it should know the secret way to change it, but other people should not be able to.
There are steps to do that when the message is decoded and sent by the sender choosing appropriate method and after
that when it is received decoded by the recipient [5].

As per the Figure 1 input the plain text as “India” and apply the Encryption key algorithm on plain text as a India, after
encryption of data is secure by unreadable format of data is called as Cipher text, this text can’t be recognized by

human mind.
India Secure
(Plain Text) “ %
Sender
Receiver %"&%$
(Cipher Text)
India P D lowl

Fig.1. Encryption and Decryption methods with a secure channel for key exchange
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Through the internet our data is send to destination person via email and receiver person get the data in the format of
cipher text; there is need to decrypt by using decryption algorithm using decryption key. After successfully decryption
it will generate the original message as same as sender person.

@_:,: encryption decryption
g key C™= e
plaintext ciphertext ] plaintext
BN CEncryption Decryption
‘hﬁ K" Alaorithm

Fig.2.Cryptographic illustration

The main components of the symmetric encryption include - plaintext, encryption algorithm, secret key, cipher text and
decryption algorithm. The plaintext is the text before applying the encryption algorithm. It is one of the inputs to the
encryption algorithm. The encryption algorithm is the algorithm used to transfer the data from plaintext to cipher text.
The secret key is a value independent of the encryption algorithm and of the plaintext and it is one of the inputs of the
encryption algorithm. The cipher text is the scrambled text produced as output. The decryption algorithm is the
encryption algorithm run in reverse [6][10].

111, PGP EXPLORATION

Development of tool for security this idea was given by Phil Zimmermann in 1991 Senate Bill 266 (a sweeping anti
crime bill), some common of encryption methods to produce the software he named Pretty Good Privacy or PGP. The
ideas behind (PGP) were known and understood by computer scientist and mathematicians for certain years, which
means that the main concepts were not exactly innovation. The real innovation of Zimmermann was making these tools
usable by anyone with a home computer. Even early version of (PGP) gave users with standard operating system based
home computers access to military grade encryption in the USA [5].

Pretty Good Privacy is a computer program that provides cryptographic privacy and authentication. (PGP) is software
which is used often for signing, encrypting and decrypting e-mails to increase the security of e-mail communication. To
more specific it is a program that gives electronic mail something that does not have. It provides this by encrypting the
mail so it cannot be readable by any other user, when the message is encrypted it is made to look like meaningless, and
that the idea of (PGP) works. It has been proven that (PGP) is a very capable of resisting even the most sophisticated
forms of analysis aimed at reading the encrypted text. (PGP) can be used to apply a digital signature to a message
without encrypting. This is used in public posting where the message not needed to be hidden, but rather is needed to
be allowed to the other users [9]. Once a digital signature is created, it is impossible for any to modify either the
message or signature without the modification being detected by (PGP).

IV. EXPERIMENTAL ANALYSIS OF CRYPTOGRAPHIC PROCESS USING PGP

Experimental Analysis of Encryption-Decryption Process PGP users generate a key pair consisting of a private key and
a public key; only you have access to your private key, but in order to correspond with other PGP users you need a
copy of their public key and they need a copy of your private key to sign the email messages and file attachments you
send to others and to decrypt the messages and files they send to you. The first thing you need to do before sending or
receiving encrypted and signed email or files is create a new key pair. You generate a new key pair from PGP keys
using the PGP Key Generation. The PGP keys window (Table No.I) displays the private and public key pairs you have
created for yourself, as well as any public keys of other users that you have added to your public key ring. It is from
this window that you will perform all future key management functions. The PGP Key Generation Wizard provides
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some introductory information on the screen. You can choose the type of key to generate, specify a key size, set an
Enter your name in the Name box and your email address in the Email box. It is not absolutely necessary to enter your
real name or even your email address. However, using your real name makes it easier for others to identify you as the
owner of your public key. Also, by using your correct email address, you and others can take advantage of the plug-in
feature that automatically looks up the appropriate key on your current keyring when you address mail to a particular
recipient[8]. The PGP Key Generation Wizard asks you to enter a passphrase. In the Passphrase dialog box, enter the
string of characters or words you want to use to maintain exclusive access to your private key. To confirm your entry,
press the TAB key to advance to the next line, and then enter the same passphrase again. Even though your private key
is protected by a passphrase that only you should know, it is possible that someone could discover your passphrase and
then use your private key to decipher your email and files.

# JavaEncryptor

TABLE I. FLOW OF ENCRYPTION DECRYPTION USING PGP
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V. CONCLUSION

In this paper, it is practical implementation of cryptographic techniques have been presented and analyzed in order to
make encryption algorithms used in PGP .Pretty Good Privacy (PGP) is data encryption and decryption software that
provides cryptographic privacy and authentication for data communication and also used for signing, encrypting and
decrypting texts, e-mails, files. Pretty Good Privacy (PGP) perception can be applied to increase the level of security
for a digital file. With the security enhancement, intruders will have to deal with more obstacles in order to obtain the
files content. The security program does not set up an exact port number between client and server due to the reason
that this action can also be an additional obstruction for intruders when trying to gain access with the communication.
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