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Abstract:  Computer networks are more vulnerable to insider and outsider attacks in recent days due to its widespread use in each field. For that 

aspect, numbers of security mechanism have been applied to minimize the effect of possible attacks in the network. One of very appealing 

concept towards network security is intrusion detection system that can able to identify the difference between normal and abnormal activities in 

the network.   There are many intrusion detection systems have been proposed to detect the intrusion or intruders in the network. In general, soft 

computing techniques i.e. neuro-fuzzy based intrusion detection system make as a keystone to detect the intrusion with high detection rates. This 

paper is going to emphasize the proposed neuro-fuzzy based intrusion detection system and also discussed their suitability in terms of detection 

rates and false positives rates towards network security. 
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INTRODUCTION  

Due to the rapidly changes in the network nature, it is 

complex to identify the normal activities from the malicious 

activities. Securing our networks is very challenging issue 

for the researcher in these days. Many prevention based 

security mechanisms such as firewalls, encryption and 

intrusion detection systems are available to prevent the 

network from the vulnerabilities.  However, intrusion 

detection systems have played a prominent role in the 

network security. When any unauthorized action that are 

trying to compromise with the attributes of security such as 

confidentiality, availability, repudiation and integrity then 

that action is known as an intrusion and detection  of such 

intrusions is said to be the intrusion detection system (IDS) 

[1].  

 

The first intrusion detection system was developed by T.F. 

Lunt in late 1980s which was known as intrusion detection 

expert system (IDES) [2].   Moreover, Bonissone accounted 

the used of soft computing techniques for the field of 

intrusion detection in 2000 [3].  

 

Soft computing are able to construct the modern intelligent 

systems which are consist neural networks, fuzzy logic, 

genetic computing and probabilistic reasoning for new 

generation and  also handle the robustness, tractability, low 

solution cost, uncertainty and partial truth. Hybrids of soft 

computing approaches are also possible i.e. neuro-fuzzy, 

fuzzy-genetic, neuro-genetic and neuro-fuzzy- genetic.  One 

type of hybrid approach is most popular in intrusion 

detection field i.e. neuro-fuzzy because in this hybrid 

approach neural network trains the IDS in respect of 

possible attacks so that IDS gathers the information in 

regards of traffic patterns then fuzzy logic generates the 

rules based on that information about traffic patterns [4].   

 

This paper is described the proposed neuro-fuzzy based 

IDSs for networks.  The rest of the sections of this paper are 

follows: section II presented the work which have been done 

on neuro-fuzzy based IDSs in literature and section III 

conclude the paper in respect to the applicability of these 

proposed neuro-fuzzy based IDSs for network security.              

WORK DONE IN NEURO-FUZZY BASED IDSs 

Many neuro-fuzzy based IDSs have been presented for 

network security. Some of them most popular neuro-fuzzy 

based IDSs are discussed in this section.   

 

For evolving fuzzy neural network (EFuNN) based intrusion 

detection system, [5] IDS is based on two learning 

paradigm: one is artificial neural network and other is fuzzy 

inference system. During the training phase, real time traffic 

analysis and packet logging on IP network by used of 

SNORT [6] and then a signature pattern database is built 

based on neuro fuzzy learning method. After that evolved 

IDS make a test on DARPA data set to prove the better 

performance. In  [7], presented a comparison between 

evolving fuzzy neural network (EFuNN) based intrusion 

detection system and Artificial neural networks (ANN) and 

the results proved that neuro fuzzy based hybrid approach 

showed better performance than the ANN approach when in 

both case SNORT are used for training . Results shows that 

based on accuracy, ANN performed better because of 

training time for ANN in minute while for EFuNN training 

time in second. Secondly, in terms of interpretation of rules 

of EFuNN is easier than ANN.  

 

There are also applied neuro- fuzzy based classifiers [8] in 

the form of binary and multi classifier to classify the normal 

activity from the abnormal activity in the networks. This 

approach is very success full in terms of detection rate than 

the other approaches such as RIPPER [9], SRPP [10] and 

EFRID [11]. In [12] also used a hybrid approach for IDS 

where self-organizing maps (SOM) and learning vector 

quantization (LVQ) used as ANN for a group of TCP flags 

and characterize connection type and also used fuzzy 
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inference system (FIS) for used as a network handshake 

watching but for FIS fine tuning used genetic algorithms.   

CONCLUSION 

As above the discussion on proposed neuro fuzzy based 

IDSs, It have been cleared that the hybrid approach of 

neuro-fuzzy in intrusion detection field is more capable to 

detect intrusion than separate used of approaches as ANN or 

Fuzzy logic. One thing is also noticed that there are many 

approaches based on neuro-fuzzy based IDSs but sometimes 

proposed approaches have the  difference to each other in 

terms of attacks scenarios and data features when the 

availability of data are open source or same in manner.  
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