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ABSTRACT: This paper describes a demand management system based on narrow band Power line communication
and GSM technologies which can be used by the electricity provider to reduce electrical load by turning off non-
essential equipment in establishments during high demand periods where enough electricity cannot be supplied. This
solution is thought to have less impact on the lives of the public. The system uses Blum-Goldwasser cryptosystem for
secure power line communication and to mitigate rogue devices. The system does not require internet connectivity.
Therefore, ideal for countries with less internet coverage.
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I. INTRODUCTION

Power line communication (PLC) is one of the technologies that have proved useful for control applications and it is a
system where communication signals can be sent and received on household or industrial current carrying power lines.
This concept involves transmitting information using the electrical power distribution network as the communication
channel.

The principle of PLC consists of transmitting a high frequency signal at low energy levels over the 50 Hz electrical
signal by superimposing a modulated carrier signal on line voltage. This data signal is transmitted via the power line
and can be received and decoded at another location in the same electrical network.

PLC based automation systems range from highly complex such as CEBus which uses complex techniques like spread
spectrum to simple ones such as X10 [1,2,3]. Complex automation systems have higher capabilities that are not
necessary for a demand management system and have a higher price point due to their complexity. Simple PLC
systems such as X10 need further improvement to best suit this application.

In this study we analyzed the available PLC automation systems and research done on electrical demand management
to formulate a demand management system by amalgamating a specially designed PLC system with GSM
communication.

Il. PROBLEM STATEMENT

Increasing demand for the energy has put the world into a crisis. This has viral impact on Asian countries. 15% to 30%
shortage in supply with respect to peak demand can be seen in South Asia [4]. According to South Asian Voices
website, the annual energy demand in India is increasing at 4% and the current supply is 10% behind the demand in
peak hours. It is 6-7% in Sri Lanka and is forecasted that electricity generating capacity should be doubled in next
decade to meet the growing demand [5]. The Statistics in Nations Encyclopedia website shows that Uzbekistan and
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Afghanistan are facing the longest average duration of power outage hours. In Nepal, it is about 20 hours during dry
seasons [4].

Apart from a few Asian countries who have implemented demand management systems, most Asian countries rely on
load shedding where electricity is not supplied to certain regions in the country at particular time intervals to reduce the
demand. This method of demand management causes blackout in those regions which has a highly negative impact on
the daily lives of people. Limited number of studies have been done to provide a solution to this problem [6,7,8]. [6]
gives a load categorization method where high priority places such as hospitals are not used in LS. Even in this method,
places which are used for LS completely loses power. Therefore, it does not provide a solution for low priority places
such as households. Most of the proposed solutions for this problem are internet based [8]. However, according to
world bank open data website internet availability in Asian countries is limited. In Afghanistan, only around 8% of the
population has internet facility. In Asian region as a whole only 50% of the people have internet facility. But when it
comes to cellular subscribers, in south Asia, 78.389% of the population have cellular subscriptions. Statistics show that
GSM based demand management solution is a better choice for Asian countries.

To cope with the growing demand for electricity in Asian countries and as most countries are unable to meet their peak
demands, a demand management system capable of reducing the overall demand with minimum impact on daily lives
of people is required. The system should be GSM based opposed to internet based to be applicable to a wider consumer
base in Asia and it should be easy to implement to mitigate entry barriers.

The paper [7] gives a demand management system based on GSM. In this system, the consumer must manually reduce
the electrical load of the building by switching off appliances in order to keep the electrical supply. If the total electrical
load of the building surpasses the allowed amount, the whole building loses power. In this solution, the user has to
manually turn off appliances until the allowed demand is met. This can be troublesome as the load due to each
appliance is hard to be determined. The proposed system utilizes the automation system given in [9] and the system
given in [7] as an enforcer to form a demand management system which accomplishes all the above criteria with no
hassle to the consumer.

I11. SYSTEM ANALYSIS

The proposed system enable consumers to categorize their appliances as: All, Essential and Basic. Where ‘All
category’ is the default; ‘Essential category’ contains few appliances that are essential for daily routines; ‘Basic
category’ contains one or two mandatory appliances that are required to maintain important daily activities. Electricity
provider can control the demand by dropping the establishments in a certain area into Essential or Basic categories by
sending SMSs to Central Control Systems (CCS) of those establishments. All communication between the outside

100 kHz carrier ——
ASK modulated | w
: output T
Data Signal — P
Figure 1: ASK modulation. Figure 2: Zero Crossing detector.

commands to appliances is done via PLC. This setup does not require internet connectivity.
world (i.e. electricity provider etc.) and the house/establishment are carried out in GSM by CCS. Relaying of

Each establishment contains a single CCS which houses the message processing unit and the GSM to PLC gateway.
Non-essential appliances which may be controlled by the supplier are fitted with PLC Receiver Nodes. Receiver nodes
are connected to the CCS via the power lines forming a star topology. The proposed model is a secured one-way
communication model where only CCS to Node communication is possible. For this setup two-way communication is
not mandatory. The cost of the system is reduced by utilizing only one-way communication.
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3.1. Physical Layer

An Amplitude Shift Keying (ASK) modulated 100 kHz carrier is used at the physical layer to transmit data packets.
Due to the simplistic nature of ASK, equipment can be made cheaper. An NE555 pulse generator is used to generate
the 100 kHz carrier. As shown in Figure 1 an AND Gate (4081 IC) is used to produce the ASK modulated waveform.

In PLC, it is observed that the signal attenuation is low at zero crossings of the 50 Hz AC voltage. To achieve high
SNR, the modulated 100 kHz signals are transmitted at the zero crossings of the 50 Hz AC voltage. This gives an
adequate data rate of 100 bit/s with increased SNR per bit (Eb/NO) which reduces the bit error probability [3].

To transmit and receive bits at the zero crossings, both the transmitter and the receiver must take the input from a zero-
crossing detector. Figure 2 shows the Zero Crossing detector which is used in our design. It output pulses when the 230
V 50 Hz AC waveform is within 5 V.

3.2. Encryption

Most houses have power outlets outside the house for various uses. With PLC comes the risk of an adversary being
able to control the inside appliances by plugging a rogue controller to an outside outlet. To overcome this, encryption is
used for secure communication. Another reason for encryption is to identify authentic receiver nodes and mitigate third
parties from building receiver nodes that perform malicious activities. This is facilitated by maintaining a registered
receiver node list in ‘Authorized Nodes Table’ in a central database. All third-party receiver nodes are registered in this
database prior to releasing to the market after testing by an authoritative body. Users can be given the option via a web
interface/SMS to verify the validity of receiver nodes they buy.

For this application, Blum-Gold wasser (BG) cryptosystem is used, which is a public key cryptosystem and the packet
length does not increase after encryption [10]. For a given node, the key stream used for encrypting and decrypting
changes only when a new initial seed is selected for BBS pseudo-random generator. Therefore, the encryption process
can be optimized by reusing the same key stream to encrypt/decrypt multiple packets without significant risk.

Generating the BBS sequence in the encryption and decryption process, generating the initial seed X,from the final
state of BBS generator X;and the private key at the receiver require taking modulus of powers and multiplications.
Although the final result of the modulus has a fixed length, multiplications and powers tend to overflow variables
during calculation. To overcome this modulo arithmetic identities such as (1) and (2) were used. Apart from these
identities Shrage’s method given in [11] is used.

(A x B)mod C = [(Amod C) X (Bmod C)lmod C (1)
(A+ B)mod C = [(Amod C) + (Bmod C)l mod C (2)
3.3. Protocol

The protocol consists of two packet types: Command packets and Update packets. Command Packets are used to send
ON/OFF commands to receiver nodes and are encrypted with the nodes’ current key stream by taking XOR of key
stream and the plaintext packet. Structure of Command Packets CP [0: 15] is given below. Start Code of 111 is used in
Command Packets to identify them [12].

Start C ode] Address] E venParity] [C ommand
3 bits 3 bits 1 bit "L 4 bits

The Even Parity bit is used to detect corrupted packets.

Periodically, a new X, is selected for each node and a new keystream is generated and cached at the CCS. The resulting
X, for each node is transmitted using the Update Packets. Receiver will use this new X; and its private key to find the
new X, and generate the new keystream. This will be cached at the receiver to decrypt subsequent command packets
until a new Update Packet arrives. The structure of Update Packet UP [0 : 43] is given below. Start Code of 101 is
used in Update Packets to identify them [13].

Start Code] Address] [EvenParity] [Random]
3 bits 3 bits I’ 1 bit "L 32 bits
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Random Number is the new X;.

3.4. Central Control System

CCS is the power line transmitter of the proposed system. It maintains information about the receiver nodes and acts as
the gateway between GSM communication and PLC. It processes the commands sent via SMS, create appropriate
command packets and transmit them via the power line. CCS consist of a processing unit, GSM module, zero crossing
detector, 100 kHz carrier generator, power amplifier and a power line coupling circuit. SIM900OA Dual Band
GSM/GPRS Mini development board was used as the GSM module in the prototype and AT commands were used to
retrieve received SMSs. Arduino was used as the processing unit in the prototype version. Features such as receiving
SMSs, transmitting packets via the power line, public key encryption was implemented in this version [14-16].

The CCS stores the Name, Device address, Public key, Serial number, Category number of the appliances/nodes in a
‘Local Nodes Table’. Apart from this, CCS is tasked with listening for SMSs and periodically sending update packets
to update encryption. Timing is kept using timers available in Arduino. It also contains a ‘Key Stream Cache’ which
stores the current encrypting key streams of each appliance.

In order to turn a particular appliance ON/OFF, first, the CCS consults the Local Nodes Table to get the address of the
that appliance. It construct the command packet with command {1, 0, 1, 0} for ON and {0, 1, 0, 1} for OFF. The
resulting packet is encrypted using the key stream of the appliance stored in the ‘Key Stream Cache’ and transmitted at
the zero crossings.

The processing unit of the CCS takes input ZC;[n] from the zero-crossing detector given in Figure 2. Input is
convoluted as shown in (3) to increase the transmission time of bits and also to neglect any sudden drops to zero within
the pulse.

10V DC supply
R3
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10 2000k £
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output 0.1
1 NPN Au

1

~
Figure 1: Power Amplifier and Coupling Circuit.

ZC[n] = ZC;[n] * (u[n] — u[n — 300]) 3)
ZC,n] = ZC,n].(ZC[n — 1] ® 1) 4)
S[n] = ZC[n] . (current transmitting bit) (5)

The output signal S[n] is generated as given in (5) and ZC,[n] which holds the positive edges of ZC[n] and is used to
change the transmitting bit to the next bit. Once the last bit it transmitted. The transmission is stopped. The signal S[n]
is fed to the ASK modulator given in Figure 1 and the resulting ASK waveform is given to the circuit in Figure 3 to be
power amplified and transmitted to the power line via the coupling circuit. High pass coupling circuit is form by R3
and C1 which attenuates the 50 Hz waveform by -56 dB but allows the 100 kHz signal to pass with minimum
attenuation [17].

3.5. Receiver Node

The receiver comprises of a zero-crossing detector shown in Figure 2, coupling circuit, amplifier, envelop detector and
a processing unit to implement the protocol. Arduino Uno is used as the processing unit in the receiver.

Receiver uses the Coupling circuit given in Figure 4 to extract the data signal from the power line where V1 represents
the power line. It is a band pass filter with a pass band from 60 kHz to 160 kHz. It attenuates the 50 Hz voltage
waveform up to —240 dB and allow the data signal to pass through with almost no attenuation. The extracted data
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signal is amplified using the Non-Inverting Amplifier given in Figure 5 and pass through the envelop detector formed
by C1 and R1 to convert frequency bursts at zero crossings into pulses. This circuit is connected to an opto coupler
given in Figure 6 which provides optical isolation between the circuit and the processing unit and also further amplifies
the signal. The resulting signal S;[n] and the output of the zero-crossing detector ZC;[n] are given as inputs to the
processing unit [18,19].

c1 L1 c3 c4
‘41{':1 ‘ 47L1 l I 1;‘. 1‘6
v c2 _‘Lj L2

_ ) 4Tn a7y

W AC1 |

Figure 2: Receiver Coupling Circuit.

As in the case of the CCS ZC[n] and ZC,4[n] are generated according to (3) and (4). Data Si[n] pulses are also widened
similarly to ZC[n] by (6) to form S[n]. Receiver stores the last 47 received bits in a Boolean array R.

S[nl = Si[n] » (u[n] — uln — 200]) (6)
Whenever ZCd[n] is HIGH the elements of R are shifted to the left according to (7) and the 46th element R[46] is set
as 0. When ZCd[n] is LOW the last element of the array is changed to the latest bit according to (8).

Rli — 1] =R[i; Vie{ie€e Z|0< i< 48} (7)

R[47] = R[47] + ZC[n].S[n] (8)

In a decrypted command packet R[0 : 2] gives the start code, R[12 : 15] gives the command etc. Similarly, in an
update packet R[12 : 43] gives the final state of BBS X;. At the end of a packet three zero bits are sent to notify end of
transmission. These three zeros are also used at the receiver along with the start code and the parity to determine a valid
packet.

Arduino (5V)
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Figure 5: Receiver Amplifier and Envelop Detector. Figure 6: Optocoupler circuit.
IV. FUNCTIONAL ANALYSIS

The demand management system requires a central server with a central database with three tables hosted by the
electricity provider.

4.1. Authorized Nodes Table

The CCS is fitted by the service provider. Therefore, the authenticity of the CCS is not challenged. However, receiver
nodes are bought by the consumer depending on the requirement of appliances. Third party vendors can be allowed to
manufacture these separately or incorporate them into their products. This table must be maintained by the electricity
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supplier to aid in validating receiver nodes and thereby mitigate rogue nodes. It contains records for the receiver nodes
authorized by the electricity provider with fields: manufacturer, serial number and public key.

4.2. Customer Details Table

This table contains details of all the establishments/consumers that use this system. Location of the establishment, SMS
number of the CCS (which is used to send commands), phone number of the owner which must be used when the
consumer is configuring the system. The table allocates a unique identification for each establishment (record) called
the ‘House Code’.

4.3. Device Table

This table contains the details of all the receiver nodes that are connected to the demand management system. It
contains the house code, node address, public key and the category to which the node belongs. Category is an integer
field where 1 = ‘All’, 2 = ‘Essential’ and 3 = ‘Basic’.

4.4. Device Registration Process

In order to add a new appliance to the demand management system, it must be registered in the ‘Device Table’. This is
accomplished by sending a ‘Register Device” SMS in the following format to the electricity provider from the number
given in ‘Customer Details Table’.

Device | | Public Serial Category
[Name]
Address Key Number | | Number
Central server validates the device by referring to ‘Authorized Nodes Table’. If validated sends a Register Device
request to the CCS via SMS. First line of the SMS contains the text “Register Device” and the next line contains the
same content of the SMS above. Only ‘Register Device’ messages coming from the electricity provider’s number is

processed. This eliminates chances of fraud. The details of the new node is added to the CCS’s node table. This is
information is used to automate the devices when changing the mode.

4.5. Mode Change Process

To change the operating mode of a house/establishment the electricity provider sends an SMS to that house’s CCS in
the following format:

SetCategory [N b
umber

Category}
Only ‘SetCategory’ messages coming from electricity provider’s number are processed. Once received, the CCS

identifies all the nodes categorized at or below the received category number by querying the ‘Local Nodes Table’ and
send turn OFF messages to those nodes.

The load management system described in [7] is used to enforce selective LS. If the demand imposed by the
house/establishment surpasses the allowed amount as a result of the consumer disconnecting receiver nodes or due to
any other fraudulent activity, the CCS will cut total power and that particular establishment will go to blackout
condition.

V. RESULTS

The operation of the PLC system was verified up to 20 m by experimentation. Under lab conditions the signal level at
21 m was observed to be 700 mV with a SNR of 29.36 dB. The receiver can operate with 600 mV signal level. By
analyzing the signal variation given in Figure 7, maximum communication distance can be calculated as 30 m.
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Figure 7: Variation of signal level (V) with distance (m).
VI.CONCLUSION

A demand management system based on GSM and PLC that enables electricity providers to control none essential
equipment by sending SMS to houses/establishments was analyzed and verified. Blum-Gold wasser public key
cryptosystem was added for secure communication in the power line. The implemented system architecture is scalable
at a lower cost. Since the CCS is placed at the switch board, the required transmitted power is minimized due to lower
distance from any appliance. The maximum operating distance between CCS and receiver is calculated to be 30 m.
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