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Abstract—In cloud computing security plays an 

important role. The nodes in the cloud simultaneously 

serve computing and storage functions. To provide 

security the file is partitioned into a number of chunks and 

are allocated in distinct. Before partitioning, the data is 

encrypted to provide more security. The encrypted data is 

then portioned and are stored in various nodes. The files 

are splitted dynamically on the basis of number of 

systems present in the cloud. In a cloud computing 

environment, nodes may be upgraded, replaced, and 

added in the system. Files in the node can be dynamically 

created and deleted. This results in load imbalance in a 

distributed file system; that is, the file chunks are not 

distributed as uniformly as possible among the nodes. In 

order to balance the load in the cloud load balancing 

algorithm is used. Load balancing is done by moving the 

chunks of the file from one system to the neighbouring 

system. If a node is deleted the files in the particular node 

is moved and stored in a balanced manner among the 

neighbouring nodes. VM ware offers an cloud 

environment that implement transferring data’s like as 

cloud.  

 

Keywords— Load balance, cloud, security, storage, 

VMware 

 

I. INTRODUCTION 

 

Cloud computing is evolving and considered next 

generation architecture for computing. Cloud computing  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

plays a prominent role in this modern era due its 

compelling benefits and services. Cloud Storage system 

plays its part too in making cloud usage as Storage as 

Service. Cloud storage system is a collection of cloud 

servers which provide continuous access. Data storage is 

the one which grabs a tremendous part in technology of 

world. Typically cloud computing is a combination of 

computing recourses accessible via internet. Historically  

the client or organizations store data in data centers with 

firewall and other security techniques used to protect data  

against intrudes to access the data. In a cloud computing 

environment, the service content offered by service 

providers can be adjusted according to the needs of the 

user. One technique could be encrypting the data on 

client side before storing it in cloud storage. 

Load balancing in cloud computing systems is really a 

challenge now. Always a distributed solution is required. 

Because it is not always practically feasible or cost 

efficient to maintain one or more idle services just as to 

fulfil the required demands. Jobs can’t be assigned to 

appropriate servers and clients individually for efficient 

load balancing as cloud is a very complex structure and 

components are present throughout a wide spread area. 

Load balancing is a process of reassigning the total load 

to the individual nodes of the collective system to make 

resource utilization effective and to improve the response 

time of the job, simultaneously removing a condition in 

which some of the nodes are over loaded while some 

others are under loaded. A load balancing algorithm 

which is dynamic in nature does not consider the 

previous state or behaviour of the system, that is, it 

depends on the present behaviour of the system. The 

important things to consider while developing such 
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algorithm are : estimation of load, comparison of load, 

stability of different system, performance of system, 

interaction between the nodes, nature of work to be 

transferred, selecting of nodes and many other ones. This 

load considered can be in terms of CPU load, amount of 

memory used, delay or Network load. In order to 

distribute the necessary tasks, load balancers go through a 

series of steps. First, the load balancer will query the 

available servers to ensure their availability. The load 

balancer pings a server, and if the expected response 

occurs, it will be included in the available list. If the 

server fails to respond, it will not be used until another 

test is performed and it returns with the appropriate 

response. Load balancing software is very flexible in this 

environment, as the administrator can quickly tweak the 

system to ensure it is chec  king servers appropriately and 

accurately. Distributing the load between the active 

servers can be done in several different ways. The load 

balancer may use a round-robin method, where each 

server is used in turn. It can also use a weighted round 

robin system, where servers are assigned traffic based on 

their configured capabilities. 

 

II. MOTIVATION 

 

Data security in cloud is one of the main issue in cloud 

computing. The data’s in the cloud has no security. In 

order to provide security, the data’s are split into many 

chuncks and stored over various nodes in the network. 

While storing a single file in various nodes by splitting it 

into many chunks a load imbalance problem occur. The 

load can be a memory, CPU capacity, network or delay 

load. It is always required to share work load among the 

various nodes of the distributed system to improve the 

resource utilization and for better performance of the 

system. Load balancing aims to optimize resource use, 

maximize throughput, minimize response time, and avoid 

overload of any one of the resources. Using multiple 

components with load balancing instead of a single 

component may increase reliability through redundancy. 

Load balancing provides a means to efficiently and 

consistently distribute the processing load for clients 

across multiple servers rather than having each server 

respond to every client. This can help to avoid the 

situation where nodes are either heavily loaded or under 

loaded in the network. Load balancing is the process of 

ensuring the evenly distribution of work load on the pool 

of system node or processor so that without disturbing, 

the running task is completed. All types of files can be 

made into chunks. The number of chunks increases as the 

size of the file increases. Number of chunks is not an issue 

here. Any number of chunks can be stored in the cloud 

among the nodes present in a balanced manner. The goals 

of load balancing are: 

 

 To improve the performance substantially 

  To have a backup plan in case the system fails 

even partially 

  To maintain the system stability 

  To accommodate future modification in the 

system 

 

                           III.LITERATURE SURVEY 

 

[1] proposed a binary tree structure that is used to 

partition the simulation region into sub-domains . The  

characteristics of this fast adaptive balancing method are 

to be adjusted the workload between the processors from 

local areas to global areas. According to the difference of 

Workload, the arrangements of the cells are obtained. But 

the main workload [2] proposed an algorithm named 

honeybee behaviour inspired load balancing algorithm. 

Here in this session well load balance across the virtual 

machines for maximizing the throughput. al.[3] proposed 

a dynamic file migration load balancing algorithm based 

on distributed architecture. Considered the large file 

system there were various problems like dynamic file 

migration, algorithm based only on centralized system 

etc. So these problems are to be avoided by the 

introduction of the algorithm called self acting load 

balancing algorithm (SALB). [4] Proposed an efficient 

cell selection scheme and two heat diffusion based 

algorithm called global and local diffusion. Considered 

the distributed virtual environments there were various 

number of users and the load accessing by the concurrent 

users can cause problem. This can be avoided by this 

algorithm. [5] addressed the concept of overlay networks 

for the interconnection of machines that makes the 

backbone of an online environment. the proposed 

network that makes better feasibility and load balancing 

to the dynamic virtual environments. 

 

 

IV. PROBLEM DEFINITION AND LIMITATIONS 

 

The problem here is to providing security to the data 

stored in cloud. The main method used for ensuring data 

security in the cloud is by encryption. Encryption seems 

like the perfect solution for ensuring data security; 

however, it has some drawbacks. Encryption takes 

considerably more computational power, and this is 

multiplied by several factors in the case of databases. 

There are several approaches developed to handle data 

encryption, each having its own compromises and 

downsides, some provide better security mechanisms, 

and some focus on facilitating more operations to the 

customers. Some methods have been developed that 

serve as alternatives to encryption. These methods are 

generally faster than encryption. The encrypted data’s are 

made into chunks and are stored in cloud.  Data Splitting 

is another way to provide data security.  The idea is to 

split the data over multiple hosts that cannot 

communicate with each other; only the owner who can 

access both hosts can collect and combine the separate 

datasets to recreate the original. 

Load balancing is the issue in cloud computing. 

The load in the network is balanced among the nodes in 

the network. The file that is to be stored in the cloud is 

encrypted for security purpose. The encrypted file is 

made into chunks and is stored evenly in various nodes. 

When a new file is uploaded or deleted in a node load 

imbalance problem occur. The load imbalance problem 
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may arise even due to the failure of the node. We can 

overcome this problem by load rebalancing algorithm. 

When an imbalance in the load occur the load rebalancing 

algorithm balances the load by moving the load from the 

failure node to the neighbour nodes. The server node 

which handles the load balancing among the nodes in the 

network has the back up of all the files that are stored in 

the nodes.  If any of the files are deleted in a particular 

node due to the failure of that node, then the main server 

which has the back up of the deleted files splits it and 

stores it to the neighbour nodes in the balanced manner. 

The load rebalancing algorithm used here considerably 

outperforms the prior distributed algorithm in terms of 

load imbalance factor, movement cost, and algorithmic 

overhead. 

V.ARCHITECTURE 

 

In this architecture a centralized load balancer is used to 

split the file into chunks in order to store the data in 

various nodes. The data to be stored in the cloud is 

encrypted before storage for more security. The 

encryption is done by the key generated at the client side. 

Then the encrypted data is made into chunks and stored in 

various nodes. When the server control performs 

operations on data like deletion or updation load 

imbalance problem occurs. This problem can be solved by 

the rebalancing algorithm which balances the load in the 

cloud after the above operations performed. As the 

centralized node has the backup of the deleted files it can 

store the deleted files in the other nodes even in the case 

of node failure. 

 

 

 

 
 

Fig.1 Architecture 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

VI.METHODOLOGIES 

 

 

 
 

Fig.2 Home page 

 

 
 

Fig.3 File selection 

 

                    A.Encryption of data  

 

The data that is to be stored in cloud is not secure. In 

order to provide security to data, the data is stored in the 

encrypted form in the nodes. The file that is to be 

uploaded in the cloud is selected by the client. The 

encryption process is performed over the data with the 

key provided. The encrypted file is made in chuncks and 

stored in various nodes. 
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Fig.3 data encryption 

 

 

B. Splitting the data 

 

The encrypted file is partitioned into a number of chunks 

as shown in figure 3 is allocated in distinct nodes. The 

load of a node is typically proportional to the number of 

file chunks the node possesses. Because the files in a 

cloud can be arbitrarily created, deleted, and appended, 

and nodes can be upgraded, replaced and added in the file 

system. The chunks of files are allocated uniformly 

among the nodes such that no node manages an excessive 

number of chunks. 

 

 
 

Fig.4 data splitting 

 

 

C. sending data to cloud 

 

As cloud is a centralized storage the data’s have no 

security. So the encrypted file is made into chunks to 

provide more security to store the data in the cloud. The 

splitted files are stored in the cloud and can be accessed 

from anywhere whenever needed. Thus storing a single 

file in various nodes has more security when compared to 

the file that is stored in a single node. 

 

 

 
 

Fig.5 sending data to cloud 

 

 

VII CONCLUSION
 

 

The data are stored in the cloud in the secure manner. 

The security for the data is provided by the encryption 

and data splitting techniques. The file that is to be 

uploaded in the cloud is encrypted by the key generated 

at the client side. The encrypted data is splitted into 

chunks to provide more security to the data. The chunks 

of the files are stored in various nodes present in the 

network. 

 

VIII REMAINING WORK 

 

In future rebalancing the data’s among the nodes is done. 

The data’s are splitted and stored in the balanced manner 

in the cloud environment among the nodes present in it. 

When a node is deleted or added in the cloud 

environment imbalance problem occur which can be 

solved by using the load rebalancing algorithm which 

reduces the loss of data 
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