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Abstract: A new technique for transmitting the required secret information by embedding the information into the video
after encryption through Salt Cryptography. A 512 bit key value is determined for encryption and positioning of secret
information in the video. The encryption will be done depending upon a password. But along with the password some
pseudorandom Salt sequences are also there. We will define salts which are random numbers needed to access the
encrypted data, along with the password. If an attacker does not know the password, and is trying to guess it with a brute-
force attack, then every password he tries has to be tried with each salt value. So, for a one-bit salt (0 or 1), this makes the
encryption twice as hard to break in this way. A two bit salt makes it four times as hard, a three bit salt eight times as hard,
etc. You can imagine how difficult it is to crack passwords with encryption that uses a 32-bit salt!. Salts are stored
separately from passwords. That way, even if an attacker steals the password database, it is almost useless to him (if the salt
has a lot of bits). The purpose of a salt is to add arbitrary random data to the string being hashed, such that you increase the
length of input to hash.
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l. INTRODUCTION

The digital watermarking is technique of embedding the hidden information into original data. There may be different
way of embedding the watermark (hidden information) into host data such as embedding in spatial domain, transform
domain and fractional domain[1][2]. The concept of digital watermarking consists of inserting information into the
host signal under the situation that the modifications are not detectable. In addition, it is desirable to put maximum
power into the watermark in order to reach high robustness. The signal energy must be maximized to decrease the
error rate, this is a well known concept from communication theory. In mathematical formulation, the watermark
embedding process can be considered as a constrained maximization problem i.e. to maximize the watermark energy
under the visibility constraint. Although the problem is easy to formulate, it is tremendously difficult to implement
because of the visibility constraint, which is generally based on a non-linear model of the human visual system. A
perfect vision system is defined as one that has the capability to distinguish even the slightest changes in visual stimuli.
For the human visual system this is, however, not the case. Digital watermarking is only achievable because our vision
system is not ideal. The deficiencies in detecting certain stimuli or changes in stimuli have been extensively
investigated in the past. Models to describe some of the visual effects, such as contrast sensitivity and masking,
have been proposed, but for the moment no accurate mathematical description has been found that would allow
simulating the full functional range of the human visual system.
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Figure 1: Classification diagram of existing digital video watermark techniques

Watermark embedding can be performed in a variety of ways as shown in figure 1. There are two main groups of
watermark embedding technologies: coefficient-based and system-based. Coefficient-based approaches are the most
obvious approaches since the embedding process is performed by a direct modification of pixel values or
transform coefficient values[4-7]. Examples of this group are approaches based on pixel modifications in the spatial
domain, such as least significant bit watermarking where the least significant bit of the pixel values are replaced by the
binary watermark values. Extensions of this basic idea are based on spread spectrum communications and can be
applied to a variety of domains a variety of domains, such as the frequency domain and wavelet domain.
Recently, watermarking in the space/spatial-frequency domain has been defined[8-13].

In this paper we are proposing method that uses multilevel watermarks instead of a single organization watermark. These
watermarks are independent of each other but individually identify the movie. Embedding algorithm has been developed as
such all the three watermarks are not embedded together. The watermarks are embedded into different frames. The frame
selection to embed a particular watermark is dependent on the other watermark. So we create some sort of dependence on
each other for entirely independent watermarks.

This paper arranged as follows. In Section II, Frame video watermarking Technique and attacks are introduced, In Section
I11, Proposed algorithm for Primary, Secondary and Ternary Frames , Comparisons between different original frames and
watermarked frames in Section IV. Finally In Section V, conclusions are drawn and future work is presented.

1. FRAME VIDEO WATERMARKING AND ATTACKS

The watermarks will be embedded into multiple frames for better security. Three frames will be selected on the basis of the
watermark keys. Each of these frames will have specific information that will lead to identification of the pirated video at
different levels.

A. Different Watermarks in different Frames

The watermarks namely the video and theatre 1Ds are stored in different frames in multiple copies. The frame selection we
will discuss in next section. Once the frame indexes are known they are categorized as primary, secondary and tertiary level
frames. This hierarchy is on the basis of information stored in them.
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B. Watermark Dependent Frame Selection

The frame selection is done in a hierarchy. Three different classes in the hierarchy and the secret information contained in
them are listed below:

Primary Level Frames: These are the frames identified the movie ID. A modulo hash is performed on the movie
ID using the number of frames in the entire video. This is selected from the first half of the video.

Secondary Level Frames: The location of these frames is selected using modulo hashing has on the video ID. The
hashing value gives the index of the secondary frame in the entire video sequence. This frame stores the theatre
ID. So we are planning to store cross information pattern. Both the 1Ds are related to each other and we have used
these related IDs as one to locate the other.

Tertiary Level Frames: These frames will store the video ID and will be identified by modulo hashing of the
theatre ID. Again cross information storage has been used. The frame selected by theatre ID and information
inserted is video ID. This approach makes the security more robust.

Once the primary frame has been extracted it will tell about the other two keys and consequently the indexes of the
secondary and tertiary frames.

C.

Attacks on the Watermark Video

There are various attacks that can be applied on any cryptographic system especially when some data is hidden into the
medium. Here we will discuss these attacks in context of secret data hiding in the video only[14-18]. Major attacks on
video Stenganographic systems are listed below:

Frame Deletion Attack- In frame deletion attack, the attacker deletes frame for the original message. The lost
watermark can be recovered even after any number of frames gets deleted since the frames associated with
watermark have been backed up properly. So a simple correlation can let us know which the frame the watermark
was was embedded.

Forgery Attack- In forgery attack the original watermark is captured by the eavesdropper which in turn transmits
another message in place of the original one. This way the communication parties are not able to communicate
properly. In our method some eaves dropper cannot forge the data since this will change the CRC of the video
frames and ultimately CRC fail will occur leading to rejection of the video.

Eavesdropping- An eavesdropper or adversary is a malicious entity whose goal is to prevent the communicating
parties from achieving their objectives. An eavesdropper attempts to discover secret data between communicating
parties, spoofing the identity of sender or receiver, distorting the transmitted data, sending malicious information
in place of original messages. We prevent eavesdropping by simply the password authentication combined with
the salt cryptography. The password alone is not capable of localizing the data in the video. It requires the salt to
be combined with the password to get the exact location but this salt has been received from third party for
registered users only. So the eavesdropper cannot know the exact locations of the message.

Brute Force attack- In this attack the attacked tries for all possible permutations of the frame pixels to get the
message, but we don’t embed the actual message bits into the video file. We only embed the randomized mean
values in the video which are in intensity domain like the other pixels. So mathematically it is impossible to
predict the EDD values and to retrieve the message without knowing the exact embedding locations.

Malicious communicating parties- If any of the communication parties are malicious then they can share the
secret information. But in our proposed methodology all the information is not known to a single party. All the
parties know only their domain of information. So even if they leak their part of information then the secret data is
secured since the secret data from other parties also required for retrieval of the secret message from the video.
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1. ALGORITHMS
The steps of the algorithm can be summarized in the following steps:

Authenticate the administrator
2. Input movie name and ID1=movie ID
a. Convert movie ID into binary string
3. Load the original video
4, Gather parameters of the video
a. Nframes=Number of frames in the video
b. Height= Height of the video
C. Width= Width of the video
5. Input ID2=video ID and ID3=theatre ID
a. Convert the IDs into binary string
b. Join the string

=

A Primary Watermark Insertion

1. Prepare primary frame

a. Primary frame will be located by the modulo of the movie ID by Nframes
b. Modulo(ID1,Nframes)
C. Backup original primary frame

2. Prepare primary watermark
a. Join binary ID2 and ID3 = joint ID
3. Prepare salt to mix with ID1 to localize frame
a. Third party interference to make the random salt corresponding to movie 1D
b. Length of salt = Bit length of the joint ID
c. Width of salt = log(Height* Width) — 1
4, Watermark Insertion indexes localization in a Primary frame
a. Salt is mixed with the movie ID.
b. Decimal value of the salt gives the location in the primary frame to embed the watermark.
5. Watermark Insertion
a. Embedding positions are localized by the final combined salt
b. Watermark embedding method explained in previous section is used for watermarking
C. The primary frame in the video is replaced with this watermarked video frame
d. Back up of the primary watermarked video frame

B. Secondary Watermark Insertion
1. Prepare secondary frame
a. Secondary frame will be located by the modulo of the video ID by Nframes
b. Modulo(ID2,Nframes)
2. Prepare secondary watermark
a. binary ID3 = theatre ID

3. Same salt will be used
4. Watermark Insertion indexes localization in a secondary frame
a. Salt is mixed with the video ID.
b. Decimal value of the salt gives the location in the secondary frame to embed the watermark.

5. Watermark Insertion

Embedding positions are localized by the final combined salt

Watermark embedding method explained in previous section is used for watermarking
The secondary frame in the video is replaced with this watermarked video frame

Back up of the secondary watermarked video frame

cooe

Copyright to IJAREEIE Www.ijareeie.com 2567


http://www.ijareeie.com/

ISSN (Print) : 2320 — 3765
ISSN (Online): 2278 — 8875

International Journal of Advanced Research in Electrical, Electronics and Instrumentation Engineering
Vol. 2, Issue 6, June 2013

C. Tertiary Watermark Insertion
1. Prepare tertiary frame
a. Tertiary frame will be located by the modulo of the theatre ID by Nframes
b. Modulo(ID3,Nframes)
2. Prepare tertiary watermark
a. binary ID2 = video ID
3. Same salt will be used
4, Watermark Insertion indexes localization in a tertiary frame
a. Salt is mixed with the theatre ID.
b. Decimal value of the salt gives the location in the tertiary frame to embed the watermark.
5. Watermark Insertion
a. Embedding positions are localized by the final combined salt
b. Watermark embedding method explained in previous section is used for watermarking
C. The tertiary frame in the video is replaced with this watermarked video frame
d. Back up of the tertiary watermarked video frame

Multiple iterations of the primary secondary and tertiary watermarking can be done with different selection of frames
to increase the security but this may increase some noise in the original video after certain limit

D. Watermark Extraction

The process given in the watermark embedding section is completely reversed to dig out the watermark from the video
frames. The major steps involved are:

Input the watermarked video

Input movie 1D

Generate primary frame index

Generate salt corresponding to movie 1D

Mix salt and movie ID to get watermarked pixel indexes in the primary, secondary and tertiary frames
In primary frame search for hidden info

This info is joint ID composed of the video ID and theatre 1D

Both the IDs are extracted from the joint ID

Secondary and tertiary frames’ indexes are calculated

Hidden information in these frames is matched with the video and theatre IDs.
If matched then claim can be done.

RBPBOoOoNoOR~WNDE
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(AVA COMPARISONS BETWEEN  DIFFERENT ORIGINAL FRAMES AND WATERMARKED
FRAMES

Histogram Comparison of the Frames
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Figure 2: Histogram of the original primary frame Figure 3: Histogram of the watermarked primary frame.
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Figure 4: Histogram of the original secondary frame. Figure 5 : Histogram of the watermarked secondary frame.
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C.  Tertiary
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Figure 6 : Histogram of the original tertiary frame. Figure 7: Histogram of the watermarked tertiary frame.
V. CONCLUSION AND FUTURE WORK

It is clearly visible from the histogram comparison of the original and watermarked frames that there is no noticeable
difference in the peaks of the histogram. This is because of the use of the mean of the neighborhood watermark. This mean
shows no visible effect on the images. This scheme is novel in this area and has no algorithmic comparisons. The concept
of salt cryptography for video watermarking is totally novel. The watermarking information is stored in the frames.
Multiple levels of information have been used as watermarks. Different levels of information have been embedded in
different frames. The frame number to embed the watermark is calculated from the video, movie and theatre ids. The
original frames and the watermarked frames are also stored by the verification authority. The proposed algorithm is robust
against frame deletion attack. Even large number of frames are deleted the watermark can be detected by simple correlation
with the video frames. The results are very good as there is no visual change in the Stego video . The main idea to check the
hidden data i.e. histogram checking is also not able to detect the presence of the data. So overall this approach is successful
landmark for data hiding in the videos. We are planning in future to include some frequency domain transforms to make it
comparable with other techniques in the frequency domain.
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