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ABSTRACT: Security becomes increasingly important for many applications, such as video surveillance, confidential 

transmission military and medical applications. Data hiding has been used for several years to transmit data without 

being intercepted by unwanted viewers. The core of the system is two widely used cryptographic algorithm core: 

Secure Hash Algorithm SHA-256 and Advanced Encryption Standard AES-128. The system design is with hardware’s 

effectiveness in mind. This cryptographic engine was used as an integral part of security data storage system. 

Cryptography algorithm is implemented on Software using computer. It has been observed that the performance of the 

software is not up to the mark. Moreover Security flaws were identified in Secure Hash Algorithm SHA–1, namely that 

a mathematical weakness exist, that indicating a stronger hash function would be desirable. So SHA-256 is used to 

overcome this. 
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I. INTRODUCTION 

The term Cryptography is usually referred as "the study of secret", nowadays it is most attached to the definition of 

encryption. The term encryption is a process of converting plain text "unhidden" to a cryptic text "hidden" to secure it 

for against data thieves. The term decryption is reverse process of encryption, where cryptic text needs to be decrypted 

on the other end to be understood. In cryptographic systems, the term key refers to a numerical value used by an 

algorithm to alter the information so, making that information more secure and visible only to those who have the 

corresponding key to recover that information. The cryptography can be divided in to mainly two types. 1. Public key 

cryptography 2. Secret key cryptography. The Secret key cryptography is also called as symmetric key cryptography. 

Here both the sender and the receiver must know the same secret code, called as key. Messages can be encrypted by the 

sender using the key and decrypted by the receiver using the same key code. The Public key cryptography also referred 

as asymmetric key cryptography, which uses a two keys or pair of keys for encryption and decryption process. With the 

public key cryptography, keys work in pairs of matched private and public keys. 

The traditional methods of Cryptography engine involve usage of single Cryptography algorithm. This has lead to 

chances of data being leak to the intruder, which has created lot of mishaps. In order to avoid this, to increase the data 

security, the Cryptographic level or Encryption level has been increased to an extent where such mishaps are not 

possible. In hybrid cryptosystem, the asymmetric key is used to encrypt the secret key and the secret key is used to 

encrypt the actual message. 
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II. HARDWARE IMPLEMENTATION 

 

Fig. 1. Hybrid Cryptography Engine 

Figure 1 shows the block diagram of Hybrid Cryptography Engine. The whole system is built up on a FPGA board and 

the core of the system is cryptographic cores implementing different cryptographic algorithm such as AES 128 and 

SHA 256. The cryptographic Engine is connected to computer through PCI port. 

In Encryption process, plain text is converted in to cipher text, which is an output of AES Encryption. To encrypt the 

data, the key used is also encrypted by SHA-256 cryptographic algorithm. For SHA-256, a 32-bit key is given as an 

input. This SHA-256 algorithm gives the encrypted key. This key is used to encrypt the data in AES-128 algorithm. 

Finally, the output of AES algorithm produces the encrypted data of 128-bit. 

During decryption process, the encrypted data is given to the data decryption module. The secret key is needed to 

decrypt the data which was used to encrypt the data. It is obtained by giving the public key to SHA 256, which gives 

the secret key. Now this secret key is used to decrypt the original data from the original data. 

III. RESULT 

The hybrid Cryptography Engine was implemented using Verilog hardware description language. These descriptions 

were then processed by standard Xilinx ISE 13.4 design tool suite, which performed synthesis, placement, and routing 

and bit stream (FPGA physical programming information) generation. The bit stream generated was dumped on to 

XC4VFX12 device of Xilinx Vertex 4 family. The number of slices used was 3791, number of slice flip flops used was 

2384 and number of 4 input LUTs used was 7236, representing 69%, 21% and 66% of total resource available. 

 

Fig. 2. Simulation Result 
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Figure 2 shows the simulation result of Hybrid Cryptography Engine. Here the data is of 128-bitand key is of 32-bit 

both of these are applied to the AES 128 algorithm. The 128-bit of encrypted data and decrypted data waveform has 

shown in above figure. 

 
 

Fig. 3. FPGA Output 

Figure 3 shows the FPGA output of implemented design. In the implementation as a reference, the data has been taken 

is of 8-bit of data instead of 128-bit and key size is same as of 32-bit. In the figure 3, Data_in is a input to the 

encryption and Data_out is a output from the decryption. 

IV. CONCLUSION 

In this paper, we implement a FPGA encrypt engine with SHA-256 and AES-128 IP cores. This hybrid cryptography 

engine uses SHA-256 algorithm to encrypt key and AES-128 algorithm is used to encrypt the data. This 

implementation shows that hardware implementation has better performance in terms of speed and power than software 

implementation. Also the use of SHA-256 Cryptographic algorithm for enhancing the Security has been proposed. 
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