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ABSTRACT: Security is a major issue in any network, having a secure transmission channel for data transmission or a 
secure communication path from the source to destination is a challenge in MANET and WSN. In MANET, using 
threshold digital signature is used in existing key management schemes for network. In wireless sensor networks, a 
security mechanism based on elliptic curve cryptography is considered to provide the authentication for nodes and their 
identity for message transmission, then certificate is used to check the trustworthiness of the nodes in a cluster for 
authentication purpose. In this paper summarizes the use the two secure schemes for WSN and MANET. 
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I. INTRODUCTION 
Security has a major impact on Mobile ad hoc networks (MANETs) and wireless sensor networks (WSNs), Mobile ad 
hoc networks (MANETs) do not require wired infrastructure or expensive base stations. Nodes within radio range of 
each other can communicate directly over wireless links, and those that are far apart use other nodes as relays called as 
intermediate nodes. As Wireless sensor networks usually have more nodes than MANETs, and sensory nodes in WSNs 
are more resource constrained in terms of power, computational capabilities, and memory, the security design used in 
WSNs has to be more specific for those areas. Security issues can be categorized and provided through different 
techniques like key management, and trust in; most of it is associated with authorization, encryption, decryption and 
authentication are some. 
When considering the security aspect, a cryptography technique or scheme can be applied in both MANETs and WSNs 
in different areas. ID-based cryptography is used to develop a new certificate security scheme in MANETs, which can 
be used as a one kind of security scheme in vehicular ad hoc networks. MANET and WSN which provides with the 
latest schemes in cryptographic techniques and bring in new perspective to security, performance, and many other areas 
of issues for high importance in MANETs and WSNs. The main aim is to find methods in cryptography and its basic 
applications in MANETs and WSNs builds a foundation for advanced research in security. It aims at providing 
information/outlook about how MANET and WSN security design can be better achieved with knowledge of 
cryptography. An approach to form a secure channel establishment using threshold signature scheme for MANET and 
certificate generation method using  public key cryptography for WSN are the technique which have been given 
importance in proposed work . 
 

II. KEY MANAGEMENT AND KEY DISTRIBUTION 
Key [1] [11] management is one of the most important issues of any secure communication. With the increasing 
demand for the transmission security in wireless sensor networks, the key management can be done in two methods, 
providing session key to individual nodes and providing key management to group nodes, before exchanging data 
securely, encryption keys must be established among sensor nodes.  Key usage for secure data transmission, it does not 
specify how to exchange keys securely. Besides the link layer, upper layers such as the network and application layers 
also must exchange keys securely. This is a challenging problem because there are many stringent requirements for key 
management, and the resources available to implement such processes are highly constrained. Many security-critical 
applications depend on key management processes to operate but also demand a high level of fault tolerance.  Multiple 
Keys are distributed among the sensor nodes; each node must broadcast the key’s ID within its communication range to 
find out if the nodes share the same key. A secure communication can be established as long as there is at least one key 
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being shared. If there is no key shared between two nodes, then the link has to be established through two or more 
paths. 
 

III. SECURE TRANSMISSION IN WSN 
A. Key Distribution Schemes: 
There are [11] three keying models that are compared between the WSN security and operational requirements which 
are network keying, pairwise keying, and group keying. The network keying model has advantages over the pairwise 
keying, and group keying. It is simple, easy to manage, and uses very little resources. It allows collaboration of nodes 
where neighbouring nodes can read and interpret each other’s data, it is self-organizing, scalability and accessible. The 
drawback of network keying is robustness.  
The pairwise keying it is difficult to add new nodes to the network, hence affecting the flexibility requirement. This is a 
resource-intensive process that uses more energy when compared with the simple preloading of a network-wide key as 
in the network keying. Some pairwise key distribution are self-organization, because they tackle the scalability problem 
by reducing the number of shared keys, results in some nodes being unable to communicate with other nodes and hence 
compromising the self-healing and self-organizing abilities of the network. 
The group keying combines the features of both network and pairwise keying techniques. When group of nodes form a 
cluster, communications are performed using a single, shared key similar to network keying. The communications 
between group’s uses a different key between each pair of groups in a manner identical to the pairwise keying 
technique. Scalability, increase keys with the number of groups, not with the size of the network. The drawback with 
this technique is that it is difficult to set up and also the formation of the groups is a very application dependent.  
B. Certificate Generation Method: 
A WSN consists of hundreds or thousands of densely populated sensor nodes spread over a medium scaled network, 
which sense the data and propagate through the network. They work collaboratively to process and sensed data. These 
sensor nodes send data streams to base stations either periodically or based on events and base station send the data to 
the destination node. In a network, sensors nodes may be densely populated wit, the area detected by the sensors are 
dividing into a number of small clusters.  
A Grid is a cluster based schemes, in which clusters are equally sized square grids in a two dimensional plane, have a 
simple structure with less routing management overhead. With the assistance of GPS or localization techniques, the 
square grid also provides easier coordination among all sensor nodes in the network.  
The base station plays a major role in forming the secure transmission channel which acts like a gateway for external 
communication. The base station gathers information of all the nodes from the Grid to form the clusters according to 
the location of the nodes. A key management mechanism is used which is based on ECC. It provides authentication 
services for the identity of nodes and message transmission between the source and destination. It provides a 
mechanism the add nodes with pre-loaded public keys as certificates to help the other nodes verify their trust 
worthiness. By doing so, the old nodes do not have to update their keys for secure communications with the new nodes. 
During the node deployment, each sensor node has to go through an initialization phase, where the base station certifies 
the trust worthiness of the nodes. The base station generates a pair of public and private keys for each node that issues 
pre-loaded certificates to ensure the trust worthiness of the newly added nodes. Pre-loaded public key can be used as 
the certificate to ensure the trust worthiness of the newly added nodes to the network. The nodes within a cluster can 
verify their trust worthiness with each other within the valid period of certificates generation. 
 

IV. SECURE TRANSMISSION IN MANET 
A. Trust Management:   
A [13] [12] key aspect for WSN is the trust on the behaviour of the elements of the network. Trust evaluation 
mechanisms for distributed networks for MANETs and sensor network have been analysed. Where for any trust 
management system has to be designed and prepared for reacting against the particular issues, such as decentralization 
and initialization that can be found in WSN environments. The node [15] trust value is calculated based on the 
cryptographic mechanism being applied, availability statistics and the packet forwarding information about the node. If 
computed trust value of a node falls below a threshold, the node’s location is considered insecure and it is avoided in 
the routing process.  
B. Signature Schemes: 
[16] Mobile ad-hoc network security (MANET) is becoming a more entangle problem compared to other networks 
security. In ad hoc networks the nodes often leaves the network and re-joins frequently. So authentication plays a vital 
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role when a node joins and re-joins into the network. A digital signature is another part of the security parameter in the 
network security. A signature is need in the MANET and WSN for detecting the treats and various types of intrusion 
detection. There are several types of signature scheme used, these schemes helps in identifying the node which are 
attacked. The signature scheme helps in providing a secure transmission channel for data transmission.  
C. Threshold Signature Scheme: 
Developed a [17] [12] trust based security protocol based on a cross-layer approach which attains confidentiality and 
authentication of packets in both routing and link layers of MANETs. Here in the first phase, a design of trust-based 
packet forwarding mechanism for detecting and isolation of malicious nodes using the routing information are found. 
Trust values used for each node for packet forwarding by maintaining a trust counter. A node is accepted or rejected by 
the trust counter while routing process. If the trust counter value falls below a trust threshold, the respected node is 
marked intermediate as malicious. 
To [14] form a secure and effective communication channel a Multi threshold-signature scheme is used which is 
defined by fundamental properties. A threshold multisignature scheme shows that this scheme satisfies the properties 
and eliminates the attacks to which other similar schemes are subjected to. Threshold Multisignature schemes combine 
the threshold signature schemes and group multi signature schemes to yield a signature scheme that allows a threshold 
or more group members to collaboratively sign an arbitrary message. 
In this scheme a novel cluster based secured routing methods that protect packets sent in MANETs from intermediary 
malicious nodes by attempting to only route them through trusted nodes. The network is organized in such a way that 
there is one-hop disjoint clusters, for every node elected by  the most qualified and trustworthy node of its hop 
neighbours to be its cluster-head (CH). Cluster members forward packets only through the trusted cluster-heads (CH) 
thus ensuring a safe communication path. This a different approach for a new threshold-multisignature scheme without 
a trusted third party, based on a round optimal, publicly verifiable protocol. This scheme can be easily adapted to 
incorporate a trusted third party; a version of the scheme is where the assistance of a trusted third party will therefore 
not be presented.  A discrete logarithm-based threshold-multisignature scheme is used for secure path. The discrete 
logarithm-based threshold-multisignature scheme is made secure by periodically updating secret shares and changes the 
group membership by allowing an authorized subset of existing group members to redistribute secret shares to form a 
new access structure. This scheme provides an individual signature for each node in the network; a random integer and 
hash function is used to provide the threshold signature. 
 

V. DISCUSSION 
Security has a major impact on Mobile ad hoc networks (MANETs) and wireless sensor networks (WSNs), Key 
management plays a major role in establishing the communication between the two parties by providing the session key 
to individual nodes and also key management to group nodes, before exchanging data/nodes securely. Key 
management processes to operate but also demand a high level of fault tolerance. In Table-1 , provides an overview of 
different schemes that can considered in secure communication. However the selection of scheme has to be made based 
on the requirement and level of security needed.    
 
Table1: MANET and WSN schemes and their properties: 

SCHEMES MANET WSN 
Threshold Signature i. Can be considered in unicast 

routing. 
ii. Applicable for Group 

communication 
iii. Multilevel security 
iv. Efficiency is more 

i. Restricted, to application 
specific 

ii. More energy consumption 
 

ECC+DH  i. Efficient  in term of accessibility 
ii. Less energy consumption 

iii. No restriction for network 
topology   

iv. Smaller key size Applicable 
 

i. Efficient  in term of 
accessibility  

ii. Less energy consumption 
iii. Restriction with respect to 

network topology 
iv. Smaller key size 

Certificate i. Applicable for node’s security i. Applicable for node’s security 
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The key management schemes ECC, DH and certificate generations holds good for WSN and MANET, but the 
threshold signature scheme can be used directly in MANET the same is not applicable in WSN due to various 
constraints.  
 

VI. CONCLUSION 
MANET and WSN offer wireless channel communication, establishing the secure transmission channel is challenging 
task. A threshold digital signature is an important cryptographic tool used in existing key management schemes for 
mobile ad hoc networks. Where as in a Wireless sensor networks aims at the issues dealing with symmetric key 
encryption methods. A security mechanism based on elliptic curve cryptography is being used to provide the 
authentication for nodes and their identity for message transmission. A certificate is used to check the trustworthiness 
of the nodes in a cluster for authentication purpose. The usage of the secure scheme is depends on the topology and 
application in small scale network, for large scale network still is challenge.  
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