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Abstract: Steganography is the art and science of invisible communication. It is a technique which keeps the existence of the message secret.
This paper proposed a technique to implement steganogaraphy and cryptography together to hide the data into an image. This technique
describes as: Find the shared stego-key between the two communication parties by applying Diffie-Hellman Key exchange protocol, then
encrypt the data using secret stego-key and then select the pixels by encryption process with the help of same secret stego- key to hide the data.

Each selected pixel will be used to hide 8 bits of data by using LSB method.
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INTRODUCTION

When we communicate through insecure network the main
issue arises is security. For the secure communication we use
different techniques such as cryptography,
Steganography etc. Cryptography was created as a
technique for securing the secrecy of communication and
many different methods have been developed to encrypt
and decrypt data in order to keep the message secret.
Unfortunately it is sometimes not enough to keep the contents
of a message secret, it may also be necessary to keep the
existence of the message secret. The technique used to
implement this, is called Steganography [1].

Cryptography:

Cryptography is the science of secret writing. The goal of
cryptography is to make data unreadable by a third party.
Cryptography algorithms are divided into two parts, secret-
key (symmetric) and public-key (asymmetric) algorithms [2].
Symmetric algorithms are used to encrypt and decrypt original
messages (plaintext) by using the same key. While Public-key
encryption algorithms work in a different way. In these
algorithms, there is a pair of keys, one key is known to
the public, and is used to encrypt information to be sentto a
receiver who owns the corresponding private key which is
used to decrypt the information.

Steganography:

Steganography is the art and science of communicating in
such a way that the presence of a message cannot be detected
[3]. Steganography provides a means of secret
communication which cannot be removed without

significantly altering the data in which it is embedded. The
message can be hide in audio, video, text or any other
digitally represented code. The hidden message will be
confidential unless an attacker can find a way to detect it. The
hidden message may be plaintext, cipher text or anything that
can be represented as a bit stream. Images are ideal for
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information hiding because of the large amount of redundant
space is created in the storing of images [4]. There are two
types of image compressions, lossy compression and loss less
Compression; lossless compression formats (e.g. GIF and
BMP formats) maintain the original image’s integrity. Lossy
compression (e.g. JPEG format) may not maintain the original
image’s integrity [5]. Lossless compression maintains the
original image data exactly, hence it is preferred. Simple
steganographic techniques have been in use for hundreds of
years, but with the increasing use of files in an electronic
format new techniques for information hiding have become
possible. To make a steganographic communication even
more secure the message can be encrypted before being
hidden in the carrier [6]. Cryptography and Steganography
can be used together. Steganography and cryptography are
both used to ensure data confidentiality [7]. However the main
difference between them is that with encryption anybody can
see that both parties are communicating in secret.
Steganography hides the existence of a secret message and in
the best case nobody can see that both parties are
communicating in secret.

RELATED WORK

The most of today’s steganographic systems use images as
cover object because people often transmit digital images over
email and other communication media. The main method to
apply steganography technique on images is LSB
technique which described below.

The Lsb Technique:

In least significant bit technique data can be hiding in an
image by changing the LSB of each color byte as data bit [8].
In a 24- bit image, one can store 3 bits in each pixel by
changing a bit of each of the red, green and blue color
components, since they are each represented by a byte. A

600x500 pixel image, can thus store a total amount of

900,000 bits or 112,500 bytes of embedded data. As an
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example, suppose that we have three adjacent pixels (9 bytes)
with the RGB encoding.

10110011 01101101 11001101

10011010 01001111 11001111

10010111 01010010 10011011

When the number 330, can be which binary representation is
101001010 embedded into the least significant bits of this
part of the image. If we overlay these 9 bits over the LSB of
the 9 bytes above, we get the following (where bits in bold
have been changed)

10110011 01101100 11001101

10011010 01001110 11001111

10010110 01010011 10011010

Here the number 330 was embedded into the grid, only the

5 bits needed to be changed according to the embedded
message. On average, only half of the bits in an image will
need to be modified to hide a secret message using the
maximum cover size. Since there are 256 possible
intensities of each primary color, changing the LSB of a pixel
results in small changes in the intensity of the colors. The
human eye cannot perceive these changes - thus the message
is successfully hidden. With a well-chosen image, one can
even hide the message in the LSB without noticing the
difference [9].

Diffie-Hellman Key Exchange Protocol:

Mote a,b ez g 2y where p iz pime no. Soand B
are public key and K is shared key

I, - - o e, e, . o T e s

Figure: 2 (a)

The security of the Diffie-Hellman key exchange protocol is
based on the strength of the discrete algorithm and the size
of the key used (refer to Figure 2(b)). However the
Diffie-Hellman protocol is considered secure against brute
force attack if p and g are chosen properly [10]. Currently,
the solving of the Diffie-Hellman discrete logarithm
problem will make many other public-key cryptosystem
insecure. The Diffie-Hellman key exchange has a high level of
the security because DH protocol depends on large prime
numbers which exceeds 1024 bit.
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Algorithm for key exchange

User X must do the following (refer to Steps lato dain
Figure 1)

la. Chooge a prime narebers p randoroly, and chooge two
integer numbers 2 and g.

2a. Compute the A (user 2 public key), as follows: A = g*
mod p.

3a, Send the piblic value A to user ¥

da, Corapute the secret value K as follows: K = Fomed

P

User ¥ rust do the following (refer to Steps b to dbin
Figure 1}:

1h, Choose an integer nurabers b randoroly,

dh. Cornpute the B (user ¥ public-key), as follows: B =
Fmodp.

3h. Send the public value B to user Z.

b, Corapute the secret value £ as follows: K =4"mod p

Figure: 2(b)

PROPOSED WORK

The proposed method describes as: Find the shared stego- key
between the two communication parties (user A and user B)
by applying Diffie Hellman Key exchange protocol. As shown
by Figure 2(b), Diffie-Hellman key exchange protocol shows
the technique for the key exchange between two parties (user
A and user B) to get shared Stego-key values. As in Figure
2(b), User A must generate the keys (public and private keys)
and use her private keys to give new public key and send it to
user B's side. User B must obtain and issue new public
keys. Then at the end the protocol, each side recovers
his/her received public key to reach the shared values between
them, that’s mean user A and user B have arrived same sego-
key value.

Then encrypt the information by using the shared stego-key
which already generated in the previous step. Here we can use
any standard encryption algorithm for encrypt the information.
(K, PT) = CT where, K=shared stego key, PT=plain text

original data), CT=cipher text, PT- =i yte of origina
(original data), CT=ciph boith pyte of |

data, CT' =i'[h byte of encrypted data. In the next step we
select the pixel of image by using the shared stego- key for
hiding the CT. The algorithm for selecting the pixel as
follows: Let M= total no. of pixels in the cover image
(m1*m2), K=Stego-key which is generated by Diffie-
Hellman algorithm. We have to hide the information in a

24 bit image byte-wise. So we hide cT' in image where
i=1, 2, 3... n. (where n=size of data which should be less than
or equal to M). s is the pixel number of
image(m1*m2) which is calculated by co-ordinates(x, y) of
that particular pixel as follows: s = (y*m1+x+1).

Algorithm at Sender Side:
Algol: Take an array A [M] where initially A[i] =0 where
(I<=i<= M)
For (i=1ton)
Step 1: E (K, i) =]
Step 2: s=jmod M
Step 3: if (A[s] ==0)
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Call algo3
Set A[s] =1
Else
S++
If (s>M) s=1
Goto step 3

Stego key generated by
diffie-helbman alzortim

.

Encaypt data and select

3 ( 3
e (e )

l Hide data at selected pixel [

v
Stego mage

Figure: 3(a)

/I* we can easily calculate co-ordinate (x, y) from s as
follows: x=(s-1) %m1 and
y=(s-1)/m1 *//

Algorithm at receiver side:

Algo2: Take an array B [M] where initially B[i] =0 where
(i=1to M).
For (i=1 to M)
Step 1. E (K, i) =j Step
2:s=jmod M Step 3:
if (B[s] ==0)
Call algo4
Set B[s] =1
Else
S++;
If (s>M)
s=1
Goto step3
Step 4: PT' =D (K, CT"
Step 5: if (PTI == ending flag) {exit}
/I*ending flag is a special character which has already decided
between sender and receiver. It shows the ending of
message.*//

Stego key generated by
diffie-helbnan alzorilon

salect preel of
1mage by stegm
L2

Stego onage |——

| Extract ercrypted data |

L

Diecryept data
by stegzo key

Figure: 3(b)
© JGRCS 2010, All Rights Reserved

Modified LSB technique:

r[M], g[M], b[M], r1[M], g1[M], b1[M] are the array which
have the values of red, green, blue color of pixels in cover
image and stego image respectively.

At sender side: Algo3:

Step 1: t=r[s] AND OxF8
Step 2: t1 = CT' AND 0x07
Step 3: r1[s]=tOR 11

Step 4: u=g[s] AND 0xF8
Step5: ul=CT' AND 0x38
Step6: u2 =ul SHR3

Step7: gl[s] =u ORu2
Step8: v = b[s] AND OxFC Step9: v1=CT' AND 0xCO
Step10: v2 = v1 SHR6
Stepll: b1[s] = v ORv2

At receiver side: Algo4:

Step 1: t1 =r1[s] AND 0x07
Step 2: t2 = g1[s] AND 0x07
Step 3: t3=bl[s] AND 0x03
Step4: t4 =12 SHL 3

Step 5: t5=t3SHL 6

Step 6: CT' =t1 ORt4 OR 5

Modified LSB method

red color bis)

el el 2 Bl B 28
[N ¢ g

(Green color bits) ‘\\
‘f—"h.\ — N,
_’i: (Encrypted data bits)
\\‘
B RS
{blue color bits)
Figure: 3(c)

WORKING AND ANALYSIS

We have to hide some information in an image of size
N*N. CT is the encrypted form of our plain text using key
K (let K=1010110001) which is generated by diffi-hellman
key exchange algorithm at both sender and receiver side.
Suppose we have already hidden 204 bytes of our

encrypted data and now we are hiding 2051 byte of

our encrypted datai.e. CT 205
Suppose N=50, E

(K, 205) =41,

s =41 mod 2500=41

Now assume A [41] ==

/* now we hide the CT205 at the 411 pixel of image */
28
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Suppose the r, g, b value of the 41th pixel of image t5 = t3 SHL6 = 11000000

are ct?® - 11 OR 14 OR 15 =

01001011(75), 10101011(171), 01110110 (118) 11001011.

respectively and cT205 i3 Here we can see that the 205" byte of our encrypted data is
11001011. t=r [41] AND OxF8 = exactly same as the data was at sender side. Now receiver
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