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Abstract: MANET is an self configuring and infrastructure less based network. A growing number of ad hoc networking 
protocols and location-aware services require that mobile nodes learn the position of their neighbors. However, such a 
process can be easily abused or disrupted by adversarial nodes. The fully distributed cooperative NPV solution is robust 
against independent and colluding adversaries, and can be impaired only by an overwhelming presence of adversaries. In 
the existing approach, nodes are correct if they comply with the NPV protocol and adversarial if they deviate from it. 
Results thwart more than 99 percent of the attacks under the best possible conditions for the adversaries, with minimal false 
positive rates. But there is no secure message transformation. In the proposed approach secure message transformation 
takes place, so the trusted node informs all the correct nodes about the adversarial node, and the node will be removed from 
network operations cooperatively and the operational load of each correct node is reduced. 

I. INTRODUCTION 

A mobile ad hoc network(MANET) consists of mobile nodes or stationary nodes that communicates over wireless 
links and it does not have any fixed infrastructure. As dynamic topology changes are one of the characteristics of MANET. 
Where nodes move frequently, it rely on routing protocols. With the growing popularity of positioning devices and other 
localization schemes, geographic routing protocols are becoming an attractive choice for use in manet. Self-configuring 
infrastructureless network of mobile devices connected by wireless. Each device in a MANET is free to move 
independently in any direction, and will therefore change its links to other devices frequently. A mobile ad hoc network 
consists of a group of mobile nodes that communicate without requiring a fixed wireless infrastructure. It has no base 
station and nodes can only transmit to other nodes within link coverage. Data must be routed via intermediate nodes. 
A cellular network or mobile network is a wireless network distributed over land areas called cells, each served by at least 
one fixed-location transceiver, known as a cell site or base station. compare to this network MANET has many advantages 
there is no need of fixed infrastructure. Mobile Ad Hoc Network (MANET) is a collection of two or more devices or nodes 
or terminals with wireless communications and networking capability that communicate with each other without the aid of 
any centralized administrator also the wireless nodes that can dynamically form a network to exchange information without 
using any existing fixed network infrastructure. And it’s an autonomous system in which mobile hosts connected by 
wireless links are free to be dynamically and some time act as routers at the same time, and we discuss in this paper the 
distinct characteristics of traditional wired networks, including network configuration may change at any time , there is no 
direction or limit the movement and so on, and thus needed a new optional path Agreement (Routing Protocol) to identify 
nodes for these actions communicate with each other path, An ideal choice way the agreement should not only be able to 
find the right path, and the Ad Hoc Network must be able to adapt to changing network of this type at any time. Ad-hoc 
networking doesn't require any access points as opposed to wireless networks in infrastructure mode. This makes them 
useful in a lot of different applications. It is largely used in military applications and in rescue operations where the existing 
communication infrastructure has been destroyed or is unavailable, for example after earthquakes and other disasters. But 
ad-hoc is nowadays also being used in a lot of commercial applications, like mobile phones and PDAs using the Bluetooth 
protocol. 
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II. SECURITY 

Security in wireless network is becoming more and more important while the using of mobile equipments such as 
cellular phones or laptops is tremendously increasing. Due to the unique characteristic of wireless network, unlike wire line 
networks, to achieve this goal is never a trivial challenge. Mobile ad hoc networks The cooperation between each node like 
a cellular phone in the network. Like all kinds of networks, passive attack and active attack are two kinds of attacks which 
can be launched against ad hoc networks. The passive attacks only intercept the message transmitted in the network without 
disturbing the transmission. The active attacks are carried out by malicious nodes which aim to disrupt transmission among 
other nodes or selfish nodes which may just want to save their own battery. The secure ad hoc routing protocols enhance 
the existing ad hoc routing protocols, such as DSR and AODV with security extensions. In these protocols, one node signs 
its routing messages using some cryptographic authentication method like digital signature so that each node can 
authenticate the legal traffic efficiently and distinguish the unauthenticated message packets from attackers and correct 
packets. However, there are still chances that an authenticated node has been compromised and controlled by the malicious 
attacker. 

III. ROUTING 

The main responsibilities of routing are to find the feasible path from source to destination .It is based on the 
criteria such as frequency path break, minimum hop length, bandwidth constraints. The correctness of node locations is 
therefore an all important issue in mobile networks, and it becomes particularly challenging in the presence of adversaries 
aiming at harming the system. Dynamic Source Routing (DSR) is a routing protocol for wireless mesh networks. It is 
similar to AODV in that it forms a route on-demand when a transmitting computer requests one. However, it uses source 
routing instead of relying on the routing table at each intermediate device. Determining source routes requires accumulating 
the address of each device between the source and destination during route discovery. The accumulated path information 
is cached by nodes processing the route discovery packets. The learned paths are used to route packets. To accomplish 
source routing, the routed packets contain the address of each device the packet will traverse. This may result in high 
overhead for long paths or large addresses, like IPv6. To avoid using source routing, DSR optionally defines a flow id 
option that allows packets to be forwarded on a hop-by-hop basis. 

IV. RELATED WORK 

Although the literature carries a multitude of ad hoc security protocols addressing a number of problems related to 
NPV, there are no lightweight, robust solutions to NPV that can operate autonomously in an open, ephemeral environment, 
without relying on trusted nodes. Securely determining own location. In mobile environments, self-localization is mainly 
achieved through Global Navigation Satellite Systems, e.g., GPS, whose security can be provided by cryptographic and non 
cryptographic defense mechanisms. Alternatively, terrestrial special purpose infrastructure could be used along with 
techniques to deal with non honest beacons [6]. We remark that this problem is orthogonal to the problem of NPV. In the 
rest of this paper, we will assume that devices employ one of the techniques above to securely determine their own position 
and time reference. Secure neighbor discovery (SND) deals with identification of nodes with which a communication link 
can be established or that are within a given distance .SND is only a step toward the solution we are after: simply put, an 
adversarial node could be securely discovered as neighbor and be indeed a neighbor (within some SND range), but it could 
still cheat about its position within the same range. In other words, SND is a subset of the NPV problem, since it lets a node 
assess whether another node is an actual neighbor but it does not verify the location it claims to be at. SND is most often 
employed to counter wormhole attacks practical solutions to the SND problem have been proposed while properties of 
SND protocols with proven secure solutions can be found in. Neighbor position verification was studied in the context of ad 
hoc and sensor networks; however, existing NPV schemes often rely on fixed or mobile trustworthy nodes, which are 
assumed to be always available for the verification of the positions announced by third parties. In ad hoc environments, 
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however, the pervasive presence of either infrastructure or neighbor nodes that can be aprioristically trusted is quite 
unrealistic .Thus, we devise a protocol that is autonomous and does not require trustworthy neighbors. In an NPV protocol 
is proposed that first lets nodes calculate distances to all neighbors, and then commends that all triplets of nodes encircling 
a pair of other nodes act as verifiers of the pair’s positions.  

V. PROPOSED SYSTEM 

A mobile ad hoc network, where a pervasive infrastructure is not present, and the location data must be obtained 
through node-to-node communication. Such a scenario is of particular interest since it leaves the door open for adversarial 
nodes to misuse or disrupt the location-based services. A fully-distributed, lightweight NPV procedure that enables each 
node to acquire the locations advertised by its neighbors, and assess their truthfulness. Secure message transformation takes 
place here,so the trusted node informs all the correct nodes about the adversarial node, and the node will be removed from 
network operations cooperatively and the operational load of each correct node is reduced. 

We propose a fully distributed cooperative scheme for NPV, which enables a node, hereinafter called the verifier, to 
discover and verify the position of its communication neighbors. For clarity, here we summarize the principles of the 
protocol as well as the gist of its resilience analysis. Detailed discussions of message format, verification tests, and protocol 
resilience A verifier, S, can initiate the protocol at any time instant, by triggering the 4-step message exchange depicted 
within its 1-hop neighborhood. The aim of the message exchange is to let S collect information it can use to compute 
distances between any pair of its communication neighbors. To that end, POLL and REPLY messages are first broadcasted 
by S and its neighbors, respectively. These messages are anonymous and take advantage of the broadcast nature of the 
wireless medium, allowing nodes to record reciprocal timing information without disclosing their identities. Then, after a 
REVEAL broadcast by the verifier, nodes disclose to S, through secure and authenticated REPORT messages, their 
identities as well as the anonymous timing information they collected. The verifier S uses such data to match timings and 
identities; then, it uses the timings to perform ToF-based ranging and compute distances between all pairs of 
communicating nodes in its neighborhood. 
Once S has derived such distances, it runs several position verification tests in order to classify each candidate neighbor as 
either: 
1. Verified, i.e., a node the verifier deems to be at the claimed position; 
2. Faulty, i.e., a node the verifier deems to have announced an incorrect position; 
3. Unverifiable, i.e., a node the verifier cannot prove to be either correct or faulty, due to insufficient information. 
 

ADVANTAGES OF PROPOSED SYSTEM: 

NPV scheme is compatible with state-of the-art security architectures, including the ones that have been proposed 
for vehicular networks. It is lightweight, as it generates low overhead traffic. It is robust against independent and colluding 
adversaries. It leverages cooperation but allows a node to perform all verification procedures autonomously. 

VI. CONCLUSION 

We presented a distributed solution for NPV, which allows any node in a mobile ad hoc network to verify the 
position of its communication neighbors without relying on a priori trustworthy nodes. Our analysis showed that our 
protocol is very robust to attacks by independent as well as colluding adversaries, even when they have perfect knowledge 
of the neighborhood of the verifier. Simulation results confirm that our solution is effective in identifying nodes advertising 
false positions, while keeping the probability of false positives low. Only an overwhelming presence of colluding 
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adversaries in the neighborhood of the verifier, or the unlikely presence of fully collinear network topologies, can degrade 
the effectiveness of our NPV. The  Secure message transformation takes place. 
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