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ABSTRACT: This paper reviews methods developed for anonymizing data from 1989 to 1993 . Publishing microdata 

such as census or patient data for extensive research and other purposes is an important problem area being focused by 

government agencies and other social associations. The traditional approach identified through literature survey reveals 

that the approach of eliminating uniquely identifying fields  such as social security number from microdata, still results 

in disclosure of sensitive data, k-anonymization optimization algorithm ,seems to be promising and powerful in certain 

cases ,still carrying the restrictions that optimized k-anonymity are NP-hard, thereby leading to severe computational 

challenges. k-anonimity faces the problem of homogeneity attack and background knowledge attack . The notion of l-

diversity proposed in the literature to address this issue also poses a number of constraints , as it proved to be inefficient 

to prevent  attribute disclosure (skewness attack and similarity attack), l-diversity is difficult to achieve and may not 

provide sufficient privacy protection against sensitive attribute across equivalence class can substantially improve the 

privacy as against information disclosure limitation techniques such as sampling cell suppression rounding and data 

swapping and pertubertation. This paper aims to discuss efficient anonymization approach that requires partitioning of 

microdata equivalence classes and by minimizing closeness by kernel smoothing and determining ether move distances 

by controlling the distribution pattern of sensitive attribute in a microdata and also maintaining diversity. 
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I. INTRODUCTION 

 

 Need for publishing sensitive data to public has grown extravagantly during recent years. Though publishing 

demands its need there is a restriction that published social network data should not  disclose private information of 

individuals. Hence protecting privacy of individuals and ensuring utility of social networ data as well becomes a 

challenging and interesting research topic. Considering a graphical model [35]  where the vertex indicates a sensitive 

label algorithms could be developed to publish the non-tabular data without compromising privacy of individuals. 

Though the data is represented in graphical model after KDLD sequence generation [35] the data is susceptible to 

several attacks such as homogeneity attack, background knowledge attack, similarity attacks and many more. In this 

paper we have made an investigation on the attacks and possible solutions proposed in literature and efficiency of the 

same. 

 

 The remainder of the paper is organized as follows. Section 2 deals about voice network security systems. 

Section 3 deals about methodology for network security design. Computer Network abuse is depicted in Section 4.  

Section 5 concludes the paper and outline the direction for Future Work. 

 

II. VOICE NETWORK SECURITY SYSTEMS 

 

Paavo T. Kousa (1989) say voice network security systems reveals a secure environment for exchanging attacker to 

gain access when the voice message is transferred among users. The voice message is transferred among users. The 

important thing to be noted is that the voice message is exchanged between the users of remote locations. 

 

In earlier network message system, the users mailbox was used to save the voice messages. In this system, first the 

voice message is loaded into the request, the message is distributed among the receivers. But the main drawback is the 

http://www.google.co.in/search?tbo=p&tbm=pts&hl=en&q=ininventor:%22Paavo+T.+Kousa%22
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interruption of those messages created by an intruder with the voice message. Even encryption algorithms can be 

employed to exchange voice message. But still this is not appropriate for all the networks and also these system seems 

to be more expensive. 

 

The recent network security systems consists of a base station and node station. Every message is encrypted and 

included in the message transmit protocol and then it is transmitted to the receiver. 

The secret key and a public key both used for encryption. These two keys are used at the initial stage of producing a 

key. Each and every content of all the messages is encrypted and decrypted using the key produced before. 

 

Initially, the base station selects a random number and adds it with the node encryption key and sends it to the 

respective key and sends it to the respective node station. The node station retains that random number by decrypting 

the message. This random number is used as a root for producing more random numbers. The node station encrypts the 

message with second random number and sends it to base station. Now base stations decodes and retains the random 

number. By this way the real information to be transmitted is exchanged between the base and node stations. This will 

result in a secure communication. The attacker will feel hard to access the voice message system. 

 

Any number of node station can be employed in a network security system. Base station and node station exchanges 

messages bi-directionally. Before they transmit messages the base station will send a wake-up signal to the node 

station. In turn the node station will send a ready signal to base station. After this the connection is established and they 

start transferring messages. 

 

Before transmitting the message , a checksum is also added to the message to identify the existence of attackers. But 

checksum is not employed to the system because it will erode the security altering technique of the system. Sometimes 

checksum are used in the systems to detect errors. A “checksum verifier” is used for testing the checksum used. 

During the transfer of message, the base system’s identification is sent to node station and the node systems 

identification is received by the base station. 

 

This system provide secure way of exchanging messages between base and node stations. Eliminates the attackers to 

gain access to the system. 

 

III. METHODOLOGY FOR NETWORK SECURITY DESIGN 

 

D Graft (1990) says Security becomes the major issue in all network communication systems. To overcome this 

security issue, a new methodology for network security systems was designed with the help of OSI model and security 

architecture. This type of design methodology is required because the earlier designs like “ad hoc” did not show good 

results. So, the main aim is to identify the workability of this design methodology. 

 

Design methodology for network security consists of three phases: 

1.Specification phase-gathers all the system requirements and defines certain set of conditions to design. 

2.Design phase-explains the system architecture, service mechanisms and protocols used. 

3.Implementation Phase-Validation and verification analysis of performance and workability. 

“Problem-centered Approach” is employed in specification phase. That is , prior to designing and implementing 

process, the problem to be solved is first analyzed properly. There are two components in a specification phase: 

1.Identifying Requirements-the requirements are based upon the problem that we have taken. In a completely insecure 

system, the requirements will be more to protect the system whereas in a secure system, the requirements will be less. 

Anyway the tame idea is to increase the security that the system provides. 

Initial step in identifying the requirements is to select a proper domain where all security services will function 

effectively. The security services and protocols to be used is collected in the name of application requirements. A 

detailed study is made on the security services used. Security management comprises of requirements needed for the 

management of security. Additionally, the key distribution methods are used for solving management issues. 

 

2.Defining conditions- There are three basic conditions that we have to consider for designing. They are applicable 

standards, Network type and topology and organization. 
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A proper solution for the problem is designed in the design phase. The solution should fulfill the requirements specified 

in the specification phase. This phase defines the overall architecture of the security system. The security architecture 

includes all the functions needed to maintain the ”security” in a system. These functions are inserted into the 7 layers of 

OSI Model. However, placing all these functions in OSI Model will have many risks. The security mechanisms and the 

protocols are selected appropriately on the basis of conditions and services needed for the system. The protocol should 

not erode the security of the system. 

 

Heberlein (1991) In the implementation phase, the design is developed into working product by distributing the design to 

the various software and hardware that are needed for verification and validation, testing obtaining performance and 

workability-satisfies all the requirements. 

 

We have studied a new methodology for network security systems. But still we have few drawbacks. More 

concentration is required to select the appropriate security protocols. Security mechanisms and security protocols can’t 

be detached from each other. It does not support new developments. We can use this new design methodology for 

simple applications only. 

 

John R. Corbin (1992) in this paper the author inform us that inorder to install the Network Security 

Monitor(NSM),either one of the following commands are used to install NSM from the tar file tar xvf nsm,tar while for 

the NSM distributed on tape, use tar xv command. Both the command will produce a new directory called NSM in the 

local directory. In this paper the author describes an detailed information about each and every command which is used 

for creating a file structure,and the operations that will be performed to attain a desired task. 

 

IV. COMPUTER NETWORK ABUSE 

 

Un authorization of data and manipulation of data by an intruder are the main computer abuses seen in “cyberspace”. 

Computer abuse is an illegal act in communication technology. 

 

“The Alleged Problem” observes the computer abuses in a network. It is categorized into three subsections. The 

computer crime and security falls under first subsection. It examines whether the user accessing the system is 

authorized or not. Also tells about the usage and cost expenditure of methods employed. The second subsection 

observes the crimes committed by attackers. The third subsection represents the computer abuses in media. 

 

Remote computing is the biggest advantage for computer users. It allows a user to access the computer from a remote 

location. But the drawback that we come across in remote computing is authentication. The general form that we user 

for authentication is passwords. Even though if a unique and strong password is used, an attacker gains access to the 

computer system very easily by guessing the passwords. So using a password is not a good idea for securing computer 

systems. 

Password protection method remains insecure among local users also. “Shoulder-surfing” is a method used by the 

hackers to find the passwords. Apart from password authentication . we have many other methods to reduce the abuse 

in a system. Some of them are encryption techniques and call-back systems. Only a user in remote location can access 

the encrypted data sent using telephone lines. In call-back system, only a remote user with unique phone no can access 

the target system. 

 

Among local users, biometric and mechanical systems of authentication were used to reduce local abuses. Biometric 

system includes voice and fingerprint. Mechanical system includes insertion of magnetic card. But these are not used 

every time because they are very expensive. In addition , privacy of a user seem to be a drawback in these systems. Still 

if we improve the computer security, the capacity of computer abuses will be reduced. 

 

Now coming into abuse in media, the well known hacker “Kevin Mintick” hacked “Digital Equipment Corporation” by 

simply tracing telephone lines. Some case studies portrays that there are more “human” hackers than “computer” 

hackers. The “Hacking Ethic” was used to maintain the system and it allows a faithful hacker to access the computer 

system but does not cause any destructive to the computer system. 

 

http://www.google.co.in/search?tbo=p&tbm=pts&hl=en&q=ininventor:%22John+R.+Corbin%22
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To avoid computer abuses, there are many criminal laws that can be followed. Commonly used one is “State and 

federal criminal laws”. It consists of three subsections. The first subsection deals with state crime laws. Second sub 

section deals with federal crime laws. It mainly focus on computer abuses like wire fraud and interstate transportation 

of stolen property. Eg: computer Fraud and abuse act and Electronic communications Privacy Act. The third sub 

section deals with the legal proceedings of criminal laws. 

 

Many criminal laws fails because of the following circumstances. They are, 

1.Arbitrary Spatial Distinction in cyberspace. 

2.Risk in detecting criminal activity. 

3.Difficulty in obtaining criminal identity. 

4.Difficulty of proving criminal capability. 

5.Absense of incentives to report Computer Abuse. 

6.Absence of deterrence in criminal laws. 

 

 The above circumstances are seen in Ex-post criminalization method. Implementing this method is of no use. 

To compensate, EX-ANTE prevention method can be employed. Here also we have three subsections. The first two 

subsections uses indirect federal regulation. The third subsection observes whether the above methods are suitable or 

not. 

 

The best way to avoid computer abuses is to use EX-ANTE prevention method. It gradually increases the computer 

security by employing proper sophisticated authorization methods. 

 

V. CONCLUSION AND FUTURE WORK 

 

 Various methods developed for anonymizing data from 1989 to 1993 is discussed. Publishing microdata such as 

census or patient data for extensive research and other purposes is an important problem area being focused by 

government agencies and other social associations. The traditional approach identified through literature survey reveals 

that the approach of eliminating uniquely identifying fields  such as social security number from microdata, still results 

in disclosure of sensitive data, k-anonymization optimization algorithm ,seems to be promising and powerful in certain 

cases ,still carrying the restrictions that optimized k-anonymity are NP-hard, thereby leading to severe computational 

challenges. k-anonimity faces the problem of homogeneity attack and background knowledge attack . The notion of l-

diversity proposed in the literature to address this issue also poses a number of constraints , as it proved to be inefficient 

to prevent  attribute disclosure (skewness attack and similarity attack), l-diversity is difficult to achieve and may not 

provide sufficient privacy protection against sensitive attribute across equivalence class can substantially improve the 

privacy as against information disclosure limitation techniques such as sampling cell suppression rounding and data 

swapping and pertubertation. Evolution of Data Anonymization Techniques and  Data Disclosure Prevention 

Techniques are discussed in detail. The application of Data Anonymization Techniques for several spectrum of data 

such as trajectory data are depicted. This survey would promote a lot of research directions in the area of database 

anonymization. 
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Uday Pahrai 

METHODOLOGY FOR NETWORK SECURITY DESIGN 

8 1991 L. Todd Heberlein NETWORK SECURITY MONITOR 

9 1992 John R. Corbin APPARATUS AND METHOD FOR LICENSING SOFTWARE ON A 
NETWORK OF COMPUTERS 

10 1993 Michael P. COMPUTER NETWORK ABUSE 
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Zhang 
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39 2015 TargioHashem RISE OF CLOUD COMPUTING ARCHITECTURE IN BIG DATA 
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CLOUD COMPUTING 

41 2016 Sundas Iftikhar, Anum Tariq,  OPTIMAL TASK ALLOCATION ALGORITHM FOR COST MINIMIZATION 
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Seyed Jamalodin  
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