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ABSTRACT: This paper reviews methods developed for anonymizing data from 2007 to 2012 . Publishing microdata 

such as census or patient data for extensive research and other purposes is an important problem area being focused by 

government agencies and other social associations. The traditional approach identified through literature survey reveals 

that the approach of eliminating uniquely identifying fields  such as social security number from microdata, still results 

in disclosure of sensitive data, k-anonymization optimization algorithm ,seems to be promising and powerful in certain 

cases ,still carrying the restrictions that optimized k-anonymity are NP-hard, thereby leading to severe computational 

challenges. k-anonimity faces the problem of homogeneity attack and background knowledge attack . The notion of l-

diversity proposed in the literature to address this issue also poses a number of constraints , as it proved to be inefficient 

to prevent  attribute disclosure (skewness attack and similarity attack), l-diversity is difficult to achieve and may not 

provide sufficient privacy protection against sensitive attribute across equivalence class can substantially improve the 

privacy as against information disclosure limitation techniques such as sampling cell suppression rounding and data 

swapping and pertubertation. This paper aims to discuss efficient anonymization approach that requires partitioning of 

microdata equivalence classes and by minimizing closeness by kernel smoothing and determining ether move distances 

by controlling the distribution pattern of sensitive attribute in a microdata and also maintaining diversity. 
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I. INTRODUCTION 

 

 Need for publishing sensitive data to public has grown extravagantly during recent years. Though publishing 

demands its need there is a restriction that published social network data should not  disclose private information of 

individuals. Hence protecting privacy of individuals and ensuring utility of social networ data as well becomes a 

challenging and interesting research topic. Considering a graphical model [35]  where the vertex indicates a sensitive 

label algorithms could be developed to publish the non-tabular data without compromising privacy of individuals. 

Though the data is represented in graphical model after KDLD sequence generation [35] the data is susceptible to 

several attacks such as homogeneity attack, background knowledge attack, similarity attacks and many more. In this 

paper we have made an investigation on the attacks and possible solutions proposed in literature and efficiency of the 

same.  
 

II. SECURITY SERVER IN THE CLOUD  

 

 Security issues arise as a result of transforming of information between individual users. Security issues are 

produced by computer viruses, worms, Trojan horses, etc. The users can install anti – virus programs to overcome 

security threats. The anti – virus software programs comprises of activity monitoring programs, virus scanning 

programs and integrity checking programs. 

 

  A user machine should possess an anti – malware software to continuously update the anti – virus 

software. But it seems to be difficult. The idea revealed in this paper gives a secure browsing over the network for 

multiple users and the security servers filters & removes network traffic and untrusted codes of the user. 

 There are three steps associated with security server cluster. 
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i. A proxy request is sent from a third party destination for the third party content. 

ii. Bring back the requested third party content from the third party destination. 

iii. Checking the requested content for untrusted code. 

It is important to note that the security server cluster and remote computer cluster communicates only over a publicly 

accessible networks. Determining the derived content comprises of  

i. Presenting value – added content. 

ii. Value – added content is added to the retrieved content. 

A tunneling communications protocol can also be used for establishing communication between security server cluster 

and remote computer cluster. Other protocols like point – to – point, point – to – point tunneling protocol, layer 2 

tunneling protocol can also be used. 

  Initially, the user should be connected to the internet service provider. The user then needs to satisfy 

the user server authentication process. The user sends a request to remote security server for content belonging to third 

party destination. The remote security server resends the content request to IP authentication service. The request 

content is received from the third party destination to the remote security server. Remote security server checks the 

requested content for untrusted code. Then the remote security server requests and associates the value added content 

from value added content server. Finally, the remote security server sends the user requested content to the user 

computer cluster. 

 

III. CLOUD COMPUTING – ISSUES, RESEARCH AND IMPLEMENTATIONS  

 

Cloud computing was build on the basis of “virtualized resources”. It includes cyber infrastructure. It suggests a service 

oriented architecture with improved flexibility and reduced cost. Cyber infrastructure makes possible range of 

applications with fixed budget and conditions. It also improves the efficiency, quality and reliability of sharing 

services. 

 Technology should be designed in such a way that it should provide a good end- user productivity and 

decreased technology- driven overhead. One such architecture is SOA(Service- Oriented architecture) of computing. 

Remote procedure calls and Grid computing are examples of network based SOA. Component-based method posses the 

following features: 

1. Reusability 

2. Sustainability 

3. Extensibility 

4. Scalability 

5. Customizability 

6. Compose-ability 

7. Reliability 

8. Availability 

9. Security 

 

A workflow is a graph representing the connection between the loosely and tightly coupled components. A workflow 

reveals an integrated representation of service-based activities. Virtualization is now built with wireless, highly 

distributing and pervasive computing because it provides more recent and complex IT resources. 

 

A solution should satisfy an end-user requirements and categories of user. A user category includes service user, 

service author and CI developer. User categories also include domain specific groups, policy makers and stakeholders. 

A cyber infrastructure developer is used for maintaining and developing a cloud structure. These developers combine 

system hardware, interfaces ,networks, storage, administration, communications, management software, service 

authoring tools, scheduling algorithms, workflow generation and resource access algorithms. Service authors are 

responsible for producing separate base-line images and services. Every user will initially go for a base-line image as 

soon as he receives right to produce an image. An author can also produce image if it required resource sharing with 

another user. To produce images, cloud provides some supporting structures like image creation tools,  image and 

service management tools, service brokers, service registration and discovery tools, security tools, provenance 

collection tools, resource mapping tools, license management tools, fault tolerance, etc. 
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End-users need exact time delivery of services, easy-to-use interfaces, collaborative support, information about 

services, etc, complexity of task, required schedules and resource conditions will decide the service distribution. 

Virtual Computing Laboratory (VCL) is an open source used for secured implementation of cloud. The implementation 

on cloud computer using VCL has lead to many researches. VCL is used for implementing complex control images of 

resources in complex environments. Some of the major drawbacks seen in cloud are: 

1. Management of metadata 

2. Collection of Provenance information 

3. Permanent Storage 

4. Logical representation of information to the user 

5. Optimization of images 

6. Image portability 

7. Implication of image format 

 Some considerable solutions are there to solve the above problems. But still they are under research to produce 

a secure way of sharing resources. 

 A cloud is most commonly used in virtualization, distributed computing, utility computing and networking. 

Research is done to include additional features in VCL technology. 

 

IV. 2010 

 

The author through this paper discusses about an important term called security issue for cloud computing.  The authors 

have also presented a model to have secure clouds and it is focused on two layers namely storage layer and data layer.  

The main difference is on a scheme which is used for securing third party document publication on cloud.  The paper 

also focuses on secure federated query processing and Hadoop.  The final work and the implementation of XACML for 

hadoop which is a major aspect of secured cloud computing.  The security issues can be classified as 

middleware/storage/data/network/application.  The main challenge discussed is to have secured transactions even if 

some part of the cloud fails. 

V. 2011(I) 

  

According to the authors, cloud computing is an architecture with distributed nature which serves and provides 

resources on demand.  The authors through this paper focuses on the various models of cloud deployment and security 

issues that are in the cloud computing industry.  The main security issues is that with he people is scaling of data.  

Cloud providers believe that encryption is the only way of security but it is not so.  Trust plays an important role.  So, 

trust will always remain an important factor and these are external security standards (ISO27001) which can audit to 

ensure compliance only when a company conforms to this standard.  This is an added advantage. 

 

VI. 2012(A) 

 

Cloud computing has become an important concept and technology in many concerns.  It provides us many utilities at 

low cost.  Security in cloud computing is an important factor since users store very sensitive information.  This issue is 

not popular among single cloud but when it comes to multi-clouds, security constraints have more impact.  The author 

through this paper surveys and proposes a new research that is related to both single and multi clouds with possible 

solutions.  The paper focuses on the ability of multi clouds to reduce security risk which affects the user.  The rapid 

growth in the field of cloud computing is great but the security is still a major issue.  The proposed work is to survey 

recent research on single/multi clouds and its security issues and also to ensure security of multi-clouds which has its 

own ability to reduce risk.  

 

VII. 2012(I) 

 

The author through this paper proposes a concise and a very detailed explanation on data security and privacy 

preservation issues that are related to cloud computing in all stages.  Since cloud security concerns, data security and 

privacy protection are the important factors that are to be considered before adopting the technology.  This paper also 

discusses about the current solution and future work regarding this issue.  Although cloud computing has more 

advantages, the drawbacks are also there that needs to be solved.  Security of data and privacy protection are the 
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primary issues and the key to these issues is to separate sensitive data from no-sensitive data and then follow 

encryption standards. 

 

VIII. CONCLUSION AND FUTURE WORK 

 

 Various methods developed for anonymizing data from 2007 to 2012 is discussed. Publishing microdata such as 

census or patient data for extensive research and other purposes is an important problem area being focused by 

government agencies and other social associations. The traditional approach identified through literature survey reveals 

that the approach of eliminating uniquely identifying fields  such as social security number from microdata, still results 

in disclosure of sensitive data, k-anonymization optimization algorithm ,seems to be promising and powerful in certain 

cases ,still carrying the restrictions that optimized k-anonymity are NP-hard, thereby leading to severe computational 

challenges. k-anonimity faces the problem of homogeneity attack and background knowledge attack . The notion of l-

diversity proposed in the literature to address this issue also poses a number of constraints , as it proved to be inefficient 

to prevent  attribute disclosure (skewness attack and similarity attack), l-diversity is difficult to achieve and may not 

provide sufficient privacy protection against sensitive attribute across equivalence class can substantially improve the 

privacy as against information disclosure limitation techniques such as sampling cell suppression rounding and data 

swapping and pertubertation. Evolution of Data Anonymization Techniques and  Data Disclosure Prevention 

Techniques are discussed in detail. The application of Data Anonymization Techniques for several spectrum of data 

such as trajectory data are depicted. This survey would promote a lot of research directions in the area of database 

anonymization. 
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S.no YEAR AUTHORS TITLE 

1 1984 Sape .MULLENDER and Andrew S 

TANENBAUM 

PROTECTION AND RESOURCE CONTROL IN DISTRIBUTED 

OPERATING SYSTEMS 

2 1985 Paul j.Levine COMPUTER SECURITY SYSTEM FOR TIME SHARED COMPUTER 

ACCESSED OVER TELEPHONE LINES 

3 1986 Norman Hardy COMPUTER SYSTEM SECURITY 

4 1987 Andreas Pfitzmann, Michael Waidner NETWORKS WITHOUT USER OBSERVABILITY 

5 1988     Chris J. Mitchell  KEY STORAGE IN SECURED NETWORK 

6 1989    Fred C. Piper VOICE NETWORK SECURITY SYSTEM 

7 1990 Donald Graji 

Mohnish Pabrai 

Uday Pahrai 

METHODOLOGY FOR NETWORK SECURITY DESIGN 

8 1991 L. Todd Heberlein NETWORK SECURITY MONITOR 

9 1992 John R. Corbin APPARATUS AND METHOD FOR LICENSING SOFTWARE ON A 

NETWORK OF COMPUTERS 

10 1993 Michael P. COMPUTER NETWORK ABUSE 

11 1994 Bruce E. McNair SYSTEM AND METHOD FOR GRANTING ACCESS TO A RESOURCE 

12 1995 Scott D. Hammersley, Arthur D. 

Smet, Peter M. Wottreng 

METHOD AND APPARATUS FOR INTRAPROCESS LOCKING OF A 

SHARED RESOURCE IN A COMPUTER SYSTEM 

13 1995 Daniel B. Clifton RESOURCE ACCESS SECURITY SYSTEM FOR CONTROLLING ACCESS 

TO RESOURCES OF DATA PROCESSING SYSTEM 

14 1996 Wei-Ming Hu METHOD AND APPARATUS FOR AUTHENTICATING A CLIENT TO A 

SERVER COMPUTER SYSTEMS WHICH SUPPORT DIFFERENT 

SECURITY MECHANISMS 

15 1997 Mark S. Miller, E. Dean Tribble, 

Norman Hardy, Christopher T. 

Hibbert 

DIVERSE GOODS ARBITRATION SYSTEM AND METHOD FOR 

ALLOCATING RESOURCES IN A DISTRIBUTED COMPUTER SYSTEM 
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16 1998 Ian Foster, Carl Kesselman,Gene 

Tsudik, Steven Tuecke 

A SECURITY ARCHITECTURE FOR COMPUTATIONAL GRIDS 

17 1999 Daniel S. Glasser, Ann Elizabeth 

McCurdy, Robert M. Price 

METHOD AND SYSTEM FOR CONTROLLING USER ACCESS TO A 

RESOURCE IN A NETWORK COMPUTING ENVIRONMENT 

18 2000 Rajkumar Buyya, David Abramson, 

and Jonathan Giddy 

AN ARCHITECTURE FOR A RESOURCE MANAGEMENT AND 

SCHEDULING SYSTEM IN A GLOBAL COMPUTATIONAL GRID 

19 2001 Lalana Kagal, Tim Finin and Anupam 

Joshi 

MOVING FROM SECURITY TO DISTRIBUTED TRUST IN UBIQUITOUS 

COMPUTING ENVIRONMENT 

20 2002 Farag Azzedin and Muthucumaru 

Maheswaran 

TOWARDS A TRUST-AWARE RESOURCE MANAGENT IN GRID 

COMPUTING SYSTEM 

21 2003 Von Welch1 Frank Siebenlist2 Ian 

Foste 

SECURITY FOR GRID SERVICES 

22 2004 Ivan Krsul, Arijit Ganguly, Jian 

Zhang 

VMPLANTS:PROVIDING AND MANAGING VM EXECUTION 

ENVIRONMENTS FOR GRID COMPUTING 

23 2005 Daniel Olmedilla1, Omer F. Rana2, 
Brian  

SECURITY  AND TRUST ISSES IN SEMANTIC GRIDS 

24 2006 David S. Linthicum MOVING TO CLOUD COMPUTING STEP BY STEP 

25 2007 Uzi Dvir SECURITY SERVER IN THE CLOUD 

26 2008 Mladen A. Vouk CLOUD COMPUTING-ISSUES,RESEARCH AND IMPLEMENTATIONS 

27 2009 Meiko Jensen,  ON TECHNICAL ISSUES OF CLOUD COMPUTING 

28 2010 S. Subashini n, V.Kavitha SECURITY ISSUES FOR CLOUD COMPUTING 

29 2011 Luis M. Vaquero  SECURITY ISSUES IN CLOUD COMPUTING 

30 2012 I  Deyan Chen1, Hong Zhao DATA SECURITY AND PRIVACY PRESERVATION IN CLOUD 

COMPUTING 

31 2012 A Mohammed A. AlZain ,  CLOUD COMPUTING SECURITY SINGLE-MULTI CLOUDS 

32 2013 C Ming Li,  

 

SCALABLE AND SECURE SHARING OF PERSONAL HEALTH RECORDS 

33 2013 B Miltiadis Kandias,  INSIDER THREAT IN CLOUD COMPUTING 

34 2013 A Niroshinie Fernando  MOBILE CLOUD COMPUTING-SURVEY 

35 2014 D Diogo A. B. Fernandes   SURVEY ISSUES IN CLOUD COMPUTING 

36 2014 B Md Whaiduzzaman  SURVEY ON VEHICULAR CLOUD COMPUTING 

37 2014 A A.Madhuri1, T.V.Nagaraju RELIABLE SECURITY IN CLOUD COMPUTING ENVIRONMENT 

38 2015 A IbrahimAbaker  

 

RISE OF BIG DATA ON CLOUD COMPUTING-REVIEW AND OPEN 

ISSUES 
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