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ABSTRACT: The main objective of Securing data transmission by xml using lychrel numbers, RGB colors and one time 
password. The universal technique for providing Cryptography is the primary technique to assure data security. This 
scheme provides various factors to encrypt and decrypt the data using a key such as Lychrel numbers and RGB colors as 
the password. There are three keys used to provide secure and reliable data transmission with the RGB colors which is a 
primary security element which provides authentication. Here colors and Time based one-time key are been used as the 
password for authentication process. Lychrel numbers are used to encrypt and then decrypt the data that is to be transmitted. 
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I. INTRODUCTION 
 

Security has been a great importance in all aspects. In case of considering the network security, many passwords have 
been used. There comes a lot of style in creating the password. That security is done by the usage of RGB colors and 
Lychrel numbers. The first level of security is been provided by using the user login and the next is done by the RGB colors 
and mainly the message is encrypted using the Lychrel numbers. This enhances a high level of security by providing no 
loss of data. Hackers have less probability to attack the data send by this type of security. When colors are used as one of 
the parameter in case of password it’s very difficult to identify the password. Because in case of RGB colors there are more 
sets of passwords can be set. So it is not so easy to find the password. After that the message encryption and decryption is 
done by the Lychrel numbers. 

 
II. MOTIVATION 

 
 Nowadays data loss and hacking is growing in a rapid manner. To say for example many Facebook ID has been hacked 

daily. To have a secured data transmission there should be some way or technique to send the data. Another day to day 
example is, when we send a mail that should not be eavesdropped or hacked by anyone else except the sender and the 
receiver. So the encryption and decryption should me more difficult. So this technique using RGB colors and Lychrel 
numbers, one time password using the AES algorithm will improve the security issues. The scope of the project is very high 
because the data security is more important everywhere. But the main issue is that it should be more secured from the 
hackers. Some of the techniques can be easily hacked by the hackers. But in this technique it is hard and difficult for the 
hackers to find the actual data that is to be sent. 

 
III. RELATED WORKS 

 
Many of the cryptographic algorithms have been studied and proposed in this paper. Here there is a use of RGB colors 
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which itself make the message transmission even more secured. Further the Lychrel number which acts as a key to encrypt 
and decrypt the actual message is worse hard to find. The other security factor is the Time-based one time key which is 
generated at the time of login. . 

 
 In the survey given by Mohammed Abutaha all types of cryptographic techniques is given. But where the use of RGB 

colors, Lychrel numbers and Time-based one-time password is not combined together and used. By combining al the three 
factors which have a wide range. So it is difficult to find even a single factor. In Maxwell theory color cryptography has 
been enhanced. 

 
IV. EXISTING SYSTEM 

 
In Secret Key Cryptography technique the key which is used is known only to the sender and the receiver. So it will be 

secured but only some of the keys are made secret. This is also called as symmetric encryption and decryption. The same 
key is used to encrypt and decrypt process. Only the authenticated users can use the private key and can access the 
necessary information. In Public Key Cryptography technique the key which is been used is known to all the users. Not all 
the keys are made public only the necessary keys are made public. This is also referred as asymmetric key cryptography. 
By using the public key the information which is made public can be accessed by all the users. A hash function will be used 
and the key values will be generated using the hash function. A hash table is been maintained for this values to be 
generated. It is difficult to find but the maintenance of the hash table is difficult. Maintaining hash tables needs more 
memory space. So the space complexity increases. An Armstrong numbers [1] is used here where it is the addition of cubes 
of digits in the number which is equal to its original number. But till 5000 there are only 5 Armstrong are there so the 
hackers can easily find this. Armstrong is known to all and it is used widely in the mathematical and in the security process. 
There are several more algorithms and techniques [9] like Bach’s algorithm, Common Scrambling Algorithm, Fuzzy 
extractor, Mental poker, Verifiable random function etc., 
 

V. OUR APPLICATION SCHEME 
 

In this scheme we propose a different approach for providing the security of the data’s. Here few factors are been used 
such as RGB colors [3] [4], Lychrel numbers and the Time-based one time password [5]. Initially when a user login to send 
the data they will receive a onetime password to mobile. By using this user can login to send the data. Later again each user 
uses their own RGB color to provide more security. Finally Lychrel number is been used to encrypt and decrypt the data 
using the AES algorithm. 
 
 
 
 
 
 
 
 
 
 
 
A.System Design 
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Figure 1. System Design 
 
 

B. Time-Based One Time Password 
 

TOTP is a time based password [6] factor, where a new password is generated at a particular time. That password will be 
used for a particular interval of time say for 40 seconds. After that time interval a new password will be generated. 
 
C. RGB Color 
 

RGB color a combination of red, blue and green color which are the basic primitive colors. There are about 16.7 million 
colors which are formed using the RGB. It is represented using the triplet value either arithmetic or percentage or 8 and 16 
bit formats. 
 
D. Lychrel Number 
 

Lychrel numbers are formed using the iterative process of reversing the digits and making a sum of those digits where 
the resulting number should not form a palindrome. Several numbers form a palindrome through this process. It is very 
difficult to identify which lychrel number has been used. The smallest lychrel number is 196. Here we can consider the 
example as e-mail. A user can login to send a mail and receive the mail. At the time of login a time based one-time 
password is generated and that is been sent to the mobile phone. The extra password is given which is the RGB color value. 
Each user will have own RGB code. Only the authenticated person can know the RGB colors and the key to decrypt those 
codes. So providing this much of security factor will greatly enhance the necessary security in the process of message 
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transmission. The same is decrypted at the receiver side. Fig 1 tells the overview of the system. 
 
E. Encryption  

 
Each letter of the actual message or data which is to be transmitted is assigned to its equivalent ASCII values. Use any of 
the Lychrel number which is added with the ASCII values. The Lychrel number is added by squaring each of the digits in 
the number. Say for example the number be 196 then it is used as 9 6 1 81 36 1 6561 1296 1 9 6 .The resulting set of 
values is stored in the matrix form which is of m x m form. A encoding matrix is formed by using the Lychrel number 
which is used for adding with the ASCII values. 
 
For example, consider 196 as Lychrel number, and then the encoding matrix will be formed. This method is done by the 
AES algorithm [7]. Then both the matrix are multiplied and the encrypted set of values are got, which is the values of actual 
message and stored in the database. 
 
F. Decryption 

 
The reverse of the Lychrel number is the key used for decryption process of the actual message. Time based one-time 

password is been separately used for the receiver side. The receiver also uses the unique RGB color which is been used to 
identify it. When all the three factors are correct the actual message can be viewed. Even a single factor is not correct the 
data cannot be viewed. 

VI. CONCLUSION 
 

To provide the necessary security in the field of data transmission we propose some security key factors. Thus providing 
with all these factors the level of security is been enhanced. All the three factors and also with the initial login it is very 
difficult to find all the factors thus it provides the necessary security. Lychrel and the RGB factors are much difficult 
because the probabilities of the factors are very high, since there are lot of combinations in both the factors. In the future 
work the data can be analysed which is original or not. 
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