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ABSTRACT: Uncovering & Anticipation of malicious attacks in networking field is an important and challenging 
security issue in Vehicular Adhoc Networks (VANET).VANETs are dynamic wireless networks without any 
infrastructure. The dynamic topology of VANET allows nodes to join and leave the network at any point of time. 
Wireless VANET is particularly vulnerable due to its fundamental characteristics such as open medium, dynamic 
topology, distributed cooperation and constrained capability. So security in VANET is a complex issue. These 
networks are weak against many types of attacks. Black hole attack which is one of the possible attacks on   AODV 
routing protocol in vehicular ad hoc networks. In this attack, a malicious node advertises itself as having freshest or 
shortest path to specific node to absorb packets to itself. The effect of Black hole attack on Adhoc network using 
AODV as a routing protocol will be studied in this paper. The proposed solution that is capable of detecting and 
removing Black hole nodes in the VANET at the initial stage itself without any delay. Furthermore, we investigate 
solution for increasing security in these networks.  
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I. INTRODUCTION 
 
A Vehicular Adhoc Network (VANET) is formed dynamically by an autonomous system of vehicular nodes that are 
connected via wireless links without using an existing infrastructure or centralized administration [1, 2]. VANET nodes 
are free to move randomly and organize themselves arbitrarily; thus the network’s wireless topology may change 
rapidly and unpredictably. In a VANET, a collection of vehicular hosts with wireless network interfaces form a 
temporary network without the aid of any fixed infrastructure or centralized administration. A VANET is referred to as 
an infrastructure less network because the vehicular nodes in the network dynamically set -up paths among themselves 
to transmit packets temporarily. Nodes within each other’s wireless transmission ranges can communicate directly; 
however, nodes outside each other’s range have to rely on some other nodes to relay messages. Any routing protocol 
must encapsulate an essential set of security mechanism. These mechanisms are used to prevent, detect and respond to 
security attacks. The VANET is more vulnerable to be attacked than wired network. These vulnerabilities are nature of 
the VANET structure that cannot be removed. As a result, attacks with malicious intent have been and will be devised 
to exploit these vulnerabilities and to cripple the VANET operation. The most important characteristics are the dynamic 
topology, which is a consequence of node mobility. A VANET is a group of vehicular nodes that cooperate and 
forward packets for each other. One of the most critical problems in VANETs is the security vulnerabilities of the 
routing protocols. A set of nodes may be compromised in such a way that it may not be possible to detect their 
malicious behaviour easily. Such nodes can generate new routing messages to advertise non-existent links, provide 
incorrect link state information, and flood other nodes with routing traffic, thus inflicting Byzantine failure in the 
network. In this paper, we discuss one such attack known as Black Hole Attack on the widely used Ad -hoc On-demand 
Distance Vector (AODV) routing protocol in VANETs. A mechanism presented shows the method to detect & prevent 
from Black hole attack in Vehicular ad hoc network. It is an autonomous system, where nodes/stations are connected 
with each other through wireless links. There is no restriction on the nodes to join or leave the network, therefore the 
nodes join or leave freely. This property of the nodes makes the VANET unpredictable from the point of view of 
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scalability and topology. In Adhoc networks, the routing protocols are divided into three categories: Proactive, Reactive 
and Hybrid as shown in Figure.1  
 

 
Figure 1: VANET Routing Protocols 

  
II. RELATED WORK 

 
The problem of safety & impact of various malicious attacks has received considerable attention by researchers in 

the vehicular ad-hoc network field. The Ad hoc On-demand Distance Vector (AODV) protocol, one of the on-demand 
routing algorithms that has receive the most attention, however, does not utilize multiple paths. It joins the mechanisms 
of DSDV and DSR. The periodic beacons, hop-by-hop routing and the sequence numbers of DSDV and the pure on-
demand mechanism of Route Discovery and Route Maintenance of DSR are combined. In AODV at Every instance, 
route discovery is done for fresh communication which consumes more bandwidth and causes more routing over-head. 
The source prepares RREQ packet which is broadcast to it's neighboring nodes. If neighboring node will keep 
backward path towards source. As soon as destination receives the RREQ packet, it sends RREP packet on received 
path. This RREP packet is unicast to the next node on RREP path. The intermediate node on receiving the RREP 
packet make reversal of path set by the RREQ packet. As soon as RREP packet is received by the source, it starts data 
transmission on the forward path set by RREP packet. Sometimes while data transmission is going on, if path break 
occurs due to mobility of node out of coverage area of nodes on the active path, data packets will be lost. When the 
network traffic requires real time delivery (voice, for instance), dropping data packets at the intermediate nodes can be 
costly. Likewise, if the session is a best effort, TCP connection, packet drops may lead to slow start, timeout, and 
throughput degradation. 

 
A] Sequence Number and Routing Table Management 
 
 A node has to update its own sequence number in two cases: 
• Before starting a route discovery process, the node has to increment its own sequence number. 
• A destination node has to update its own sequence number to the maximum of its current sequence number and the 
destination sequence number in RREQ packet immediately before transmitting the RREP packet. 
The sequence numbers in the routing table entries may be changed by the node only in the following circumstances: 
• Offer of a new route to itself, if it is the destination node. 
• Reception of an AODV message with new information about the sequence number for a destination. 
• Expiration of path or path breaks. 
When a node receives an AODV control message, either to create or to update a route for a particular destination, it 
searches its routing table for an entry to the destination. If there is no route entry, it creates a new one with the sequence 
number contained in the control packet, or else the sequence number is set invalid. Otherwise, the node compares the 
existing entry with the new information and updates it if either 
• The new sequence number is higher than in the routing table entry, 
• The sequence numbers are equal and the new hop count plus one is smaller than in the existing route, or 
• The sequence number is unknown. 
Besides the destination sequence numbers, the routing entry for each valid route contains a precursor list. This list 
contains all precursor of the node which are able to forward packets on this route. All neighbouring nodes to which a 
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RREP was generated or forwarded are included in this list. In the event of a next hop link breakage, notifications are 
sent to those nodes. 

 
III. ANALYSIS OF AODV PROTOCOL 

 
The AODV protocol builds on the DSDV algorithm .it is an on demand routing algorithm. But in contrast to DSR it is a 
not source based routing scheme rather every hop of a route maintains the next hop information by its own. Operation 
of the protocol is divided into two functions, route discovery & route maintenance. At first all the nodes send hello 
message on its interface and receive hello message from its neighbors. This process repeats periodically to determine 
neighbor connectivity .when a route is needed is   to some destination, the protocols start route discovery .It uses two 
term route request & route reply.  
 
A] Control Messages in AODV: 
 • Route Request Message RREQ:  
Source node that needs to communicate with another node in the network transmits RREQ message. AODV floods 
RREQ message, using expanding ring technique. There is a time to live (TTL) value in every RREQ message, the value 
of TTL states the number of hops the RREQ should be transmitted.  
• Route Reply Message RREP:  
 A node having a requested identity or any intermediate node that has a route to the requested node generates a route 
reply RREP message back to the originator node. 
 • Route Error Message RERR:  
Every node in the network keeps monitoring the link status to its neighbor’s nodes during active routes. When the node 
detects a link crack in an active route, Route error (RERR) message is generated by the node in order to notify other 
nodes that the link is down.  
 
B] Route Discovery in AODV: 
When a node “A” wants to initiate transmission with another node “G”, it will generate a route request message 
(RREQ). This message is propagated through a limited flooding to other nodes. This control message is forward to the 
neighbors, and those node forward the control message to their neighbors’ nodes. This process of goes on until it finds 
a node that has a fresh enough route to the destination or destination node is located. Once the destination node is 
located or an intermediate node with enough fresh routes is located, they generate control message route reply message 
(RREP) to the source node. When RREP reaches the source node, a route is established between the source node “A” 
and destination node “G”. Once the route is establish node “A” and “G” can communicate with each other. The 
following diagram show exchange of control messages between source node and destination node.  

 
 

Figure 2: Route Discovery in AODV 
 

When there is a link down or a link between destinations is broken that causes one or more than one links unreachable 
from the source node or neighbors nodes, the RERR message is sent to the source node. When RREQ message is 
broadcasted for locating destination node i.e. from node “A” to the neighbors nodes, at node “E” the link is broken 
between “E” and “G”, so a route error RERR message is generated at node “E” and transmitted to the source node 
informing the source node a route error.  
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Figure 3: Route Error Message in AODV 
 
c] Black Hole Attack: 
        Every node maintain a routing table that stores the next hop node information for a route  a packet to destination 
node ,When a source node want to route a packet to the destination node , it uses a specific route if such a route is 
available in it’s routing table.otherwise , nodes initiates a route discovery process by broadcasting Route Request 
(RREQ) message to it’s neighbours. On receiving RREQ message, the intermediate nodes update their routing tables 
for a reverse route to source node.A Route Reply  (RREP) message is sent back to the source node when  the RREQ 
query reaches either the destination node itself  or any other node that has a current route to destination.We now 
describe the Black hole attack[10] on VANET’S .The Black hole attack has two phases , In first phase, a mallicious 
node exploits the AODV protocol to advertise itself as having a valid route to destination node, with the intension of 
interupting or corrupting packets, event though route is spurious.In second phase ,nodes drops the interupted packets 
with a certation probability.detection of Black hole is difficult process.  
 

IV. PROPOSED MECHANISM 
 

We consider a VANET consisting of similar types of nodes. Each node may freely roam, or remain stationary in a 
location for an arbitrary period of time. In addition, each node may join or leave the network, or fail at any time. The 
nodes perform peer-to-peer communication over shared, bandwidth constrained, error-prone, and multi-hop wireless 
channel. For the purpose of differentiation, we assume that each node has a unique nonzero ID. All the links in the 
network are assumed to be bi-directional. However, unlike most of the current security frameworks for VANETs, the 
proposed mechanism does not assume promiscuous mode of operation of the wireless interfaces of the nodes. The 
promiscuous mode may not only incur extra computation overhead and energy consumption in order to process the 
transit packets, but also it will not be feasible in cases where the nodes are equipped with directional antennas. There 
may be varying number of Black hole nodes in the network at different points of time and these malicious nodes may 
cooperate with each other to disrupt the communication in the network. The proposed mechanism involves both local 
and cooperative detection to identify any malicious Black hole node in the network. Once a node is detected to be 
really malicious, the scheme has a notification mechanism for sending messages to all the nodes that are not yet 
suspected to be malicious, so that the malicious node can be isolated and not allowed to use any network resources. The 
mechanism consists of local anomaly security procedures which are invoked sequentially.  
 

V. PROPOSED SOLUTION 
 

The solution that we propose here is basically only modifies the working of the source node without altering 
intermediate and destination nodes by using a method called Prior_ReceiveReply. In this method three things are 
added, a new table RR-Table (Request Reply), a timer WT (Waiting Time) and a variable MN-ID (Malicious Node ID) 
to the data structures in the default AODV Protocol. 
 
VI. ALGORITHM PRIOR-RECEIVE REPLY METHOD 
DSN – Destination Sequence Number, NID – Node ID, 
MN-ID – Malicious Node ID. 
Step 1: (Initialization Process) 
Retrieve the current time 
Add the current time with waiting time 
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Step 2: (Storing Process) 
Store all the Route Replies DSN and NID in RR-Table 
Repeat the above process until the time exceeds 
 
Step 3: (Identify and Remove Malicious Node) 
Retrieve the first entry from RR-Table 
If DSN is much greater than SSN then discard entry from RR-Table and store its NID in MN-ID 
Step 4: (Node Selection Process) 
Sort the contents of RR-Table entries according to the DSN 
Select the NID having highest DSN among 
RR-table entries 
Step 6: (Continue default process) 
Call Receive Reply method of default AODV Protocol 
 
The above algorithm starts from the initialization process, first set the waiting time for the source node to receive the 
RREQ coming from other nodes and then add the current time with the waiting time. Then in storing process, store all 
the RREQ Destination Sequence Number (DSN) and its Node Id in RR-Table until the computed time exceeds. 
Generally the first route reply will be from the malicious node with high destination sequence number, which is stored 
as the first entry in the RR-Table. Then compare the first destination sequence number with the source node sequence 
number, if there exists much more differences between them, surely that node is the malicious node, immediately 
remove that entry from the RR-Table. This is how malicious node is identified and removed. Final process is selecting 
the next node id that has the higher destination sequence number, is obtained by sorting the RR-Table according to the 
DSEQ-NO column, whose packet is sent to Receive Reply method in order to continue the default operations of AODV 
protocol. 

VI. CONCLUSION & FUTURE WORK 
 

In this paper we have presented the impact of Black hole attack in Vehicular Adhoc Network & its consequences. 
VANET has been active research based area over the past few years. But it is vulnerable to various types of attacks. 
Misbehaviour of nodes causes the damage to the nodes & packet also. Black hole attack cause damage to the network 
& also it is difficult to detect. Proposed approach can be integrated on the basic of routing protocols such as AODV.To 
show the effectiveness and result of proposed approach, implementation work on Network Simulator 2 still in progress. 
Future works will include some mechanism so as to detect & prevent from the Black hole attack in vehicular ad-hoc 
network. 
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